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Abstract

The ability to understand and predict the sequence of events leading to a terrorist attack is one
of the main issues in developing pre-emptive defense strategies for homeland security. In this
paper, we explore the value of terrorist’s private information on government’s defense alloca-
tion decision. In particular, we consider two settings with different informational structures.
In the first setting, the government knows the terrorist’s target preference but does not know
whether the terrorist is fully rational in his target selection decision. In the second setting,
the government knows the degree of rationality of the terrorist, but does not know the terror-
ist’s target preference. We fully characterize the government’s equilibrium budget allocation
strategy for each setting and show that the government makes resource allocation decisions by
comparing her valuation for each target with a set of thresholds. We then derive the value of
information (VOI) from the perspective of the government for each setting. Our results show
that VOI mainly depends on the government’s budget and the degree of heterogeneity among
the targets. In general, VOI goes to zero when government’s budget is high enough. But, the
impact of heterogeneity among the targets on VOI further depends on whether the terrorist’s
target preference matches with government’s or not. Finally, we perform various extensions
on the baseline model and show that the structural properties of budget allocation equilibrium

still hold true.
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1 Introduction

In defense budget allocation problem, the government (defender, from now on) often needs to prioritize
and distribute her limited resources among valuable targets to defend them against an unpredictable ter-
rorist (attacker, from now on) whose response strategy cannot be fully assessed a priori. Therefore, an
important issue from the defender’s point of view is the development of a defense strategy that allows
her to incorporate this unpredictability into her budget allocation decisions. One of the main sources of
unpredictability is related to the uncertainty in degree of rationality of the attacker in his target selection
decisions. An extreme, though commonly assumed case, is one of a fully rational attacker who responds
optimally to the defender’s budget allocation decisions when he chooses which target to attack. However,
this type of strategic behavior cannot fully explain some of the terrorist acts in the recent history. Indeed,
the attack on the World Trade Center in New York and the four hijackings of September 11, 2001, suggest
that the attackers may indeed be choosing their targets regardless of the observed defense levels. Note
that, New York, where the attack happened, and Boston, where the hijackings happened, were both among
top urban areas in terms of receiving US Homeland Security Grant Program between 2000 and 2008, based
on the US Federal Funding Assistant (http:/ /www.fedspending.org/). Furthermore, the target selection
criteria of such nonstrategic attackers may be influenced by some other factors that are either not readily
available to or difficult to observe for the defender. Therefore, the possibility that the attacker’s degree of
rationality and target selection criteria might come in many guises requires us to analyze various informa-
tional scenarios from the defender’s point of view. In this paper, we aim to accomplish this goal in two
stages. First, we develop an incomplete (asymmetric) information model to capture the different degrees of
unpredictability in the attacker’s response. Then, we explore this model to address the following research
questions:

Research Question 1: How should a defender prioritize multiple targets and allocate limited budget
among them when faced with two types of asymmetric information (degree of rationality and target pref-
erence) about the attacker?

Research Question 2: What is the impact of partial information on the defender’s equilibrium budget
allocation strategy?

Research Question 3: From the defender’s perspective, what is the value of information regarding
the attacker’s degree of rationality and target preference? How does the value of information depend on
problem parameters such as defender’s budget, targets’ valuations, and effectiveness of the defender’s
budget?

We develop a game-theoretic model considering the following sequence of decisions. First, the defender

distributes her limited defense budget across given targets. The attacker responds to that by first choosing
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a target and then deciding on his effort level, which ultimately determines the degree of damage inflicted
upon the selected target. Target selection by the attacker depends on whether he is strategic or not. A
strategic attacker, who shares a common target valuation with the defender, chooses a target by taking
into account both the valuation of that target and the defender’s budget allocation decision, and responds
optimally to defender’s decision, whereas a nonstrategic attacker, whose target valuation is unknown to the
defender, decides on the target by considering only his own valuation. In both strategic and nonstrategic
cases, after the target is selected, the attacker then decides on his effort level. Finally, the damage on a
target depends stochastically on the amount of budget allocated by the defender and the attacker’s effort
level. To address the above questions, we focus on two types of information asymmetry: (i) the attacker’s
degree of rationality and (ii) his target preference. Considering two scenarios (symmetric and asymmetric

information) along each dimension, we build four models, as shown in Table 1.1.

Table 1.1: Models analyzed in this paper
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Addressing first research question, we characterize defender’s equilibrium budget allocation under dif-
ferent informational scenarios depicted in Table 1.1. In particular, in each scenario above, we show that the
equilibrium policy involves a set of thresholds for each target and that the defender makes her budget allo-
cation decision by first ordering the targets with respect to a ranking rule, and comparing the valuations of
targets with these thresholds. If the valuation of a target is sufficiently high, the defender invests non-zero
budget to defend the target; otherwise, the target is left undefended.

To address our second research question, we examine the impact of asymmetric information on the rank-
ing rule and thresholds. Our analysis shows that both the ranking rule and number and level of thresholds
depend on the type of information available to the defender before she makes budget allocation decision.
First, we show that in Model A (i.e., when the attacker’s rationality is unknown to the defender), the de-
fender employs valuation-based ranking rule and two thresholds for each target to decide whether the
target should be defended or not, whereas in Model B (i.e., when the target preference is unknown to the
defender) she uses belief-adjusted valuations to rank the targets and compare the valuation of each tar-

get with a single threshold to decide on her budget allocation. The reason behind this is that in Model



A, the defender must trade off the threat from a strategic attacker with that of a nonstrategic one. Since a
strategic attacker differs from its non-strategic version in terms of its attack strategy, the defender has to si-
multaneously examine two thresholds (one for strategic and one for non-strategic) to hedge herself against
risks from both of the types. However, in Model B, the defender has perfect information about the type of
attacker. Consequently, she uses a single threshold to decide on her defense strategy.

Finally, to address our third research question, we characterize the value of information along each dimen-
sion by analytically comparing the defender’s payoffs under Model A and B with those under symmetric
information. We identify two phenomena that significantly influence the value of attacker’s rationality
information. First, the defensive strategies against a strategic and a nonstrategic attacker differ fundamen-
tally. Against a strategic attacker, on one hand, the defender implements a comprehensive defense strategy
in which she allocates her budget among all the targets in a way that will bring down the expected damage
across all the targets to the same level. On the other hand, against a nonstrategic attacker, the defender
ranks the targets from the highest to lowest value, adjusts the ranking by her a-priori information, and
defends only a few of them with a more concentrated and focused defensive effort. Employing a compre-
hensive strategy against a nonstrategic attacker or a concentrated one against a strategic attacker leads to
significant losses on the defender’s side. The second factor is related to the difference between strategic
and nonstrategic attackers’ behaviors. Namely, a defender can influence a strategic attacker’s behavior in-
directly via her defensive budget allocations, whereas a similar strategy has limited influencing power on a
nonstrategic attacker. Therefore, knowing the degree of rationality of the attacker gives significant predic-
tion and control capability to the defender, which she can use to improve the security of the overall system.
To summarize, these two effects suggest that additional value that can be obtained by knowing the degree
of rationality of an attacker is more than that by knowing his target preference. In addition to the above
three questions, we also explore how the rationality and target information behave with respect to system
parameters, and show that it is sensitive to the total defensive budget, the effectiveness ratio of an attack,

and the degree of heterogeneity among the targets.

2 Related Literature

Our paper is related to the growing body of literature that considers the role of incomplete information in
defender-attacker games. This literature can be further divided into two streams, depending on whether it
is the attacker or the defender who holds asymmetric information regarding his /her opponent. We refer the
reader to Sandler and Siqueira [2009] for an extensive review of game-theoretical models in this literature.
The papers in the first stream consider the cases where the attacker is uncertain about the target prop-

erties and/or the defensive allocation. Since our focus is to analyze the impact of asymmetric information
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from the defender’s perspective, we discuss only a few representative papers in this stream. Powell [2007a],
Zhuang and Bier [2011], Zhuang et al. [2010] develop models in which the defender holds private informa-
tion and explore whether the defender should hide this information from the attacker (secrecy policy) or
convey a noisy signal (deception policy) to the attacker. There is also a body of literature exploring the
impact of secrecy and deception in defense strategy. It assumes that the defender may be the first mover
[Brown et al., 2005, Zhuang and Bier, 2011, Zhuang et al., 2010, Jenelius et al., 2010], the second mover
[Overgaard, 1994, Brown et al., 2005, Arce and Sandler, 2007], or that the defender and attacker may play
simultaneously [Hausken, 2010, Zhuang and Bier, 2007]. Jenelius et al. [2010] analyze the impact of the
degree of an attacker information asymmetry on the likelihood of his attack and show that a less informed
attacker may cause more damage to a defender. Kaplan et al. [2010] also consider the uninformed attacker

setting and characterize a simple rule for the attacker’s optimal strategy.

The second stream of research in this literature, which is more relevant to our model, studies the cases
in which the defender has incomplete information regarding the attacker’s attributes [Bier et al., 2007, Pow-
ell, 2007b, Bier et al., 2008, Rios and Insua, 2009, Wang and Bier, 2011, Rothschild et al., 2012, Nikoofal and
Zhuang, 2012, Zhang and Ramirez-Marquez, 2012]. Specifically, Bier et al. [2007] study the defender’s first-
mover advantage when she publicly announces the defensive allocation rather than keeps it secret. They
compare the equilibrium in sequential and simultaneous games when attacker’s preferences are unknown
by the defender. Their results show that, in equilibrium, the defender is always better off in the sequen-
tial game. Powell [2007b] explore the existence of Nash equilibrium for the defender’s resource-allocation
problem in different settings, including the case where the defender is unsure of the terrorists” preferred
targets. Bier et al. [2008] analyze a sequential defender-attacker game, where the defender acts first and
considers that the attacker’s valuation for each target follows a two-parameter Rayleigh distribution with
mean value equal to the defender’s valuation. Nikoofal and Zhuang [2012] also study a defender-attacker
game with incomplete information in which the attacker has private information about the valuation of
targets. They use robust optimization techniques to model the defender’s uncertainty about the attacker’s
attributes. Brown and Cox [2011] show that traditional probabilistic risk assessment can lead to poor defen-
sive decisions when the attacker holds private information about his attack probabilities. Recently, Wang
and Bier [2011] develop a two-period model for the defensive resource allocation problem, in which the
attacker decides on the targets to attack based on a multiattribute utility function. In their model, they as-
sume that the defender has prior beliefs on the attacker’s attributes, which she updates upon observing the
actions of the attacker. Finally, Hausken and Zhuang [2011] analyze government’s decision to allocate its
resources between attacking to downgrade a terrorist’s resources and defending against a terrorist attack.

In their model, the terrorist also allocates its resources between attacking a government’s asset and defend-

5



ing its own resources. Our model differs from this stream in two ways: first, while papers in this stream
commonly assumed that the attacker is fully rational and responds optimally to the defender’s strategy,
this paper models different degrees of rationality by considering two types of attacker behaviors: strategic
and nonstrategic. Second, our paper’s objective also differs from the above papers’. Most of the previous
literature focuses only on one-dimensional information asymmetry (mostly target preference), and ana-
lyze its impact on the defender’s budget allocation decision. In contrast, our work considers two types of
information asymmetry (both target preference and degree of rationality of the attacker).

Our paper is also related to a series of papers [Zhuang and Bier, 2007, Powell, 2007b, Levitin and
Hausken, 2009, Golany et al., 2009, Hao et al., 2009, Hausken et al., 2009, Shan and Zhuang, 2013a] that
consider both terrorist and non-terrorist attacks (natural disasters, for example). Do note however that our
definition of a nonstrategic attacker is different from the definition of a non-terrorist attacker used in the
above models. Indeed, a nonstrategic attacker can still adjust his effort endogenously in response to the
defender’s budget allocation decision, whereas a non-terrorist attacker is modeled in the above papers as
a passive actor whose level of effort entirely depends on exogenous factors. The work that comes closest
to ours in this context is Shan and Zhuang [2013a], in which, similar to our study, the terrorist might be
strategic or non-strategic. To model the non-strategic attacker’s behavior, Shan and Zhuang [2013a] assume
that such an attacker attacks with an exogenously-determined probability. Our paper differs from Shan and
Zhuang [2013a] in different ways. First, we assume that the non-strategic attacker keeps different valuation
of the targets than the government. We operationalize the valuation difference between non-strategic at-
tacker and the government by creating different types for the non-strategic terrorist. Second, our definition
of non strategic attacker differs from that in Shan and Zhuang [2013a], in the sense that the non-strategic
attacker chooses its target irrespective of defensive budget allocation, but he can update his attack level
based on the defense level observed on his preferred target, hence we develop a game-theoretical model to
capture non-strategic attacker decision. Finally, our modeling approach for the non-strategic attacker helps
us to answer one of the main research questions of this paper, which is to explore the value of terrorist’s

private information in government defensive resource allocation.

3 Model Framework

To address the research questions raised in §1, we develop a two-stage non-zero-sum game between de-
fender and attacker. In the first stage, the defender distributes her limited budget D across N different
targets. Let v; and D; be the defender’s valuation and budget allocation for target i, respectively. In the
second stage, the attacker selects a target to attack and the level of effort to exert. Let A; be the effort ex-

erted by the attacker for target i. Once decisions over D; and A; are made, target i’s damage is realized.



We use a likelihood function P(D;, A;) to capture the expected damage for target i as a joint function of
defender’s budget allocation decision D; and attacker’s effort A;. We assume that P(D;, A;) increases in
A;, and decreases in D;. Also, it has the following regularity properties: (i) P(D;, A;) is twice differentiable
with respect to A; and D; and (ii) Eglop(D,», A;) =0, and Dl,-iglooP(Di’ A;) = 0. An appropriate candidate
for the damage probability function that parsimoniously satisfies the above properties is the cumulative
exponential function [Bier et al., 2008, Gerchak and Safayeni, 1996, Golalikhani and Zhuang, 2011, Shan
and Zhuang, 2013b].

P(D;, Aj) =1—exp (_gAi> (3.1)

1
where A is effectiveness ratio of an attack and measures the sensitivity of the damage function with respect
to attacker’s effort level per unit of budget investment [Bier et al., 2008, Wang and Bier, 2011]. To avoid

additional complexity, without loss of generality, we assume A € [0, 1].

In order to model the defender’s incomplete information on the attacker’s degree of rationality, we use
Harsanyi'’s transformation to create two types for the attacker: strategic (denoted by s-type) and nonstrate-
gic (denoted by n-type). Let ps; and p, be the defender’s a-priori beliefs about the true type of attacker,
where ps + p, = 1. The s-type (strategic) attacker has the same target valuations as the defender and re-
sponds to the defender’s budget allocation decision optimally. Specifically, if the s-type attacker wants to
make an attack on target i, he chooses attack effort A that maximizes his expected payoff:

7i (A7) = max o;P(Dj, A7) — 4] (3.2)

The s-type attacker then chooses target i* that provides him with the maximum payoff among the N targets,

i* = argmax 71} (A7) (3.3)
i=1,..,N

The n-type (nonstrategic) attacker differs from the s-type attacker in two ways. First, he chooses his
target without considering the defender’s budget allocation decision. Second, his target preference is un-
known to the defender. To model these two features in a tractable way, we use again Harsanyi’s transforma-
tion to create N different n-type attacker for each targeti = 1,..., N and denote the type that attacks target
i irrespective of defender’s budget allocation decision by n;-type. If the attack is successful, the attacker
obtains a fixed value of w, where w is a positive number large enough so that n;-type can never be deterred
from attacking his preferred targeti. Let q;, i = 1, ..., N denote the defender’s a-priori belief for the n;-type
attacker, where ¢; is common knowledge and YN, g; = 1. Even though n;-type attacker’s target selection

decision does not depend on the defender’s budget allocation decision, his effort level decision (denoted



Figure 3.1: Timing of Events
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The defender makes her budget allocation decision to minimize the total expected damage subject to budget

and non-negativity constraints:

(ModelI) min ps iviP(Di, A+ (1—ps) iqiviP(Di, Ay,) (3.5)
N1:1 i=1

st. Y Di<D (3.6)

15; <v,i=1.,N (3.7)

D;>0,i=1,.,N (3.8)

where constraints (3.6) and (3.7) ensure that the total budget allocation to all targets is less than the de-
fender’s maximum budget, and that the defender never invests on a target more than its valuation. The

timing of events is shown in Figure 3.1.

We use the Bayesian Nash Equilibrium (BNE) solution concept to analyze the above game. In our mod-
eling framework, BNE consists of a collection of budget allocations for the defender and type-contingent
efforts for the attacker that are required to yield a perfect Nash equilibrium for the two-stage game between
the defender (leader) and s- and n;-type attackers (followers). For a detailed definition of BNE, please refer
to Fudenberg and Tirole [1991].

We begin our analysis of Model I by characterizing the attacker’s type-contingent best-response func-

tion. The best-response function for s-type attacker, denoted by R°(D;« ), can be obtained by solving the first



order condition for his payoff function (3.2) with respect to his effort as follows:

if Dy > Ei*

RS(DZ‘*) — (39)

0
D« AU .
1 In ( Dil* ) otherwise

where i* is the target that provides the s-type attacker with the maximum payoff among the N targets

(Eq. 3.3). Note that R*(D;+) initially increases with D;», when 0 < D;» < MT’*
)\Zii*
e

then decreases with D;«
when < Dj» < Avjx, and finally is equal to zero for Dj» > Avy. Hence, D+ = Av;« is the lowest
possible level of defense required to deter s-type attacker from attacking target i. Next, we consider the
best-response function of the n;-type attacker. Similarly, obtaining the first order condition from Equation
(3.4) and solving it for A, provide us with the n;-type attacker’s best-response function as follows:
D; Aw
n; ) — s
R"(D;) 3 In ( D; ) (3.10)
Recall that we assume that n;-type attacker’s target selection decision cannot be deterred by the defender’s
budget allocation decision. This implies that R" (D;) should be positive for all feasible values of budget

allocation, which imposes the following condition on target valuations and A:

Assumption1. w > ax {vi} /A
i=1,..,

Finally, substituting both 7;- and s-type attackers’ best-response functions into the defender’s optimization

problem gives us the following optimization problem:

: y Di N Di
min  p;s i;vi 1-— To; Li—i« + (1 —ps) 1; giv; [ 1— T (3.11)
N
st. Y D;<D (3.12)
i=1
Di S 0, i= 1, ceey N (313)
D;>0,i=1,.., N (3.14)

where I;_;- is the binary indicator variable that takes 1 if i* = argmax{v;P(D;, Aj) — A7} and 0 otherwise.
Note that in our game theoretical model, s- and n;-type attackle:rls/ .ﬁ,gximize the expected damage on their
selected targets (target i* for s-type and target i for n;-type), while the defender minimizes it. Hence, this
leads to an equilibrium budget allocation for the defender that minimizes the attacker’s maximum payoff.

Using this observation, we can get rid of the binary indicator variables I;_;+ by introducing a variable z that



bounds the maximum payoff for the s-type attacker:

(Model II) min  psz + (1 — ps) i:Zlqivi (1 — /’\z;)

D; .
st. v <1 — Avll> <z i=1,.,N

(3.15)

(3.16)

(3.17)
(3.18)

(3.19)

Note that Model II is a linear programming problem with respect to D;. Therefore, to characterize the de-

fender equilibrium strategy, we can apply the optimality principle of linear programming, which effectively

states that when the feasible set is nonempty and bounded, then at least one optimal solution is located at

an extreme point [Dantzig, 1951]. Some of the constraints in Model II are therefore binding at the optimal

extreme point, which enable us to determine the basic variables. Specifically, assuming that constraint (3.16)

is binding for some of the targets, namely, i € Ip, we have D; = A(v; —z),i € Ip,and D; =0, i ¢ Ip. Re-

placing these values in Model II gives a tractable model to characterize the defender’s equilibrium strategy.

Before analyzing the equilibrium strategy using this methodology, we summarize the list of notation used

for the problem parameters and decision variables in Table 3.1.

Table 3.1: Notations and decision variables

Notations
N Number of targets
Ps The proportion of s-type attackers
qi The proportion of n-type attackers whose preferred target is i; Zfil gi=1
D Total budget of the defender
v; Defender’s and s-type attacker’s valuation of target i
w The valuation of n-type attacker’s preferred target
A Effectiveness ratio of an attack
P(D;, A;) Likelihood of damage function given budget allocation D; and level of attacker’s effort A;

Decision variables

D;, AS, A"

Defender’s budget allocation, s- and n-type attackers’ efforts on target i

4 Allocation Equilibrium under Symmetric Information

In this section, we characterize the defender’s equilibrium strategy under symmetric information scenario,

where the defender knows both the attacker’s degree of rationality and target preference. The following

proposition provides the symmetric information equilibrium:
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Proposition 1. In equilibrium,

1. [Prioritization of the targets] The defender prioritizes all the targets in decreasing order with respect to their
valuations v;.

2. [Distribution of budget] The defender distributes budget to the i most valuable target if and only if its valua-

AYi_jvi—D
tion v; exceeds a threshold t; where t; = Z”Zli)\v]

3. [Budget allocation] The defender’s optimal budget allocation decision is fully characterized by Algorithm 1
provided in the Proof.

Proof. First, assume that the attacker is of s-type. So, let ps = 1 in Model II. Clearly, Model II is a linear
optimization problem in terms of D; and z. Therefore, the optimal solution is an extreme point of feasible
region, at which constraint 3.16 is binding for some of the targets. Let Ip and Iyp indicate the set of targets
for which constraint 3.16 is binding and non-binding, respectively. This implies that D; = A(v; —z), Vi €
Ip,and D; =0, Vi € Inyp. By plugging these values into the objective function, the defender’s optimization

problem can be rewritten as follows:

min z 4.1)

st v, <z i€lnp (42)
Y Alvj—z)<D (4.3)
ielp

Note that the above model is a linear optimization model with respect to z. Since the s-type attacker’s valu-
ation of targets is the same as defender’s, the defender should first protect against the most valuable target.
The more the defender spends on the most valuable target, the smaller the attacker’s payoff function will
be until the strategic attacker maximizes his payoff by attacking to the second most valuable target. The
defender should now protect both targets to make the success probability of the attack for both targets as
small as possible such that the strategic attacker maximizes his payoff by hitting the third most valuable
target. The defender keeps distributing the budget in this way to make a set of most valuable targets less
and less damageable until she fully allocates her limited budget, or all targets being fully defended. The
above discussion yields the following solution approach: Let us first order the targets with respect to their
valuations such that i = 1 indicates the most valuable target and i = N shows the least one. We can then
reduce constraint set 4.2 to only one constraint; Zy&ﬁj); {v;} < z. That means, given a partition of target into
Ip and Inp, the objective function will be limited by the maximum valuation in undefended subset of the

targets, i.e., max {v;}. In order to reduce the objective function further, the defender has to pick the most
1€IND

valuable target from Iyp and allocate optimal budget to defend it as long as her total budget constraint 4.3
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is satisfied. The optimal solution therefore is of a threshold-type policy, where targets are added to set Ip
in order of their values until either the constraint 4.3 becomes binding, or all targets are being defended.
We summarize our proposed approach in the following Algorithm 1 in order to characterize the defender’s

equilibrium.

Algorithm 1 (Defense equilibrium under symmetric information):

1. Order the targets in decreasing order of their values such that i = 1 indicates the most valuable target
and i = N shows the least valuable target. Initialize k = 1.

k . . . .
2. Calculate by, = % foreach k € {1,...,N —1}, and stop first time when by > vy, 1. Then, it
is not optimal to defend targets whose valuations are less than or equal to vy, 1. The optimal defense
allocation is D; = A(v; —by), i <k,and D; =0,i > k+1.

3. If by < vgyq forall k € {1,...,N — 1}, then it is optimal to defend all the targets. The optimal
defense allocation is then D; = Av;, Vi.

AYi_yvj-D
Note that by using the above Algorithm, we can define a threshold ¢; = Z”% for each target i

such that target i would be defended in equilibrium as long as v; > t;. Now, assume that the attacker is
of n-type, i.e., ps = 0 in Model II. The problem then boils down to a simple knapsack problem. Since the
defender knows the n-type attacker’s preferred target, namely target i, then the defender would minimize
her objective function by allocating the maximum budget to target i subject to feasibility constraints 3.17,

3.18 and 3.19, i.e., D; = min {v;, D}. O

Note that from the threshold expression in Proposition 1, when the defender faces with an s-type at-
tacker, the likelihood that she defends target i increases with both target value, v;, and defender’s budget,
D, but decreases with A. Let us describe the underlying rationale behind Proposition 1. First of all, it is ob-
vious that the most valuable target is also the target that will be protected first by the defender. However,
the more the defender allocates budget to protect this target, the less the attacker’s payoff will be for it,
until the attacker becomes better off by switching to the second most valuable target. The defender should
now protect both targets, and allocate budget to them so that the attacker’s payoff is the same across both
targets. The defender continues in this way to make a subset of the most valuable targets less and less
exposed while ensuring that no target suffers more damage than any other one. Therefore, the equilibrium
thresholds characterized in Proposition 1 are determined just to equalize the expected damage across all
the defended targets. In the next section, we use the same approach to characterize the defense equilibrium

when the defender has only partial information about the attacker’s attributes.
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5 Allocation Equilibrium under Asymmetric Information

In the previous section, we showed how the defender optimally distributes her scarce budget among the
targets when exact information about the attacker’s attributes is available to her. In this section, we consider
the cases where the defender is uncertain about one of these attributes (degree of rationality in §5.1 and
target preference in §5.2) of the attacker. Specifically, we answer the following two questions: (i) How
should defender prioritize targets for budget allocation under asymmetric information? (ii) How should

she distribute budget among those targets that are to be defended?

5.1 Information Asymmetry about an Attacker’s Degree of Rationality (Model A)

The aim of this section is to investigate the situation where the defender knows precisely the target pref-
erence of the non-strategic attacker, but has partial information about his true degree of rationality. More
specifically, she has a-priori beliefs that ps proportion of the attackers are s-type and p,, = 1 — p; of them are
nx-type, where k is the preferred target of non-strategic attackers that is known to the defender. Proposition
2 summarizes the defender’s equilibrium in this case (note that, from now on, all proofs are provided in the

Appendix):
Proposition 2. There exists a BNE in which

1. [Prioritization of the targets] The defender prioritizes all the targets (except the target preferred by ny-type

attacker) in decreasing order with respect to their valuations v;.

2. [Distribution of budget] The defender distributes budget to the it most valuable target if and only if the

. .. - ; : : . AYi_ vi+Av—D
. 4l . 1 1 1 ] ]
following two conditions are satisfied: t| > vy and v; > t), where t| = T=ps) and t, = S (25 )

Furthermore, let S be the subset of all defended targets except target k, i.e., S = {i | tﬁ > Vg, U; 2> 1”2} Then,

target k is defended if and only if vy > %

psw

3. Finally, the optimal defense allocation is D} = A(v; — #),i € S, D = 0,i ¢ S, and D} = min{[D —

Y [A(v; — B)| "], vk}, where B is characterized in Appendix (see Algorithm 2).
i€S

Note that even though prioritization scheme utilized in equilibrium under asymmetric information is
same as that under symmetric one, the budget distribution policy is different. Specifically, there are two
thresholds in asymmetric setting (as opposed to one threshold in symmetric information setting) that need
to be checked by the defender in order to distribute non-zero budget to the i** most valuable target. This
implies that the conditions under which a target is defended become more restrictive under asymmet-
ric information (as characterized in proposition 2) than under symmetric information (as characterized in

Proposition 1). The rationale behind this difference relies on the fact that under asymmetric information,
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Figure 5.1: Defender’s optimal decision under uncertainty about attacker’s rationality information
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the defender needs to take into account the threats from not only an s-type attacker, (by comparing v;’s
with #), but also an n-type attacker (by comparing v and # ). In other words, the budget distribution for
the i*" most valuable target depends on not only the characteristics of its own and targets of higher valua-
tion (via té) but also that of a special target k (via tﬁ). Note also that the threshold tﬁ is the highest for the
most valuable target and decreases as the target becomes less valuable. The joint effects of two thresholds
on the budget allocation decision for the i*" most valuable target are shown in Figure 5.1. As highlighted
by region 1V, target i is defended only when the expected threat from n-type attacker is relatively low
and its valuation is sufficiently high. Also note that the likelihood of target i being defended decreases as
pn = (1 — ps) increases. This is because when the threat from an n-type attacker increases, the defender
shifts resources away from the targets that can potentially be attacked by an s-type to target k (i.e., ny-type

attacker’s preferred target).

5.2 Information Asymmetry about Nonstrategic Attacker’s Target Preference (Model
B)

Now in this section, we assume that attacker’s type is known by the defender. If true type is s-type, the
budget allocation problem facing the defender becomes similar to the symmetric information game con-
sidered in §4. Note that, in §7.1, we extend the analysis when defender and s-type attacker share different
target valuations. Hence, in this section, we only consider the case where the true type of attacker is n-type
and the only information asymmetry is on the attacker’s preferred target. To model this type of information
asymmetry, we assume that the defender has a-priori beliefs that the g; proportion of (non-strategic) attack-

ers attacks target i. Next proposition characterizes the defender’s equilibrium budget allocation under this
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Figure 5.2: Optimal threshold to defend the target with the smallest valuation when N = 10,
a=1,and0<b <1
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Proposition 3. Assume that the attacker is n;-type and his preferred target is unknown to the defender. Then, there

exists a BNE in which
1. [Prioritization of the targets] The defender prioritizes targets in decreasing order with respect to q;v;, and

2. [Distribution of budget] The defender distributes budget to the it" most valuable target (in the sense of g;v;) if

and only if v; > t;, where t; = Z;":o v — D, and vy = 0.

Note that in Proposition 3, the defense strategy also consists of a single threshold (as in symmetric
information case). However, the defender changes her prioritization scheme by ordering the targets based
on not only their valuations but also her a-priori information. To illustrate how this new prioritization
scheme affects the budget allocation decision, we consider two different scenarios depending on whether
a-priori beliefs are correlated with target valuations or not. Specifically, in the first scenario (scenario (i)),
we consider v; = 1 4 bi, and g; = ZN;'J" while in the second one (scenario (ii)), we assume that v; = 1 + bj,

j=1

= N+l Note that in scenario (i) (resp., scenario (ii)), the valuation of target i is positively (resp.,

and gq; = T
negatively) correlated with a-priori beliefs. Also, in both scenarios, b measures the degree of heterogeneity
among target valuations. Arranging the targets in descending order with respect to g;v; and comparing
v; with t; as characterized in Proposition 3, we can determine whether target i is defended or not. For
illustrative purposes, we consider only the optimal threshold for Target 1 (i.e., the target with smallest
valuation) and numerically analyze how it behaves under each scenario with respect to b in Figure 5.2.

We can make two observations from Figure 5.2. First, under both scenarios, t; increases in b, i.e., the
likelihood of Target 1 being defended decreases as b increases. This is due to the fact that as the degree of

target heterogeneity increases, the gap between the targets with smallest and highest valuations widens,
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which enforces the defender to shift more resources toward higher valuation targets. Second, the nega-
tive correlation between a-priori beliefs and target valuations makes the targets equally valuable from the
defender’s perspective according to g;v;-ranking hence it smoothens budget allocation among the targets.

This is why the likelihood of Target 1 being defended under scenario (ii) is more than that under scenario

).

6 Value of Attacker’s Information

In §5, we characterized the defender’s equilibrium budget allocation when she makes her decision without
knowing either (i) true degree of rationality (Model A), or (ii) target preference (Model B) of an attacker.
In this section, addressing research question 3, we explore how much the defender can potentially gain if she
could make her decisions after she observes either one of these attacker’s characteristics, and how this addi-
tional gain due to information depends on problem data such as targets valuations, v;, effectiveness ratio of
attack, A, and maximum budget, D. In general, when the attackers and defenders interact repeatedly over
time then the defender has opportunity to update her beliefs about the attacker’s attributes. In reality, the
attacker may arrange numerous trials to evaluate the defense level before making the final attack. For ex-
ample, the attacker may make successive attacks (as the series of attacks by Al-Qaeda in the United States to
World Trade Center in February 26, 1993 and September 11, 2001) or engage in successive attempts to probe
a system before a successful attack (as in the case of computer security [Zhuang et al., 2010]). Under such
scenarios, the defender can observe attacker’s choice of target and level of effort, and thus update her beliefs
about attacker’s attributes for possible attack in the future. To define the value of information, we compare
the defender’s payoffs under symmetric and asymmetric settings. For analytical simplicity, we assume that
there are only two targets k and k' where target k is more valuable than target k', ie, 0 < vp < v < 1.
Recall that the maximum payoff the defender can generate is always under symmetric information setting,
where the defender knows both characteristics of the attacker before allocating her budgets. On the other
hand, under asymmetric information, the defender makes her budget allocation decision without knowing
one of these characteristics. Therefore, the value of information in a defender-attacker game can be defined
as the difference between the defender’s expected payoffs under symmetric and asymmetric information
scenarios. In our setting, it translates into the difference between the defender’s payoffs under the sym-
metric (characterized in Proposition 1) and asymmetric (characterized in Proposition 2 for rationality and
Proposition 3 for target preference) scenarios. Let V% and ViT be the value of rationality and target pref-
erence information, respectively, when the attacker is i-type, where i = s, ny, ny. Let us first establish the

value of rationality information.
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6.1 Value of Attacker’s Rationality Information

Recall that the characterization of the value of rationality information (VOR) depends on the true type of
the attacker (s- or n-type) as well as on the preferred target of the n-type attacker (target k or k). We can

therefore obtain four different cases, for which we characterize VOR as follows:

Proposition 4. The value of rationality information (VOR) is fully characterized in Table 6.1 (when the true type is

n) and Table 6.2 (when the true type is s).

Note that in each case VOR depends on two main parameters: the defender’s a-priori beliefs about the
attacker’s type and the defender’s budget. Before discussing the impact of these and other parameters on
VOR, we note that VOR is equal to zero if either the true type is s and ps > t; in Table 6.2, or the true type is
nand ps < t; in Table 6.1. In other words, obtaining rationality information has no value to the defender if
her prior beliefs correctly match with the true type of the attacker. Therefore, in what follows, we focus only
on the cases where these two do not match. Those are the cases where the degree of information asymmetry

between the defender and attacker is sufficiently high, i.e., ps > t,, in Table 6.1 and ps < t; in Table 6.2.

Table 6.1: Value of rationality information when the attacker is n-type

Condition on Condition on defender’s budget VOR
defender’s beliefs
5 ‘ ps < tn Any value of D 0
~
§ o ‘ v+ Avp < D 0
© Qq
% = \ Ok + Avp > D, v < D,A(vp+vp) < D v — D+ Avp
.g ; ‘ Ps >ty vx < DA(vy + o) > D Z)k*w
é ‘ Uy > D,)\(?)k + Uk/) <D AUy
\ v > DA(vx +vp) > D, AAv < D D-pae
\ vp > DA(vg +vp) > D, AAv > D 0
‘ ps <ty Any value of D 0
% ‘ v + Avg < D 0
5 E)& ‘ Oy + Avg > D, v < D,)\(Uk + Z)k/) <D KU(Uk/ —D+ /\Uk)
go T
% & ‘ Upr > D,)L(Uk + Uk/) <D /\Z)k/
_."wj o) pS Z in
£ ‘ v < DA(vp +vp) > D, AMAv < D Ko(op — 5 + AA0)
“ ‘ v > DA(vp+vp) > D, AMAv < D KUW
\ vp > DA(vg +vp) > D, AAv > D Ky D
‘ U < D,)\(Uk + Uk/) >D,AA\v>D Ky Oyt
7 Avy (Y
Notes. t,, = 1%\; t, = vk/+§0k/; AV = v — VO Ky = U—kk

¢ [The impact of defender’s budget] In general, VOR initially increases then decreases in the defender’s
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Table 6.2: Value of the attacker’s rationality information when the attacker is s-type

Condition on Condition on defender’s VOR
defender’s beliefs budget
‘ )\(Z)k =+ 'Uk/) <D Uy
Nonstrategic attacker ‘ ps < ts /\(vk + vk’) > D > AAv szi/km;
S metype | D < AAv 0
‘ ps > fs Any value of D 0
Nonstrategic attacker ‘ ps < tg A(Uk + Uk/) <D Ok
is ny-type ’ Alvg + vk’) >D D%M
‘ ps > L Any value of D 0
Aoy

budget D. Recall from Proposition 1 that the defender’s budget allocation decision under symmetric
information depends on the true type of attacker. That is, if the true type is of n, she only defends
the preferred target of the n-type attacker, whereas if the true type is of s, she distributes her bud-
get among the most valuable targets proportionally so that these targets are protected equally well.
However, the analysis of Model A shows that the defender uses both strategies in order to hedge
herself against both s- and n-type attackers. As a result, due to the lack of rationality information,
the defender ends up wasting money on the targets that are less likely to be attacked when her bud-
get is limited. This implies that the VOR initially increases in D for small values of D. However, as
D keeps increasing (see column “condition on defender’s budget” in Table 6.1 from bottom to top),
even though the defender wastes some money on the less vulnerable targets, she still has sufficient

funds to defend all the targets, which makes rationality information less of an issue for the defender.

[The impact of A] The impact of A on VOR depends on whether defender’s and attacker’s target
preferences match. In general, VOR decreases in A if they match; otherwise, it decreases. The ra-
tionale behind the above observation is that A impacts the defender’s budget differently depending
on whether the true type is n or s. As shown in Proposition 1, under symmetric information, the
defender adjusts her budget allocation using A if the attacker is s-type, whereas her budget allocation
does not depend on A if the attacker is n-type. This means, ceteris paribus, that if the true type is
s, VOR decreases with A because under both symmetric and asymmetric information, the defender
spends money only on the most valuable targets as A increases. On the other hand, the impact of A on
VOR when the true type is n is further complicated by whether the n-type attacker’s target preference

matches with the defender’s or not. If they match, then VOR decreases with A, otherwise it increases
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with A.

¢ Finally, we discuss the sensitivity of VOR with respect to the degree of heterogeneity in valuation
between targets k' and k, i.e., Av = vy — vp. The result in this case also depends on the true type and
the degree of mismatch between target preferences of the defender and attacker. In general, VOR

increases with Av when target preferences match otherwise it decreases in Av.

6.2 Value of Target Information

We now consider the value of the target information (VOT) given that the defender knows the true type of
the attacker. In contrast to the value of rationality information (VOR), VOT has only two sub-cases because
VOT is zero when the type of the attacker is s. Therefore, in the following proposition, we characterize VOT

only when the attacker is of n-type.
Proposition 5. The value of the nonstrategic attacker’s target information is fully characterized in Table 6.3.

Similar to our discussion about VOR information, VOT is also non-zero only when the degree of in-
formation asymmetry between the defender and the n-type attacker is sufficiently high, i.e., when either
gx > Q and the true target is k', or g < Q and the true preferred target is k. Below, we briefly discuss the
impact of D, A, and Av on VOT:

Table 6.3: Value of nonstrategic attacker’s target information

Condition on Condition on defender’s budget VOT
defender’s beliefs
) ‘ v +op <D 0
~
o
% 2 ‘ 7 < Q vp < D; o < D;op+vp > D vy +vp —D
'im “.:E ‘ vp < D;ur > D (4%
g RY] ‘ (%74 > D; Ok >D D
=
Z ‘ g > Q Any value of D 0
3 ‘ 7 <Q Any value of D 0
é © ‘ v +op <D 0
<
'?P ‘Iz ‘ 7 > Q vp < D; o < D;op+vp > D Ko (vx + vp — D)
PR
% R ‘ U < D; U > D Ko Uy
I
> \ oy > D;vp > D koD
Notes. Q = — K .y, = &

Uyt +0p1 7 v (%

® [The impact of defender’s budget] In general, when the defender’s budget D increases (see column

“condition on defender’s budget” in Table 6.3 from bottom to top), VOT initially increases then de-
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creases (last column in Table 6.3). The rationale behind this is similar to the VOR case, hence, further

discussion is omitted.

¢ [The impact of A] As opposed to VOR, A has no impact on VOT. This is because when the true type
is n, the defender does not take A into account in her budget allocation decision under either the

symmetric or asymmetric information scenario.

¢ Finally, VOT decreases (resp., increases) with Av if a higher (resp., lower) proportion of n-type attack-
ers prefer the target that is also the most valuable from the defender’s perspective. Put differently,
the defender gains more under symmetric information if she orders the targets differently from the

n-type attacker.

6.3 Numerical Study: VOR vs. VOT

Note that from characterizations in Propositions 4 and 5, the characterization of both VOR and VOT depend
on the true type and target preference, hence it is analytically quite cumbersome to compare VOR and VOT
and explore the impact of different parameters on the relative comparison. Therefore, in this section, we first
take a holistic approach to define the expected VOR and VOT and then provide an illustrative numerical
study to compare VOT and VOR. Recall from §§6.1 and 6.2 that VOR and VOT depend on the true type of
the attacker as well as on the preferred target of the n-type attacker. To make a unified comparison, we first
aggregate all the cases with their respective probabilities and obtain the expected VOR and VOT. Let Vg

and V1 denote the expected VOR and VOT, respectively, where Vg and V1 are computed as follows:

J— / /,k/
Vi = pslae Vi + (1 — g V] + (1 — po) [V + (1 — g V] 6.1)
Vi = qelps VI + (1= po) V¥ + (1= q) [ps VEF + (1 — ps) VIE™) (6.2)

where V5 and VST’k, are zero by definition. In Figure 6.1, keeping ps = qx = 0.5, we plot Vg and V1 with

respect to D, A and Av. We make the following observations from the above comparisons:

* In general, from all of the above four figures, attacker’s rationality information is more valuable than
target information. In other words, lack of rationality information costs more to the defender than
lack of target information does. The rationale behind this is as follows: as shown in the previous sec-
tions, the defender employs radically different defense strategies depending on whether the attacker
is n- or s-type. Specifically, an n-type attacker requires for a more concentrated defensive effort,
whereas an s-type attacker demands a more comprehensive defense strategy. This implies that using

an s-type strategy against n-type attacker (or vice versa) imposes significant losses on the defender.

20



Value of Information

Value of Information

Figure 6.1: The comparison between VOR and VOT
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¢ The gap between VOR and VOT initially increases in D. To understand this, consider a unit-dollar
increase in the total budget. Faced with an s-type attacker, the defender distributes this extra dollar
among all the defended targets in such a way that the expected damage is evenly reduced for all
of them. On the other hand, in the case of an n-type attacker, the extra dollar is fully spent on
the preferred target, as long as there is room for budget allocation for this target. Therefore, as D
increases, the degree of mismatch between equilibrium budget allocations for s- and n-type attackers
increases, which in turn makes the defense against an attacker with unknown degree of rationality
more costly. In addition, if the defender knows the true degree of rationality of the attacker, under
certain cases, she can use this to manipulate the attacker in his target selection (this is especially true
if she knows the attacker to be s-type). Therefore, rationality information gives extra value to the
defender, which reduces the impact of target information asymmetry, V1 on the defender’s payoff.
To summarize, these two factors increase VOR at a faster rate than VOT as the defender has access to

more resources.

* In general, the difference between VOR and VOT diminishes as A increases. The main reason for

this comes from the fact that the equilibrium budget allocation rule employed for the s-type attacker

21



becomes more similar to that for n-type attacker as A increases. Because of this, for high values of A,

the defender is equally worse off with both rationality and target information asymmetries.

In order to explore which information is more valuable when targets become heterogeneous in terms
of their values, we can either increase the value of target k while keeping k" constant (see the third
panel in Figure 6.1), or decrease the value of target k' while keeping k constant (see the fourth panel
in Figure 6.1). Note that the difference between VOR and VOT vanishes for high values of Av, (Av =
0.6). When Av is small and both targets are low-valued (third panel of Figure 6.1), the defender may
easily deter an s-type attack on both targets, causing her to be more concerned about the n-type’s
preferred target information. On the other hand, when Av is small and both targets are high-valued
(fourth panel of Figure 6.1), it is quite costly for the defender to protect these targets from an s-type

attacker and consequently the defender is interested to know whether the attacker is s- or n-type.

Finally, the difference between VOR and VOT may be affected by other values of ps; and gj. In general,
when the n-type attacker preference on targets is more likely to be similar to the s-type attacker (i.e.,
when g; increases) then it becomes less valuable for the defender to know whether the attacker is
s- or n-type. That is to say, the relative advantage of VOR over VOT decreases when g; increases.
However, the impact of change in ps on the comparison between VOR and VOT mainly depends on
whether or not the n-type attacker shares the same preference with the s-type attacker. Specifically, for
low values of ps, knowing the n-type attacker’s preferred target becomes important for the defender
when the n-type attacker prefers the less valuable target (target k'), under which the VOR may lose

its relative advantage over VOT.

7 Extensions

Throughout the analysis of our basic model, we assume that s-type attacker shares the same target valua-

tions with the defender. In §7.1, we relax this assumption. In addition, in asymmetric information analysis,

we consider the cases, where either only rationality or target information is unknown by the defender. In

§7.2, we analyze full asymmetric information case where both rationality and target information are un-

known to the defender.

7.1 Uncertainty in s-type Attacker’s Preference

In this section, we consider the case where s-type attacker’s target valuations are not necessarily same as the

defender’s. For analytical tractability, we focus on the same two-target setting analyzed in §6. Namely, there

are two targets k and k” with valuations vy and vy, where 0 < v < v < 1. Similar to our approach before,
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using Harsanyi’s transformation, we can define two types of s-type attacker: type 1 who values targets in
the same way as the defender does; and, type 2 who values targets in the opposite way. Furthermore, we
assume that g; proportion is of type 1. Specifically, if u;, show the target i’s valuation for type j = 1, 2 of
s-type attacker, then we have u, = vy, U, = U, U, = Vg, and Ug, = k. The rest of model has the same
specifications as in the basic model of §4. The following proposition characterizes the defense equilibrium

for this case.

Proposition 6. Assume that the attacker is s-type and his preferred target is unknown for the defender. In a two-
target setting, the defender’s more valuable target, i.e., target k, should be always defended, whereas the defender uses

a threshold-type policy to decide whether to defend the less valuable target, k'. Specifically, target k' is defended if and

o (2 AV (V=0 ) VU .
only if either q; < Zro? and D > —=—=, or, gi > o and D > A(vg — vpr).

There are two main take-aways from Proposition 6. First, consistent with our earlier results, defender
uses a threshold-type policy to decide whether to defend a target or not. Second, the defender always
sorts the targets in terms of their valuations and allocates budget to the more valuable target regardless
of the s-type attacker’s preferred target. This is in contrast with our finding in Proposition 3, where the
defender, facing with a n-type attacker with unknown target information, sorts the targets with respect to
belief-adjusted valuations (i.e., gxvx), and consequently may or may not defend the target with the highest
valuation. This comes from the difference between s- and n-type behaviors in the target selection. Specif-
ically, the defender cannot influence n-type attacker’s target selection decision with her budget allocation
decision, whereas she can incentivize s-type attacker to choose his second most valuable target through
budget allocation decision. Therefore, the defender can be always better off by defending her most valu-

able target when she faces with s-type attacker.

7.2 Allocation Equilibrium under Full Asymmetric Information
The following proposition provides the defender’s equilibrium strategy under full asymmetric information.

Proposition 7. Assume that the attacker is s-type with probability ps and n-type with probability 1 — ps. If the

attacker is n-type, he prefers target k with probability qi. Then, there exists a BNE in which

1. [Partition of targets] All the targets are partitioned into two disjoint sets denoted by I and I, (as characterized

by Algorithm 3 in Appendix), where 1 NI, = @and ; UL, = {1,..,N}.

2. [Prioritization of targets] The defender prioritizes all the targets in Iy and I with respect to v; and q;v;,

respectively.

3. [Distribution of budget in I, and Ip] The defender distributes budget to the i'" most valuable target (in the

sense of v;) in 1y if and only if bi > U= and v; > bé, where k* denotes the least valuable target (in the sense of
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q;v;) in subset I. The defender distributes budget to all targets in Ip. The thresholds for each target in subset
I are fully characterized in Algorithm 3 provided in Appendix.

Note that the above proposition can be viewed as an extension of Propositions 2 and 3. Specifically, the
defender divides the targets in two categories (i.e., [;and I;) and adopts the same prioritization and budget
distribution schemes of Propositions 2 and 3 to defend the targets in first and second categories against s-
and n-type attackers, respectively. Namely, the defender allocates budgets to the targets in I; to make sure
that all the defended targets in I; would face equal expected damage from s-type attacker. On the other
hand, to defend targets in I, against n-type attacker, the defender allocates the maximum available budget
to each target in I, bounded by either target valuation v; or the remaining budget (whichever is minimum).
However, there is a subtle difference between the strategies used to defend in I; in the above Proposition
and Proposition 2. Recall that in Proposition 2, when deciding whether to defend a specific target, say
target 7, the defender takes into account the valuation of not only that target but also another (critical)
target, which is exogenously given by the preferred target of n-type attacker. In the above Proposition, the
defender still employs two thresholds. However, both the critical target k* and the threshold used for the
critical target are endogenously determined by the partition scheme provided in Algorithm 3 of Appendix.
To illustrate this, we provide a numerical example in Figure 7.1. Note that in this example, the critical target
k*, whose valuation needs to be checked in order to decide whether the i most valuable target in set I is
defended or not changes endogenously as defender’s total budget D increases. This is because the size of I
increases with the inclusion of another target into the set I as defender can allocate more budget, and the
target included becomes the new critical target k*. Using the algorithm in Proposition 7, we can compute
two thresholds bi and bé and check whether each threshold is satisfied or not, i.e., bi > Up+ Or v; > bé.
Thus, target i is defended whenever both shaded areas overlap on the horizontal axis. Figures 7.1a and
7.1b show the behavior of the thresholds b} and b}, with respect to the total budget D and to A, respectively.
As shown in Figure 7.1a, target i is more likely to be defended in D and less likely to be defended in A.
The underlying rationale behind the latter observation is as follows. The defense investment becomes less
cost-effective as A increases. This causes the defender to concentrate her budget allocation on fewer targets
in order to reduce the total expected damage from an s-type attacker. Hence, the total number of defended

targets decreases.

8 Conclusion and Future Research Directions

This paper studied the impact of information asymmetry about the terrorist’s various attributes on equilib-

rium defensive budget allocation decision. To address our research questions, we considered two critical
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Figure 7.1: Optimal defensive thresholds as a function of D and A under full asymmetric informa-
tion
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information that affects the government’s decision: (i) the degree of rationality of the terrorist, and (ii) the
terrorist’s target preference. To answer research questions 1 (How should a defender prioritize multiple
targets and allocate limited budget among them when faced with two types of asymmetric information
(degree of rationality and target preference) about the attacker?), we fully characterized the equilibrium
defense strategy under various information scenarios. We showed that, under both symmetric and asym-
metric information scenarios, the defender first ranks the targets according to a scheme that depends on the
type of information available to her. Next, she distributes the budget to the targets by using a set of thresh-
olds starting from the most valuable targets according to ranking rule employed. Addressing research ques-
tion 2 (What is the impact of partial information on the defender’s equilibrium budget allocation strategy?),
we compared both the target ranking and budget distribution schemes under symmetric and asymmetric
information scenarios. Our analysis shows that the conditions under which a target is being defended in-
volve more conditions under asymmetric information scenarios, especially when the government knows
less about the terrorist’s degree of rationality. Second, the targets are ranked according to their valuations
if the attacker is strategic; otherwise, when the defender expects to face with non-strategic attacker with
unknown target preference, she should adjust the ranking by using her a-priori beliefs. Finally, to ad-
dress research question 3 (From the defender’s perspective, what is the value of information regarding the
attacker’s degree of rationality and target preference? How does the value of information depend on prob-
lem parameters such as defender’s budget, targets’ valuations, and effectiveness of the defender’s budget?),
we compared how much additional value the defender would gain by using the rationality versus target
preference information in her budgeting decision and explored how these comparisons are affected by the

problem parameters. Our analysis shows that: (1) the value of information regarding either terrorist’s ra-
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tionality or target preference is nonzero only if the degree of information asymmetry is sufficiently high;
(2) the value of information initially increases and then decreases in government’s budget; (3) the value of
information decreases (resp., increases) with the degree of heterogeneity between targets if the nonstrategic
terrorist’s preference highly (resp., weakly) matches with the government’s preference; and, (4) the effec-
tiveness ratio of attack has no impact on VOT information, but, the impact of that on VOR depends on the
true type of the terrorist. We also provided two extensions. In the first one, the strategic terrorist’s target
valuations are not necessarily same as the government’s, and, in the second extension, both rationality and
target information are unknown to the government. Our findings showed that the structural properties of
budget allocation equilibrium, specifically, the way to prioritize the targets and distribute the budget, still
hold true. The model presented in this paper can be extended in various ways. For example, our model
is a non-zero-sum two-stage game in which players make decisions sequentially. An interesting extension
would be to consider simultaneous-move games with asymmetric information, known as Colonel Blotto
games in the literature. Another extension would be to explore dual-asymmetric information scenarios,
where both government and terrorist have incomplete information about each other. Lastly, we believe
that the analysis of information asymmetry in the defender-attacker problems presents fruitful research

opportunities, and hope that our model will fuel future research in this field.
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A Appendix

Proof. of Proposition 2. Recall that this Proposition considers the case where the defender has asymmetric
information regarding the true type of attacker. In other words, the attacker is of s-type with probability ps
and ny-type with probability 1 — ps. Note that this case can be modeled by letting g, = land g; =0, i # k

in Model II. The defender optimization problem can then be written as follows:

min  psz+ (1 — ps)ovg (1 — %’;) (A1)
st v, (1 - %) <zi=1,.,N (A2)
YN,D;<D (A3)
Di<v,i=1.,N (A4)
D;>0,i=1,..,N (A.5)

Note that the above A.1 is a linear programming model with respect to D; and z. That means, the constraint
A2 is either binding or non-binding for each targeti = 1, ..., N. We denote the subset of targets i (excluding
target k) for which the constraint A.2 is binding and non-binding by Ip and Iyp, respectively. Note that
solving the binding and non-binding constraints for D; would lead to D; = A(v; —z), Vi € Ip, and D; =
0,i € Iyp. Substituting these values for D; into the above linear program would yield the following

optimization problem for the defender:

min  psz + (1 = ps)ox (1 - %) (A.6)
s.t. v <z, i€lNp,i#k (A7)
- (1 - ADT’;) <z (A.8)

Dy < (A9)

YN, AMoi—2)+ D <D (A.10)

Since Dy, appears in the objective function with a negative sign, we are interested to find the maximum value
of Dy subject to constraints A.8, A.9 and A.10. Because the upper bound on Dy implied by the constraint
A9 is greater than the lower bound on D implied by the constraint A.8, we can conclude that D, =
min{oy, D — Yep, AMv; — z)}. Plugging this value in A.6 and removing the fixed values from objective
function, the defender’s optimization problem can be reduced to either A.11 or A.14 depending on whether

Dy = v or Dy = D — Y jcp, A(v; — z). Below, we analyze each case separately:
* If Dy = vy or, equivalently, vy < D — Y cp, A(v; — z), then, the defender’s optimization problem is
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expressed as follows:

min  psz+ (1 — ps)vg (1 - %) (A11)
s.t. v; <z i€lyp,i#k (A.12)
YN AMoi—z)+ o <D (A13)

Clearly, all the constraints in A.12 can be reduced to a single constraint; irenI:IaV);{vi} < z. Also note
that the constraint A.13 models the availability of defensive budget, D. At the optimality, we can
show that at least one of the two constraints, i.e., ‘renli,ﬁ {v;} < zor Zf\é 1, Mvi —z) + v < D would
be binding. That means, the defender in equilibrium would defend as many targets as possible
subject to the budget constraint in A.13. As a result of this, the optimal budget allocation will be of
a threshold-type policy; i.e., starting with the most valuable target, the defender would keep adding
targets with lower valuations until either the constraint A.13 becomes binding or there is no target

left undefended.

If Dy = D — Yjep, AMv; — 2) or, equivalently vy > D — Y A(v; — z), then the defender’s optimiza-

tion problem is expressed as follows:

min (Ps - %) z+ (7(17515)1"‘) Yiclp Vi (A.14)
s.t. v; <z i€lyp,i#k (A.15)
YN AMoi—z) + Ao —2) <D (A.16)

Again, constraints A.15 can be reduced to only one constraint; irenllaq); {v;} < z. Similar to the above
case, we can show that at least one of the constraints A.15 and A.16 would be binding in the optimal
solution. So, in equilibrium, the defender would defend as many targets as possible subject to con-
straint A.16. But, note that the first and second terms in the objective function in A.14 are decreasing
and increasing in| Ip |, respectively. Combining increasing and decreasing cases, we can characterize
the optimal policy as follows: Keep adding the targets with respect to their valuations to Ip and stop
as soon as either no improvement occurs in the objective value or constraint A.16 becomes binding,.

Note that if D is sufficiently high, then all targets would be defended in equilibrium. We summarize

above discussion in Algorithm 2.
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Algorithm 2 (Defense equilibrium under asymmetric information about attacker’s rationality):

1. Suppose that target k is the nonstrategic attacker’s preferred target. Order the targets, excluding
target k, in decreasing order of their values such that 1 and N — 1 indicate the most and the least
valuable targets, respectively. Initialize j = 1.

i N (1—p5)v i A(X_ vito)-D

2. Let b = ps — (])% and b, = Al(]—ﬂ)k

3. If b/i >0 and bé < vj11 then check whether j is the least valuable target (i.e., j = N —1) or not. If
j =N —1, then set Z =0 and go to 6, otherwise, set j = j + 1 and return to 2.

4. If b]i < 0, then set & =0; and go to 6.

. /R _
5. If b]2 > V41, then set # = A(Z":)i(?’—:lz;")l) and go to 6.

6. Optimal defense allocation is as follows: set D; = A(v; — %), i <j,i#k D;=0,i>j i #k and
Dy = min{[D — Xj_, [AM(vi = )] T]*, v}

By using the above algorithm iteratively from j = 1to j = N — 1, one can characterize the conditions
under which target j # k is defended as well as the optimal defense budget allocated to that target.
Note that the optimal defense allocation mainly depends on the value of # in Step 6, which comes
from Step 4 or 5, depending on whether bjl' <0or b]é > vj+1 (whichever case is satisfied first). Below,

we discuss each scenario separately:

- If bjll < 0is satisfied first: from Step 4, assume that k* is the smallest index for which b’lf* <0
while b" < vy, ;. It implies that # =0y in Step 6. Furthermore, we have bi > 0and b, <
vi11, Vi < k*. But, v;1 < v; suggests that by, < v;, Vi < k*. So, from Step 6, the optimal defense
allocation is D; = A(v; — v+ ), i < k*, i # k,and D; = 0, i > k*, i # k, specifically, D+ = 0.
Finally, because bjl' is decreasing in j, we have b} < 0, Vi > k*.

- If bé > Vjy satisfied first: from Step 5, assume that k* is the smallest index for which b’zf* >

A ():?; UH-Uk) -D

Ug+1 While blf* > 0. It implies that # = YRSy

in Step 6. Furthermore, we have bi >0
and bé < vi4q, Vi < k*. But, v;y1 < v;. Therefore, bé < v;, Vi < k*. Now, we show that
b5" < i Suppose that b5 > vj.. It concludes b’zctl > vg+, which contradicts with the latter
result that bé < viy1, Vi < k. So, from step 6, it is clear that D; = A(v; — £#), i < k¥, i # k,
and D; = 0,7 > k*,i # k. It is also easy to check that v; < bé, Vi > k*. Suppose that

v; > bé, Vi > k*. It concludes vy 1 > b’z‘*, which contradicts with the immediate assumption

that b5 > v 1.

From the above algorithm, we can show that target i is defended if and only if b, > 0 and v; > bb.

Note that bi > 0 is equivalent to % >y I H = % then b} > 0 is equivalent to #;

‘ AYi_ vi4+Av—D
. . . i j=1Yj
For notational consistency, we define t, = R Y(FS

Y

Ok

. So, v; > bé is equivalent to v; > té.
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Now, let S = {i | ta > v, v > t12} From step 6, since vy > 0, target k is defended if and only if

D — Z{:l A(v; — AB) > 0. By substituting optimal value of %, it is straightforward to conclude that

AYiesvi—D O

target k is defended if and only if v} > i

Proof. of Proposition 3. This Proposition considers the case where attacker is of n-type, however, the de-
fender does not know the true preferred target of the attacker. Note that this case can be modeled by letting
ps = 0 in Model II. The reduced problem is then a knapsack problem with a minimizing objective func-
tion. Let k; = arg max{qivi}. We assign defensive budget to target k until either the constraint 3.17 or
3.18 becomes bindirllg. If the constraint 3.18 becomes binding first, we can then set k, = argmax{gq,v;}
and use the following iterative approach: In each step, if all the targets have unique g;v; Valuzésljlthen the
equilibrium budget allocation is D; = min{v;, [D — Z;;%) vj]+}, Vi, or, equivalently, target i is defended
iff D — Z;;%) vj > 0orv; > t; where t; = Zj‘:o vj — D. Now, assume that there are some targets with
the same q;v;. Let k, (k+ 1), ..., (k4 n) indicate these targets. If we still have leftover budget after al-
locating the budget to the targets i < k, then we can show that any distribution of remaining budget,
ie, D — Zi-:(} v;, among targets k, (k + 1), ..., (k 4+ n) can be an equilibrium. That means, we will have
multiple defense equilibria if D — Zi‘;& v; > 0, whereas we have unique equilibrium if D — Zi‘:ol v; < 0.
Specifically, if D — Z;‘;Ol v; > 0, then, any combination of ay, X(kg1)r s (k) 0 < &; < 1, such that
Xk + X (k1) + o+ X(kyy) = 1 would yield the same equilibrium, where the defender would allocate the
following budgets to defend the targets: D; = v;, i < k and D; = min{v;, a;[D — Z;;(l) vj]"} k<i<k+n,
and D; = min{v;, [D — Z;;%) vj]*}, i > k+n. On the other hand, if D — Zé:ol v; < 0, then the unique

defender’s equilibrium is D; = min{v;, [D — Z;;é vﬂ*}, i<kand D; =0,i> k. O

Proof. of Proposition 4. We need to compare the defender’s objective in equilibrium under symmetric and
asymmetric information. Table A.1 shows the optimal defense allocation under symmetric information.
From assumption 1, w > ,:maxN{vi}/ A. Since vy > vp by assumption, in order to simplify the proof,
without loss of generality, we can reduce w so that w = 5 + €, where € is infinitesimal number. Table A.2
shows the defensive budget allocation when the defender has only partial information about the attacker’s
rationality. We can calculate the defender’s expected loss due to asymmetric information by comparing the

defender’s objective in different regions in Table A.1 with corresponding regions in Table A.2. Regarding

Equation 3.11, the defender’s loss function in our two-target problem is:

D; D;
ps Y. v <1 — M) Lici-+ (1—ps) Y. qivi <1 — vk) (A.17)

ick k' ick, k'

In what follows, we denote the value of information by -y. Below, we categorize all possibilities when there

is uncertainty about p;.
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Table A.1: Optimal defense allocation under different symmetric information scenarios

) Attacker is n-type whose Attacker is n-type whose Attacker is s-type (Figure c)
Defensive budget ; . . . B ) )
preferred target is k (Figure a) preferred target is k' (Figure b) a.Nv> % bog+opy > 5 cvptop <3
Dy min{D, v;} 0 min{D, vy} Lopac Ao
Dy 0 min{D, vy} 0 Lopse Avys
Figure a Figure b Figure ¢
Vyr Vyr 5%
D
Ve — V' = 7
v =2 ;
Vet v =3 !
Dy = min{D, v, } D=0
Dyr=0 Dy = min{D, v/} @ .

Uk Vi Vk

¢ When the true type of the attacker is n-type and his preferred target is k (i.e., the most valuable
target): We need to compare Figure a in Table A.1 with different regions of Figure a in Table A.2.
From Equation A.17, under symmetric information, the defender’s loss is equal to vy — min{D, v} }.
Since the defensive budget allocated to target k in regions 1, 2 and 5 (see Figure a in Table A.2) is
equal to that of Figure a in Table A.1, we have 71 = 7 = 95 = 0. Let ps = 0 and q; = 1 in Equation
A.17 which would yield vy — Dy as the defender’s loss. Therefore, in regions 3 and 4, the value of
information for the defender is min{D, vy} — Dy, which gives 3 = min{D, v} — min{D — Avy, v},

and 74 = min{D, v;} — D342,

e When the true type of the attacker is n-type and his preferred target is k' (i.e., the least valuable target):
We need to compare Figure b in Table A.1 with different regions of Figure b in Table A.2. From
Equation A.17, under symmetric information, the defender’s loss is equal to vy — x, min{D, vy }.
Therefore, the information has no value for the defender in regions 1 and 5 of Figure b in Table
A2 ie., 11 = 75 = 0, since the budget allocated to target k' equals to that under symmetric case.
Let ps = 0 and g = 1 in Equation A.17 which gives vy — x, Dy as defender’s loss. The value of
informational in regions 2, 3, and 4 is x,[min{D, vy } — Dy/|, which gives 7, = &, [min{D, vy} —

o Df)\Av]
2

min{D — Avg, vp}], 73 = ky[min{D, vy } ,and y4 = Ky min{D, vy }.
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Table A.2: Defender’s budget equilibrium under partial information about ps

n-type attacker’s preferred target is k (Figure a)

Region Condition Dy Dy
1 ps<Log+op < B, Av< P min{D, v} 0
2 ps <t vp +op > %Av< % min{D, vy} 0
3 ps>Logtop < B min{D — Avy, v} Aoy
4 pebotoe >R a0<? Digte -
5 ps >t 00> R min{D, v;} 0
n-type attacker’s preferred target is k’ (Figure b)
Region Condition Dy Dy
1 ps<togtoy < B 0 min{D, v}
2 ps>togtoy < B Avg min{D — Avy, vy }
3 ps > top+op > B Av< D Dty D-pdo
4 ps > top+op >R, A0 >R Dido 0
5 ps<tog+tog >R 0 min{D, vy}
Figure a Figure b
Vs vy
D g e i
Vi — g =i vy + Avgr
I\
A o i
H Vp — Uyt = —
B k k=
v+ =— 2 p @
kT V! = ; /
A : y
A i D,
Vg T U == E
§
Ps =77 -
1+2 ;
oo G )
Yk Vi
N F_ A L A
otes. t = 1+7/\¢* T ATy

e Attacker is s-type: The defender only has partial information about attacker’s rationality, but she
exactly knows the n-type attacker’s preferred target. Let ps = 1 and I,_y = 1 in Equation A.17

whenever the strategic attacker attacks on target k, and I;_ = 1 whenever he strikes target k’. We

have to consider two scenarios:

1. The n-type attacker’s preferred target is k: We need to compare different regions of Figure c in

Table A.1 with corresponding regions of Figure a in Table A.2. It is clear that 4

Region 3 of Figure a in Table A.2 corresponds to region c of Figure c in Table A.1. In region

3 (Figure a in Table A.2), the defense on target k" is the same as what we have in region ¢
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(Figure c in Table A.1), which is Avy/, and also the budget allocated to target k under asymmetric
information is strictly greater than that under symmetric information. It readily means that
73 = 0. Note that, region 1 of Figure a in Table A.2 corresponds to region c of Figure c in
Table A.1. In region c, the defensive budget allocated to both targets is big enough to deter
any attack from both targets which means defender’s loss is zero in that region. However, in
Figure a (Table A.2), the budget allocated to target k is big enough to deter any attack by a
strategic attacker. The strategic attacker therefore attacks on target k' and benefits the entire
value of target k which is vy. That is to say 1 = vj. Finally, region 2 of Figure a in Table A.2
corresponds to region b of Figure c in Table A.1. In region b, it is easy to verify that the defensive
budget allocated to each target is not sufficient to deter an attack on that target. Therefore, the
strategic attacker may strike target k or k’ depending on problem parameters. We can show that,

under symmetric information, the defender’s loss is vy — % if the attacker strikes target k,

and it is v — D%’)\\AU if he strikes target k. On the other hand, considering region 2 of Figure

a in Table A.2, the attacker can benefit the whole value of target k/, i.e., vy if he attacks on k'.
While Dy = min{D, v;} in region 2 (Figure a in Table A.2), the s-type attacker is deterred from

k and strikes target K’ when D > Avy. Consequently, the value of information is 7, = 2 _ZQA”. If

AAv < D < Avy, the s-type attacker strikes target k' and 7, = W.

2. The n-type attacker’s preferred target is k’: We need to compare different regions of Figure c in
Table A.1 to their corresponding regions of Figure b in Table A.2. Since our approach is similar

to part (1), we only summarize the results in Table A.3.

Table A.3: Value of attacker’s rationality information

Attacker’s type

s- type attacker

Region n-type whose preference is k n-type whose preference is k
n-type prefers k n-type prefers k'
1 0 0 Oy Ux
2 0 Ky [min{D, vy } — min{D — Av, vy }] b-2sy 0
3 min{D, vy} — min{D — Avy, vy} Ko {m'm{D, v} — W] 0 0
4 min{D, v;} — a0 Ky min{D, v } 0 0
5 0 0 0 D+asy
It is trivial to derive the results in Proposition 4 from Table A.2 and A.3. O

Proof. of Proposition 5. We need to compare the defender’s loss under symmetric information when the
attacker is n-type (Figures a and b in Table A.1) and defender’s loss when she has only partial information

about g (Table A.4). It leads us to consider two cases: attacker is n-type who prefers (i) the most valuable
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target (target k); and, (ii) the least valuable target (target k). Note that, to obtain the defender’s loss, we set

ps = 0 in Equation A.17.

Table A.4: Defender’s defense equilibrium under partial information about g

Region Condition Dy Dy v
v =D
1 dr > Q,D > v Vg min{vk/, D — Z)k} N
v =D

2 qr > Q,D <y D 0 ‘ @

3 Ik § Q, D 2 Oy min{vk, D — Uk’} (9%

4 g < Q,D < oy 0 D

— %

Note. Q = Tty v,

When the true type of the attacker is n-type and his preferred target is k (i.e., the most valuable target):
Let g = 1 in Equation A.17. We need to compare different regions of Table A.4 to Figure a in Table
A.l. Note that, under symmetric information, only target k is defended (see Figure a in Table A.1),
and the optimal defense budget that should be allocated to target k is min{D, v;}. Verify that this
budget is equal to the budget that should be allocated to target k in regions 1 and 2 in Table A.4.
This observation concludes y; = 2 = 0. In region 3 in Table A.4, the defender allocates D — vy to
target k which is different to what she allocated to target k under symmetric information scenario.
The defender’s loss under symmetric information is vy — min{D, v}, while it is vy — min{vy, D —
vy } under asymmetric information. That means 73 = min{D, vy} — min{vy, D — vy }. Finally, in
region 4, the defender leaves target k undefended and the attacker benefits the entire value of target k
under asymmetric information scenario. Since in region 4 we have min{D, v} = D, the defender’s

expected loss under symmetric scenario is vy — D. Therefore, we have y4 = D.

When the true type of the attacker is n-type and his preferred target is k (i.e., the least valuable target):
Let gy = 1 in Equation A.17. We need to compare different regions of Table A.4 to Figure b in Table
A.1 where only target k' is defended in equilibrium, and the optimal level of defense is min{D, vy }.
Note that, this budget is equal to the budget that should be allocated to target k" in regions 3 and
4 in Table A.4. That is to say, 73 = 74 = 0. In region 1, the defender allocated D — vy to target k’
which is different to what she allocated to target k under symmetric information. The defender’s
loss under symmetric information is vy (1 — k), however it is v — &,(D — vx) under asymmetric
information. That means y; = «,(v; + vy — D). Finally, in region 2, the defender leaves target k/

undefended and the attacker obtains the whole value of target k' under asymmetric information. On
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the other hand, the defender’s loss under symmetric scenario is vy — %, min{D, vk/}. Therefore, we

have vy, = x, min{D, vy }.

We summarize our results in Table A.5. It is straightforward to derive the results in Proposition 5

from Table A.5.

Table A.5: Value of nonstrategic attacker’s preference information

Region n-type whose preference is k n-type whose preference is k
1 0 Ky [min{D, vy } — min{vy, D — v} }]
2 0 i min{ D, vy }
3 min{D, vx} — min{vy, D — vy } 0
4 D 0

O
Proof. of Proposition 6. The defender’s optimization problem is:
min g T 0 (1= 05 ) e + (1= g0 B 0 (1= 505 ) Jie (A18)
s.t. D¢+ Dy <D (A.19)
Di S Ui, i= k, k/ (AZO)
D;>0,i=k k (A.21)

where [;_;+ and J;_;+ are the binary indicators for the s-type attacker whose preferred target is k and k’/,

respectively, where i* = arg max {ui].P(D,-, A? ) — A?j
k, k'

remove binary indicators by introducing variables z; and z; that bound the maximum payoff for the s-type

} , j =1, 2. Similar to our earlier approach, we can

attacker:

min grz1 + (1 —gi)z (A.22)
st o (1 - 551) <z,i=kK (A.23)
v; (1 - ;3;‘2) <z i=k K (A.24)
Dy+Dy <D (A.25)
D;<v,i=kKk (A.26)
D;>0,i=k K (A.27)

Note that the objective function of the above problem is a knapsack problem in terms of z; and z,. If
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g > 0.5 then the defender would minimize z; as much as possible. Since z; corresponds to the s-type
attacker whose preferred target is k, decreasing z; corresponds to the defender’s defending target k as per
constraint A.23 for i = k. By assigning defense to target k, i.e., increasing Dy, both z; and z, decrease
according to constraints A.23 and A.24. However, the rate of decrease in z; is greater than that of z; because
| 5 aZZ 1>| 55 azl |. While Dy, = 0, the defender can increase Dy until one of the constraints A.24 (for i = k')
or A.25 becomes binding. Specifically, if A.25 becomes binding first, the optimal solution is Dy = D and
Dy = 0, otherwise if constraint A.24 becomes binding, then the solution would yield z, = v . In the latter

Aoy (’Uk—Uk/ )

case, we can obtain the value of Dy by solving the constraint A.24 for Dy when i = k: Dy = o

Since constraint A.25 is not binding, we still have some leftover budget. Then, we can continue optimizing
objective function by decreasing z; until either constraint A.25 or A.23 (for i = k') becomes binding. In the
first case, the optimal solution is Dy = D and Dy = 0. However, in the latter case, the optimal solution
would yield Dy = A(vx — vy ). By comparing these two cases, we can show that the constraint A.25 cannot
be binding when D > A(vy — vy). This in turn implies that the defender can be better off by decreasing zj,
i.e., defending target k’. To summarize, we can conclude that target k’ is defended when D is sufficiently
large, i.e., D > A(v — vp).

Now assume that g, < 0.5. The defender would then minimize z, as much as possible. Note that, from
constraints A.24, the rate of decrease in z; is higher when the defender starts defending target k than when
she defends target k', i.e., | 53 azz 1>| 5% Zz |. By allocating budget to target k, both z; and z; decrease according
to constraints A.23 and A.24 (for i = k). Because the rate of decrease in z, is greater than that of z;, the
defender can increase Dy until one of the following three conditions happens: (i) constraint A.25 becomes

binding; (ii) the objective function can be improved by decreasing z;, which happens when z, = %z,

13
A(l—qu)vkvk/ .
(I—=qx) ok — vy’
k. Assuming that constraint A.25 is not binding, condition (iii) is satisfied before the condition (ii) when

or Dy = (iii) the objective function can be improved by decreasing z, by defending target

gr < %, which is satisfied when constraint A.23 (for i = k') becomes binding before z; = %Zl holds.
k K

So, (i) is not satisfied when D > /\U"/(v’; —o) Uv’f k- < g < 0.5, then condition (ii) holds before condition
k0

(iii). Constraint A.25 is then not the binding constraint when D > AQ=290)vty
(I=q0)vx—qevyr *

keeps decreasing z; by increasing defense on target k until one of constraints either A.24 (for i = k') or A.25

In this case, the defender

becomes binding. Similar to the above discussion where g, > 0.5, we can show that target k’ is defended

when D > A(vy — vpr). O

Proof. of Proposition 7. From Model II, when defender is fully uninformed about both the attacker’s type

and the n-type attacker’s preferred target, after removing the fixed terms from objective function, the de-
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fender’s optimization problem can be written as follows:

min psz— (1—ps) L, qiﬁf" (A.28)
st o, (1 - %) <zi=1,.,N (A.29)
YN.D;i<D (A.30)
Di<v,i=1.,N (A.31)
D;>0,i=1,..,N (A.32)

If Ip shows the set of targets for which constraint A.29 is binding, then D; = A(v; — z), Vi € Ip. Let Inyp

shows the remaining targets. The defender’s optimization problem can be then reduced to:

min  (ps+ (1= ps) Lierp 5) 2 — (1= ps) <Zz‘elD % + Yielw qi;é?) (A.33)
sit. v; (1 - %) <zi€lyp (A.34)
Yier, Mvi —2) + Liery, Di <D (A.35)

D; <o, i€ Iy (A.36)

D;>0,i€ Iyp (A.37)

It is clear that A.33 is a knapsack problem with respect to D;, i € Ixp with minimization objective function.
Since the coefficients in constraint A.35 are the same for all i € Iyp, the optimal solution is to allocate
the remaining defensive resources, i.e., D — ¥;c;, A(v; — z), to target j; as much as possible, where j; =
arg max{q;v;}, until one of constraints A.35 or A.36 becomes binding. If A.36 first turns into a binding
C(;fllsb’]cll?aint, then, regarding the optimal solution of knapsack problem, the remaining defensive budget, i.e.,
D — Yici, AMv; — z) — vj;, should be allocated to target jo, where j; = argmax {g;v;}. We continue this
approach until either constraint A.35 becomes binding, i.e., D is entirell; {;ﬁf);gt]éd, or all targets i € Inp
are defended. Let us define I D, as the targets for which the relevant constraint A.36 becomes binding, i.e.,

D; = v;, i € Iyp,. After some simplifications, it is easy to verify that the defender’s optimization problem

can be reduced to:

i 0i(z—v; Li i
min (ps— (1= po) 228 ) 24 (1 po) iy, B 4+ (1 p) TSR 4 7 (A9)
s.t. v; <z, i€ INp (A.39)
AYielp Vi + Lielyp, i —AlIp [z <D (A.40)

where .7 Iyp, 18 @ function of } ;¢ b, Vit Since the targets are ordered with respect to their valuations, we can
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reduce all constraints in A.39 to only one constraint; lrgn&); {v;} < z. Note that the first part of the objective
function is decreasing function in Ip, the second part is always negative (because z < v;, i € Ip), and the
third part is increasing function in Ip. Together, this implies that, we have to keep adding the targets with
respect to their valuations to Ip and stop as soon as either no improvement occurs in the objective value

or constraint A.40 becomes binding. We summarize our proposed approach in Algorithm 3 to characterize

the defender’s equilibrium.

Algorithm 3 (Defense equilibrium under full asymmetric information):

1. Order the targets with respect to g;v;, such that jj indicates the target with the highest g;v; and jny
shows the target with the lowest g;0;. Set vj; =0 and k = 1. Moreover, partition all targets to two

disjoint subsets [} = {1, 2, ..., N} and I, = &, where targets in I are prioritized in decreasing order
with respect to their valuations.

2. Pick target ji from set I; and put it into set I. Reorder all the remaining targets in I; with respect
to their valuations, such that 1 indicates the target with the highest valuation and N — k shows the
target with the lowest valuation. Set j = 1.

i i v NS, i A Zf: v;+0v; +Zk;1v- -D
3' Let b]]:P5+(1_pS) (Zﬁ:l ng _(])%>’b]2: ( ! /\](];11) =0 .

4. If b{ > 0, and b]é < vjy1, then check whether j is the least valuable target in set I or not. If

j < N —k, ie., jis not the least valuable target, then let j = j 41 and return to 3, however, if j is
the least valuable target, i.e., j = N —k, then % =0 and go to 7.

5. If b]i <0, then # = v; and go to 7.
- ATy vitvj, )+ 0D
] _ ( i=1"1"7%] t=0 “j

6. If b2 > U]'_H, then & = A(];+l) t

and go to 7.

7. f D— 25:1 Mo — B) — Z’;;é vj, > v}, then let k = k + 1 and return to 2. Otherwise, go to 8.

8. Optimal defense allocation is as follows: set D; = A(v; — %), i€ I;,i <j, D; =0,,i € I, i > ],
Dit =V}, jt € I, t <k, and ka =D — Zz:l Mo — B) — ZI;;& Vj,.

By iterating the above algorithm for all targets, we can show that under fully incomplete information,
only a combination of the most valuable targets and the nonstrategic attacker’s most preferred targets will
receive the defensive resources. In particular, the nonstrategic attacker’s most preferred targets are fully
defended, i.e., D; = v;, i € I;, and among the remainders, only a set of most valuable targets are defended.

Specifically, if k* indicates the smallest k for which one goes from step 7 to step 8, it is easy to show that

; : : e pi . i B psw i 1Y
target i eé I is defended if and only if b} > vy+, and v; > b, where: b} = Ap)am =1 Tape and
bi . A(Zj':l,j#k* Uj-‘rllk*)-‘rzj‘gp Z)]'—D 0
2= A(+1) :

40



