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Global trade is seafaring commerce: 90% of traded goods are carried by maritime transport that has become
vulnerable to security risks. This has led governments to initiate security programs serving tens of thousands
of members worldwide. This paper studies the government’s incentive design and the interaction between
Customs inspection capacity and the incentives offered in security programs. Using the theory of incentives,
we examine the value of a partnership elevating containerized supply chain security. We have developed a
sequential game featuring the government, firms, and an adversary. The government selects the inspection
capacity and incentives to foster the partnership, namely, an operational benefit in the form of reduced
inspection rate, and a security benefit obtained through reductions in the risks of adversarial infiltration.
Firms subsequently decide on collaboration level, followed by a strategic adversary’s decision to infiltrate.
Using the adversary’s best response, we show that, in equilibrium, the government ranks all the firms and
induces collaboration with only a subset of them. We demonstrate that, in equilibrium, while security incentives
may benefit all participants, tailored operational incentives should be offered strictly to foster collaboration.
The required condition to implement the inspection-free lane for members is also characterized. Our results
also inform practice to help security policymakers understand the underlying interaction between Customs
inspection capacity and incentive design in forging collaboration with private firms. In particular, since firms
opting for collaboration experience lower inspection rate, this further reduces overall congestion that, in turn,
creates positive externality for nonmember firms. Therefore, having excess inspection capacity may yield briefer

wait times that could dissuade firms from collaborating.
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1. Introduction

Transporting over 90% of the world’s cargo, maritime containers play a massive role in today’s
global supply chains. This huge volume creates enormous opportunities for illicit actors to infiltrate
and abuse this mode of transport. Examples of bad actors include terrorists, smugglers, traffickers
and counterfeiters that pose health, security and safety risks to people, firms and infrastructures.
With containers undergoing Customs inspections several times throughout their journeys, Customs
administrations are at the front line battling these illicit activities. However, Customs alone cannot
ensure container safety and security since the physical flow of goods and its related information
rest in the hands of companies and supply chains who own the shipments, containers and vessels.
Therefore, government agencies must collaborate with private sector firms to improve the security
of supply chains. Private companies also rely on intelligence and enforcement resources owned by
governments in reducing the probability of disruption in their supply chains, marking the salience
of public-private partnerships for risk and security management of global maritime supply chains.

In this paper, we study the World Customs Organization’s (WCO) Framework of Standards
to Secure and Facilitate Trade (SAFE) as an example of such partnership. The SAFE framework
stresses security measures enhancement by prescribing a set of standards for participating firms.
These standards entail fulfilling requirements aimed at managing risk and security issues in cargo,
processes, personnel and physical assets, among many others (World Customs Organization 2021).
This framework for one member state of the European Union is called AEO (Authorized Economic
Operator) and has more than 10,000 certified partners (European Committee Taxation and Customs
Union 2015). In the U.S. this is known as C-TPAT (Customs-Trade Partnership Against Terrorism)
with over 11,000 members (US Customs and Border Protection 2021). The ultimate goal here is
to collaboratively establish supply chain security for all parts of the supply chain, from container
origin to destination. These programs aim to mitigate the risk of serious infringements that include
smuggling, those related to Intellectual Property Rights, counterfeiting, terrorist activities, and
others (European Commission 2016). Throughout this paper, we refer to the infiltrating party as an
adversary perpetrating different types of serious infringements.

Because of the voluntary nature of these programs, one of the main challenges is designing an
incentive mechanism that encourages parties to implement and comply with the standards laid out
in the program guidelines. Carrying out these dictates is costly for companies. One Customs survey
found that the three greatest implementation costs exceeding $55,000 arise from: (i) establishing
and improving physical security, (ii) setting up and tightening information technology systems and
database development, and (iii) paying the salaries and expenses of personnel hired or contracted

specifically to implement and manage the program (The Journal of Commerce 2017). Firms thus
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seek apparent incentives and immediate benefits to justify the costs of certification and compliance.
The benefits accruing to participants could be broadly categorized as two types. First, a certified
member is assigned a lower risk score that may reduce the number of Customs checks carried out
on their documents and goods at ports of entry (European Commission 2016). Our model calls this
operational benefit. Second, through regular audits and training offered by governments, certified
members benefit from state-owned intelligence resources that better guard their supply chains
against possible adversarial infiltration. We call this security enhancement benefit in our model.

Operational incentives yield lower waiting and processing times for containers at ports of entry.
However, processing time also depends on the availability of inspection capacity. Thus, in order
to ensure the effectiveness of these security programes, it is vital to align the Customs’ strategic
capacity decisions with operational incentives offered to member firms. Too much inspection
capacity renders membership operational incentives less effective since all parties, regardless
of membership status, enjoy rapid processing at ports of entry. However, a lack of Customs
capacity may delay timely cargo clearance while degrading the effectiveness of security programs
in detecting and deterring shipments as to serious infringements (The Journal of Commerce 2016).

Strategically, the degree of collaboration between the government and the firm determines the
risk of infiltration by adversaries. Specifically, a high level of collaboration between the state and
the firm may deter the strategic adversary from infiltration. Meanwhile, low-level collaboration
could make a supply chain more susceptible to adversaries. This is supported by evidence-based
studies suggesting that adversaries are purposeful agents engaging in adaptive decision processes
(Jaspersen and Montibeller 2020, Arin et al. 2011). The main research questions that we strive to
address in this paper are:

¢ How should the operational and security enhancement incentives be best designed to foster
collaboration between governments and supply-chain firms? Additionally, how can Customs
inspection capacity be optimized to support the incentive mechanism without hindering
trade?

* Which firms, and with what characteristics, should be given priority inducement by the
government toward collaboration? How should limited public resources be assigned to assist
firms for enhancing security status and reducing the likelihood of adversary infiltration?

* How does such collaboration generate value for all public and private parties?

To answer these research questions, we have designed a game-theoretic model with Customs,
tirms and adversaries as players. Here, Customs first makes a decision on inspection capacity, and
the prescription of security requirements that a firm should meet to become a member. Customs
also offers both operational and security enhancement incentives to induce compliance with the

security program. Then, firms opt whether to become a member or remain a non-member. Member
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firms may also enlist security enhancement aid, such as training, offered by Customs. Once the
membership status and security level of firms are known, an adversary then decides which firms’
containers to infiltrate and with how much effort. Through inspection, Customs can detect and
confiscate containers suspicious of serious infringements. When a container escapes detection, this
incurs harm to both society and the firm owning the shipment.

A brief preview of our main results is as follows. First, using adversary’s best-response function,
our developed algorithm finds the optimal subset of firms induced for collaboration based on
volume, sensitivity to delay, security level and the impact of successful infiltration. This subset
is identified minimizing the total expected cost of congestion plus risk of adversary’s infiltration.
Second, our results show that the security incentive, which is a combination of a firm’s investment
in security compliance (same cost for all firms) plus the government’s security enhancement assis-
tance (may vary by firm), is applied mainly to satisfy member participation constraints. Meanwhile,
the operational incentive acts more as a screening tool to help the government induce collaboration
on a selective set of firms whenever the security incentive fails to induce. Third, our analyses
detect an underlying interaction between inspection capacity and incentive effectiveness. In partic-
ular, collaborating firms experience lower inspection rates, further reducing overall congestion
that, in turn, creates positive externality for firms declining security partnership. Therefore, if
the government wants to induce collaboration from a larger cluster of firms, it must consider
cost-benefit implications of inspection capacity versus security and operational incentives. We
show that excessive inspection capacity with briefer wait times may dissuade firm membership.
Finally, our modeling approach enables the government to assess the scenario of inspection-free
shipping for certified members, dubbed the green lane concept in the U.S. Customs and Border
Protection’s strategic plan (The Journal of Commerce 2005). We characterize the conditions leading
to firms being so securely defended against adversary infiltration, thus allowing Customs to set the
inspection rate equal to zero for them. Our results shed light on the value of security partnership
for all firms, including members, non-members and the government.

The rest of this paper is structured as follows. In Section 2, we review the relevant literature.
Sections 3 and 4 feature our model and the Customs container risk-scoring process, respectively.
Section 5 next models the benchmark problem with no partnership between the government and
the firms. In Section 6, we analyze the partnership model, and in Section 7, we compare results of
these two sections to generate insights on the value of partnership. Section 8 further extends the

model to two other cases, and Section 9 concludes the paper.
2. Literature Review

Globalization of supply chains has increased vulnerabilities to man-made and security disasters.

Yet, security management has not received sufficient attention in the academic SCM/OM literature.
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Extant literature addresses problems mainly related to terrorist attacks. We refer to Gupta et al.
(2020) for a comprehensive review of OM-based research related to the prevention of terrorism.
Evidently, supply chain security management has become a major concern for both public and
private sectors after the disastrous terrorist attack of September 11, 2001. The public is extremely
concerned with the susceptibility of transport abuse by illicit actors that might embed weapons of
mass destruction in the shipments. The private sector is further concerned with the costs of both
assuring the security of supply chains and avoiding potential disruptions associated with actual
and threatened activities of adversaries such as terrorists (Lee and Whang 2005).

When it comes to supply chain security, maritime shipment suffers from a huge exposure to
security-related risks since its massive volume of container transport offers ample opportunities
for illicit actors to infiltrate this mode. Since September 11, 2001, emphasis on boosting port and
maritime security has led to responses from many national and international public and govern-
mental agencies such as International Maritime Organization (IMO), World Customs Organization,
U.S. Customs and Border Protection (CBP), among others (Willis and Ortiz 2004).

A stream of literature has examined the role of government and its associated decisions in securing
the containerized supply chains in the presence of a passive adversary that is not strategic respond-
ing to policies and decisions of public and private parties. Bakshi and Gans (2010) developed an
economic model where the state offers firms incentives to improve security upstream in their sup-
ply chains in exchange for reduced inspection at ports. Assuming that the adversary may infiltrate
into any container, the authors characterized optimal inspection rates of containers as a function of
the container risk score. Subject to a limited budget for screening containers under linear modeling
of the problem, McLay and Dreiding (2012) aimed to identify the primary security outcome where
detection probability is maximized. Other studies have investigated the role of the government in
security management, but not necessarily in the context of maritime transport, such as Hausken
and Zhuang (2013) and Hausken and Zhuang (2016). Assuming a passive adversary, they have
studied problems regarding how the government and firms should form their relationships by
exerting safety efforts when exposed to risk of a disaster, including terrorist attacks. In these papers,
the likelihood of the disaster hinges on the efforts of both parties mobilized to reduce the negative
impact of disaster.

A more relevant stream of literature to our paper has cast the adversary as strategic in responding
to the decisions and strategies of the securing party, whether public or private. In this line of work,
a growing body of literature has studied mainly the logistic problem of resource allocation faced
by governments defending themselves against terrorism — often framed as defender/attacker
games (Powell 2007, Zhuang and Bier 2007, Golany et al. 2009, Hausken et al. 2009, Shan and
Zhuang 2013, Nikoofal and Giimdiis 2015, Baron et al. 2018). In this stream of research (Bakir 2011)
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and (Bier and Haphuriwat 2011) have featured defender/attacker configurations in the context of
maritime transportation. Bakir (2011) presented a game-theoretic model where the government
(defender) must allocate resources to secure the container transportation in the presence of a
strategic adversary who subsequently observes the actions of the government before opting how
to conduct its attack. Results advise how to balance security between non-intrusive inspection
capabilities at foreign seaports and the physical security at the destination port.

Bier and Haphuriwat (2011) have examined a similar problem aimed at identifying the right
proportion of containers to be screened so that loss to the government (defender) is minimized,
highlighting that it may be suboptimal to inspect all containers when lower-level inspection may
suffice to deter an attack. Haphuriwat et al. (2011) next extended that model (Bier and Haphuriwat
2011) to identify the required percentage of containers that must be inspected to deter a terrorist
from attempting a nuclear attack via container transport. Bagchi and Paul (2017) recently probed
the design of the C-TPAT program where the government sets the required program standards
and inspection rates for members and non-members, as well as the level of costly espionage effort
to detect terrorist activities. They examined the government’s allocation of resources between
espionage and inspection in securing critical infrastructure, such as a port. Their main results
indicated that the government under-spends in espionage relative to the level that could have
minimized congestion. Also, membership rate (size) of the program has been shown to depend
non-monotonically on the government’s policies, such as expenditure on espionage or inspection
rates.

To summarize, our paper contributes to the literature in supply chain security by developing
a game-theoretical model featuring the government, firms, and a strategic adversary. In our
setting, the public and private sectors collaborate under decentralized decision-making to invest in
the security of containerized supply chain, with the adversary then endogenously opting on its
infiltration plan. We consider compliance requirements and resources needed to enhance security
(to characterize optimal security incentives), as well as the inspection rate and optimal capacity (to
characterize optimal operational incentives), as levers for the government to foster collaboration
with the firms. To the best of our knowledge, no prior research has developed a game-theoretical

model of security partnership against an adversary threat featuring these three strategic players.
3. Model Framework

We model the problem as an interaction among the government, firms (supply chain stakehold-
ers), and an adversary in a sequential game. The orderly timing of events and decisions shown in

Figure 1 is described below. We list the notation for all parameters and decisions in Table 1.
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Figure 1  Timing of events and decisions

Table 1 Table of Notation

Decisions

A;: Adversary’s level of infiltration on firm ¢’s containers

f: Annual cost of complying with the security prO%ram
Government’s annual security assistance level allocated to firm i

St

Y; €{0,1}: Binary decision variable that takes 1 if firm invests in security to become a member and 0 otherwise
ot Inspection rate for firm i if it becomes a certified member

Bi: Inspection rate for firm i if it remains a non-member

r: Capacity of inspection facilities

Parameters

F: The annual operational cost of an inspection facility
S: Government total security assistance budget
it Firm i’s annual arrival rate

7% Service rate of inspection facility

Li: Expected loss suff}éred by firm ¢ if adversary successfully infiltrates through its containers
L: Expected nationwide loss from adversary attack if an infiltrated container escapes detection
w: Waiting cost per container per unit of time to the government

Kt Firm i’s delay cost per container per unit of time

v The probability that an infiltrated container escapes detection

2 The inherent security level of firm’s supply chain before any security investment

it Firm ’s risk factor

Ly Expected waiting time of a container calculated as a function of o; and S, for inspection capacity r
Sets

K: Set of all firms

M: Set of all member firms

N : Set of all non-member firms

— Announcement stage: At time zero, the government selects inspection capacity. This broadly
comprises, for example, inspection facilities and staff needed to conduct inspection processes.
We let r and F, respectively, indicate the inspection capacity and the annual cost per each unit
of capacity. In our model, the decision on inspection rate (i.e., operational incentive) is taken
after quantifying inspection capacity. This aligns with real-world practice and governmental
maritime security strategy. Namely, the priority mission of Customs is to guard the borders
and ensure that products entering countries are safe and secure. Still, Customs has limited
resources to control borders; inspection capacity and rates should be set so as to not incur

onerous burdens on trading firms. In other words, as stated in the U.S. National Strategy for
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Maritime Security, securing the supply chains should not result in transportation processes
that impair free trade (Department of Homeland Security 2005). Although setting inspection
capacity is a long-term strategic decision, inspections rates may need to adjust within abbre-
viated time spans (e.g., annually) in response to changes in the flow of containers, as well
as security and membership enrollment status of firms. We capture these elements using a
sequential decision-making process.

The government sets two types of incentives, namely, security and operational incentives, to
lure firms for collaboration. Security incentives embody two components. The first requires
firms to incur annual cost f in improving their security levels and becoming certified members.
This cost covers the implementation of physical security, the development of information
technology systems and databases, and the salaries of personnel hired or contracted to set up
and manage the security program. We assume that upon investing f, the security level of the
firm improves proportionally to make it more difficult for the adversary to infiltrate its cargo.
Thus, a firm benefits from security enhancement by becoming more firmly defended against
infiltration compared with a non-member. The second component of the security incentives
embodies security assistance offered by the government to member firms. Denoted by s;, this
comprises training, as well as shared expertise and information, offered by the government
to member firms. The second incentive type (operational) offers a reduced inspection rate for
collaborators. Here, the inspection policy for member firm i means inspecting a fraction «; of
its containers, while policy dictates inspecting a fraction 3; of containers should firm ¢ remains
non-member, o; < ;.

— Collaboration stage: Each firm independently opts whether to enroll under security guidelines
or not. We let Y; € {0,1}, i € K be assigned 1 when firm i opts to invest f and become a
member, and 0 otherwise. We assume each firm decides on collaboration simultaneously. We
define M and N as the sets of member and non-member firms. To capture the collaborative
relationship between government and firm, we assume that security incentive s; is conditional
on the firm’s decision Y; through the constraint 0 < s; < GY;, where G is a big number. In
other words, the government may assign s; to help firm ¢ enhance its supply chain security
only when firm i becomes a member, Y; = 1.

— Infiltration stage: The adversary responds strategically by observing the security level of each
firm, both member and non-member, and then selecting which firm’s container to infiltrate.
The membership status of firms is public knowledge and can be observed by the adversary
as reported in company documents or in related government websites. For instance, the
European Commission offers a public query page where the AEO status of companies can be

verified. The adversary next decides the level of infiltration effort A; in order to maximize
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its payoff. Rising A, reflects lower likelihood of Customs detecting infringement. Our model
assumes that the adversary chooses the effort level A; to infiltrate any container of the target
firm, aligning with the common assumption in defender-attacker literature (see Bier et al.
2007, Powell 2007, Zhuang and Bier 2007, Nikoofal and Zhuang 2015, Shan and Zhuang 2020,
and references therein).

— Inspection stage: To carry out container inspection, an inspection rule is executed differentiating
inspection rates for members versus non-members. We model the inspection process as
M /M /r queuing where the service time for each facility follows an exponential distribution
having a service rate y. Modeling the inspection process as M /M /r queuing offers analytical
tractability to compute wait time ¢,, given inspection capacity r. Figure 2 illustrates the

inspection process.

Ready to pick up

N . . .
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Q/ Inspection facilities

with service rate p

Containers arrive with
rate YK, )

2 Queue with arrival rate 7
Yiem %idi + ien Bidi J/

1
1
1
1
1
PEAEN
1
T
r: Number of
inspection facilities

Arrival rate YN A \\ J
@
N
@% Ready to pick up

without inspection

Figure 2 Inspection process and congestion with security partnership

Finally, expected loss for both firms and the government is evaluated. This will be demon-

strated in Sections 5 and 6.

4. The Risk Scoring

Once container information such as manifest, bill of lading and invoice are received, Customs
performs a risk assessment and assigns a risk score to each individual container as a probabilistic
representation of the threat posed for that container per U.S. CBP’s Automated targeting system
(ATS), as well as the World Customs Organization’s Cargo Targeting System (CTS). In our model,
risk score captures the vulnerability of a container to infiltration considering the government, firms
and adversary decisions as a function of the: (i) collaboration level between firm and government,
Y; € {0,1}, (ii) firm’s investment f in the security program, (iii) government’s security assistance s;

in firm ¢, (iv) inherent security level of firm i’s supply chain before joining the security program,
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z;, (v) adversary’s infiltration effort on firm i’s containers, A;, and, (vi) firm’s risk factor, n; € [0, 1].
This risk factor captures the risk level of a container belonging to firm 7 based on its origin,
content, expert opinion, and available intelligence. We let P;(Y;, f, s;, A;) denote the probability
of infiltration, i.e., risk score, given that the adversary targets firm ¢’s container. Thus, any firm’s
container assigned a positive risk score, i.e., P;(Y;, f,si, 4;) > 0, could be inspected.

We assume that P;(Y, f,s;, A;) increases with A;, but decreases with both f and s;. Also,
P,(Y;, f,s:, A;) has the following regularity properties: (i) P;(Y;, f, s;, A;) is twice differentiable with
respect to A4;; (ii) IEIBOPi(Y;’ fysi,A;) =0; and (iii) (f+lsiir)11HOOB(}Q, f,s:,A;) =0. An appropriate can-
didate for the probability of infiltration function satisfying the above properties is the cumulative
exponential function (Nikoofal and Giimiis 2015, Bier et al. 2008, Gerchak and Safayeni 1996):

—ni A
Pi(Yi, fr8i, Ai) =1 —exp <y(ffs)+z> @)

Note in Equation (1) that the adversary may infiltrate a non-member’s container with less effort
than for member cargo, explaining why the state may set stricter inspection rules for non-members.
This is also addressed in the US Customs and Border Protection (2021) as the benefits of C-TPAT
where security partners are assigned reductions in their overall cargo risk score. Such reductions, in

turn, translate into fewer examinations at import and export facilities.
5. A Benchmark: Model Analysis without Partnership

Before analyzing the partnership model, we study the problem as a benchmark where the
government and firms do not form a security partnership and thus firms play a passive role. Figure
3 depicts the inspection process of this problem. The government sets inspection capacity and rates;
then, the adversary decides which container to attack. Since the game is played sequentially, we

need to work backwards and first solve for the adversary’s optimal decision.
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Containers arrive with \

\
rate A =YK 4 C’\& \
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P
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||
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Figure 3  Inspection process and congestion without security partnership
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5.1. Adversary’s Optimization Problem

Suppose the government and firms do not form a partnership; i.e., Y; = 0. Then, firm i’s risk
score in Equation (1) becomes as follows: P;(Y;, f,s;, A;) = P;(A;) =1 —exp ( b 1) Consequently,
the government sees all firms as non-members and sets an inspection rate j3; for each firm i. The
adversary next chooses which firm’s containers to infiltrate and at what levels of effort A; to
maximize its payoff. Note that the adversary’s payoff increases with the: (i) probability of successful
infiltration P; (4;), (ii) probability of an infiltrated container escaping detection after inspection, ,
and (iii) expected societal loss when an infiltrated container escapes detection, L, all offset by the
level of infiltration effort A;. Given the inspection rate (3;, the strategic adversary seeks to maximize
his payoff by launching an attack through firm j’s supply chain, where j solves the following

equation:
j=argmax{ P.(4) (B + (1 - B)| AL - A;}. b)

An infiltrated container can remain undetected with probability ;v + (1 — 3;). The first term, 3,7,
is the probability of not being detected during the inspection arising from type II error, v, of the
inspection process. The second term, (1 — ;) is the probability of the container escaping inspection.
Here, the expected loss when an infiltrated container escapes detection is P;(A;) [ﬂi’y +(1- ﬁl)] L
We normalize the adversary’s marginal cost of infiltration effort to 1 and assume that the total cost
of attack linearly increases in A;. By optimizing the adversary’s payoff function with respect to A;,

the best response of the adversary to the government’s inspection rate is expressed in Lemma 1.

LEMMA 1. There is a threshold, 3; = %, on the customs inspection rate [3; where the adversary’s

. br .
best response function A" is

[

#i | | mAilBiy+(1=Bi)IL if B. < A,
Abr { n |: ) :| lf BZ < él (3)
0 if B;>ps

From Lemma 1, we observe that the lone strategic tool for the government to deter an infiltration is
through adjusting the inspection rates. Specifically, there is a threshold inspection rate of containers
for firm 4, 3;, where the government can deter the adversary from infiltrating firm i’s containers
by setting an inspection rate exceeding the threshold, 3; > B;. Here, f3; increases with \;, n; and
L but decreases with z;. In other words, to effectively deter an adversary, Customs must elevate
the inspection rate for a rising arrival rate of containers, risk factor of firm 4, or societal loss from
infringement. As intuition suggests, the inspection rate should drop as the inherent security of

firm i tightens.
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5.2. Government’s Optimization Problem

Absent security partnership and per the timing of decisions in Figure 1, the government makes
two sequential decisions: (i) the inspection capacity r, and (ii) the inspection rate 3; for firm i € K.
We use backward induction to frame the government optimization problem.

Given inspection capacity r, inspection rate, 3;, should fulfill the inspection capacity utilization
constraint, ) . , 3;iA; < p x r. This ensures that the expected arrival rate of containers to the
inspection facility does not exceed its expected processing rate. The optimal inspection rate of
firm ¢, 8}, minimizes the expected loss due to infringement and can be obtained by solving the
following Equation (4):

B =arg min { [1—exp (%)][@’Y—l—(l—ﬁi)]LxL:j}

Bil>Xick Bidi<pXr

Zy:loss due to infringement (4)
where I,_; is the binary indicator function assigned 1 when firm ¢’s container is attacked by the
adversary, i.e., i = j, and 0 otherwise (see Equation (2)). 4, is the adversary optimal infiltration
effort for target ¢ (see Equation (3)). To minimize the loss due from infringement, i.e., Z; in Equation
(4), the government needs to increase ;. Note that increasing inspection rate 3; has two effects on
Z,: one indirect and the other direct. First, higher inspection rate 3; reduces adversary effort level
A';-r which leads to a decrease in P; (see Equation (1)). Increasing 3, thus indirectly reduces loss
Z,. Second, high g; directly reduces the expected damage through [3;7 + (1 — ;)] L. Therefore, as
long as the capacity utilization constraint is met, the government increases 3, for each firm j just
enough to either deter the adversary from infiltration completely, or at least minimize the expected
damage when it cannot be completely deterred.

Finding the optimal level of inspection rate 3/, € K and plugging them into Equation (5), we
can find the optimal level of inspection capacity, r, that minimizes the total cost from congestion.

The optimal inspection capacity should be set to minimize loss due to congestion, i.e.,

min *AthW —+ Tk)\i:‘iitr —+ rx F . 5
: E B; E B ®)
€K €K Operational cost
N

waiting cost to the government  delay cost to firms

Z_: cost of congestion

The first and second terms calculate the government’s cost of waiting and the delay to firms,
respectively. Waiting cost is denoted by w per container per time and includes the generic waiting
cost to Customs due to congestion at the terminal, i.e., the costs related to trucks waiting to be
loaded at the container terminal. Delay cost is firm specific and may depend on the content of a

container for firm i being denoted as x; per container per unit of time. This delay cost includes,
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among others, shortage cost, spoilage cost for perishable goods, and obsolescence cost of fashion
products. Government, as a social planner, should minimize these costs. The last term calculates
the investment cost toward inspection capacity. Proposition 1 characterizes the equilibrium absent

a security partnership:
s ZAlLizl . s _ . . .
PROPOSITION 1. Let 8; = &wﬁ if z; > ~yLm;\; and B; = 1 otherwise. Without a security partner-
ship, given inspection capacity r, the equilibrium characterization is as follows:

2

— If 3ok Bihi < x 1 then the optimal inspection rate is BN = B, and Z, = %at_)i{yL -4
— If> ek Bihi > p x 1 then
— rank the firms with respect to adversary’s preference score F;"" where TNT = L — = [A% +
In (’“j—lLﬂ such that 1 and H indicate firm with the highest and the lowest adversary’s preference
score, respectively. Let ¢ = arg ; E{linH{Z;.le Bidi > x 1}
— The optimal inspection rate is BN = 3; for i < qand B~ =0 fori > qand Z, = L — e
— Letr = mi11r1{r | (tr—1 — ) D e BY Mi(w + ki) < F'}. The optimal level of inspection capacity is
>

rN=r—1.

The results of Proposition 1 indicate that when the utilization constraint is not binding, inspection
policy is effective in deterring infringement only for firms with a sufficiently high inherent security
level, i.e., z; > vLn;\;. For ample inspection capacity, however, a firm’s low inherent security level,
z; <vLm;A;, makes it susceptible to infiltration where even 100% inspection by Customs may not
effectively deter an adversary, i.e. Z; > 0. This emphasizes the importance of the government’s
design of incentive mechanisms to enhance firms’ security levels. Furthermore, where inspection
capacity is limited to the point of capacity utilization constraint being binding, then inspection
will never effectively deter an adversary. It is because the adversary can always identify and target
containers not inspected at a sufficiently high rate. This makes critical the aligning of capacity
and inspection policy decisions. This result confirms practical evidence suggesting that a lack of
resources has made it difficult for Customs to guarantee cargo security (The Journal of Commerce
2016).

Therefore, as expressed in Proposition 1, the inspection capacity should be set by increasing its
level where operational gains from reduced waiting and delay times outweigh the investment costs
for greater inspection capacity. This characterization of the equilibrium reveals another interesting
insight: inspection rate and capacity reinforce each other since a higher inspection rate demands
greater inspection capacity. Therefore, all factors that increase the optimal inspection rate (such as
arrival rate, firm-specific risk factor, or expected loss from adversary attack) or decrease this rate,

i.e., firm-specific inherent security level, likewise affect the optimal inspection capacity.
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6. Analysis of Partnership Model

In this section, we analyze the case where the state and firms may partner to enhance security. In
the benchmark model, the government’s security policy includes setting only inspection rate j3;.
With partnership, however, a government’s security policy is redefined as P = («;, 3;, f, s;) where
«; indicates the inspection rate for member firm ¢ (3, for nonmembers), f is the invested level of
security compliance by members, and s; is the security enhancement assistance assigned to firm 4
after being certified as a member.

To analyze the model proposed in Figure 1, we apply the Stackelberg equilibrium concept where
the government moves first, followed by the firm and finally the adversary. For a sequential game,
we can solve the problem backward. We first solve the adversary’s decision on which container to
infiltrate and at what effort (A") to exert. We then solve the firm’s decision (Y; € {0, 1}) on whether
or not to become a member. Given inspection capacity, r, we then characterize the government’s
optimal security policy. Finally, we analyze the government’s strategic decision to obtain the

optimal inspection capacity, r.
6.1. Adversary’s Optimization Problem

The adversary strategically responds to actions taken by the government and firms by planning

to infiltrate any of firm i*’s containers that maximizes its payoff:
i = argmax {P (Vi fr80,Ai) [Yi (aiy + (1= ) + (1= Y3) (Biy + (1= B) JA L — Az} Q)

The best-response function of the adversary, denoted by A", can be obtained by solving the

tirst-order condition for its payoff function (6) with respect to the infiltration effort A;:

LEMMA 2. Given the collaboration level Y; € {0,1}, there are thresholds on the inspection rates of

. . _ . L— NI = Ao [ — 2
member and non-member firms, respectively, &; = W and f; = %, where the adversary’s
7' 7'

best response function, A, is given by

% In [m)\i[ﬁﬂz(lfﬁi)w} ifY;=0,8 < Bl

ar =)0 if Y;=0,5> 5, )
g sit+z; Nl v+ (1—oy)]L . _ —
f+m'+ In [77 [f‘:SiSrZi . ] fYi=1a <a
0 fYi=1La;>aq

From Lemma 2, we note that the adversary’s infiltration effort depends mainly on the collaboration
level Y; between the government and firm i, as well as inspection rates «; and $;. In addition, Equa-
tion (7) indicates that the government can deter adversary infiltration (i.e., inducing AY" to zero) by
raising inspection rates. Specifically for a non-member firm (i.e., ¥; = 0), the minimal inspection

rate that deters infiltration echoes that in the benchmark case where no collaboration forms. Where
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the firm is a member (i.e., ¥; = 1), however, the government can impede adversary infiltration
with a lower inspection rate than that set for nonmembers, i.e. a; < ; as collaboration boosts
the defense level of member firm i by f + s;. This essentially means that collaboration not only
helps the government reduce the risk of an adversary infiltrating firms (i.e., security enhancement

benefits), but it also streamlines the container flow for the member firms (i.e., operational benefits).
6.2. Firm’s Optimal Collaboration Level

Given the best-response function of the adversary, firm ¢ next decides whether to comply with
the security program and become a member (see Figure 1) or remain non-member. This decision is
made solving the following optimization problem:

min YZ[ otk + oy + (1—ay)|P(Y: =1, f, Si,Ai)Ei] +
vie{0,1} NN

TV
cost of delay cost loss to the firm due to adversary infiltration
compliance
(1=Y)) |Biditoki + [Biy+ (1= B)|P(Yi =0, f, 5, A)Li|  (8)
——"
delay cost loss to the firm due to adversary infiltration

where the probability of infiltration P (Y, f, s;, A;) can be expressed by substituting the adversary’s

best-response function characterized from Lemma 2 into Equation (1) as follows:

1= Smaasr dYi=0,2 <ndi[Biy + (1 - 5:)|L
P(Y £, s Az) _ 0 if Y;=0,z Z77i>\i[5i7+ (1 —51')][1 (9)
—Mﬁ ifYi=1,f+si+z <mliloy+ (1 — o)L

For ease of exposition, we define §;, = [8;7 + (1 — ;)| P(Y; =0, f,s:, 4;) — [aiy + (1 — o) | P(Y; =
1, f,s;, A;) as measuring the reduction in expected loss due to adversary infiltration of firm ¢’s con-
tainers when it becomes a member and invests in security compliance. The following proposition

characterizes firm i’s optimal collaboration decision:

PROPOSITION 2. Given the government’s announcement on o, 3;, s;, and f, then

— Firm i’s optimal collaborative level is:

1 iff< (Bi — i) Atk + 0:.L;
* — ~~
Y;' = Operational benefit Security enhancement benefit (10)

0 otherwise

— Given the compliance decision by all firms, then, in equilibrium, there is no profitable deviation for firm

i by unilaterally changing his compliance decision Y.

From proposition 2, we note that firm i opts whether to collaborate or not by comparing the cost of
collaboration (i.e., f) versus its benefit (i.e., (5; — ;) \it, k; + 9,L;). There are two types of benefits:

(i) operational benefit that is proportional to the relative difference between waiting costs with and
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without collaboration, and (ii) security enhancement benefit yielded through improved security. Once
a member adheres to the standards outlined in the security program, then expected future damage

from security incidents is reduced. This security enhancement benefit is captured by 6,L;.
6.3. Government’s Optimization Problem

Beyond the non-partnership benchmark analysis where the only security decision is to select
inspection rate 3;, the government’s optimization problem under a security partnership means
solving for the optimal values of the following interrelated decisions that induce the best level
of collaboration among firms: the optimal levels of inspection rate for members («;) versus non-
members (5;)!, the security compliance level (f), and the government security enhancement

assistance (s;) that minimize loss due to adversary’s infiltration threat, all given by:

P =arg %11? P, fosi A) [Yi(ay + (1= a0) + (1= Y5) (Biy+ (1= 8,) | L x Iiy

Zy:loss due to adversary infiltration ( 1 1)
s.t. D iemSi<S
Doien BiNi+ 2 i <r X p

where I;_; is the binary indicator variable that takes 1 if firm i’s container is chosen by the adversary,
and 0 otherwise, and where P (Y}, f, s;, A;) can be determined from Equation (9). Note that the key
step in characterizing the government’s security policy is to determine the subset of firms that may
be induced for collaboration. To start, let us assume that there is no firm who opts for collaboration.
This can be easily achieved by setting «; = 5; with f sufficiently large. In order to characterize
which firm would be induced for collaboration, we must first identify adversary’s most preferred

target. This is characterized in the following Lemma:

LEMMA 3. Among all non-member firms, N, the adversary targets firm j = arg max {1}, where
1€

T =B+ (1= GOIL = 2| 4o (22 (Rt ) 12

Zg

Note Lemma 3 provides a score .7;”, namely, “adversary preference score”, that enables the govern-
ment to rank non-member firms for collaboration in decreasing order in terms of .7;. As we will
later see, this yields an efficient iterative procedure where at each step the government may cut
the expected infringement loss by inducing collaboration with the most preferred target. With
rankings set for candidate firms to be induced by the government, we next identify the conditions

where a partnership between firms and the government can be established. With j indicating the

! For expositional purpose, we detail the relationship among ¢,, o, §;, and the firms’ collaboration decisions in the
appendix.
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tirm with the highest adversary preference score, the government’s policy decision should satisfy

the following two constraints to induce collaboration on firmj:

[ <(B; — ) Atk +6,L4 (13)

[+ 85 20 lay + (1 —ay)]L — 2 (14)

The first constraint (13) is a participation constraint to ensure that collaborating firm j’s payoff
is larger than that without collaboration as characterized in Proposition 2. Constraint (14) is a
deterrence constraint derived from Equation (9) ensuring that the both level of security assigned to
tirm j (i.e., f + s;) and the inspection rate «; suffice to deter adversary infiltration of firm j cargo.
Since the state’s security budget is limited, we can show that both the participation and deterrence
constraints are binding in equilibrium, thus allowing us to characterize the cost of compliance f
and security enhancement assistance s; for firm j. The level of security compliance f that satisfies
firm j’s participation may also incentivize other firms to participate. According to Proposition 2, a
non-member firm ¢ will have an incentive to collaborate as long as the total benefit of collaboration
exceeds the cost of compliance, i.e., f < (8; — ;)\t k; + 0;L;. In this regard, two types of firms
arise. The first type enjoys a high security benefit from collaboration regardless of operational
benefit. The second type corresponds to the firms where the security benefit is too small to cover
the cost of compliance, casting the decision to collaborate on sufficiently value-added operational
benefit. Proposition 3 below characterizes the government’s decisions required to induce firm j
for collaboration, as well as the subset of firms (denoted by M) whose participation constraints

would also be satisfied once firm j is induced for collaboration:

PROPOSITION 3. Let j < arg max {7} denote the firm with the highest adversary preference score
among all the non-members. Given inspection capacity r, find 3; = B in proposition 1. Then, in equilibrium,
— The government security policy that induces firm j for collaboration is as follows:
—If ky < WD then f = 6,L;, a; = By, and s; = [\ (87 + (1= B;)]L — 2 — f1.
—IfK; > 1 EUZD tpep f = BiNjtrk; +0;L,, oy =0,and s; = [ \;L — z; — f]T.
— The list of ﬁrms who opt for collaboration, i.e., M; is as follows:
—If L; > ni\i[Biy + (1 — ;)| L then firm i opts for collaboration (i.e., i € M;), receives inspection
rate o,; = B3;, and security enhancement assistance s; = [n; \;[Biy + (1 — 5;)|L — z — f] .
—If L; < \i[Biy + (1 — B;)| L then firm i opts for collaboration (i.e., i € M;) iff k; > I=0iLi ypder

BiXitr 7
—%iLi and ity enh. t t
)\ ity and securi y ennaricemen b'lSSlS arice

which the firm receives inspection rate c;; = 3; —
si=[miXilowy + (1 — )]l — 2 — f]*.
The government’s security policy prescribes the adversary’s deterrence for: (i) the firm with

the highest adversary preference score, i.e. firm j, and (ii) others joining the security program,
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firm 4, ¢ € M;. Proposition 3 characterizes conditions in terms of incentive type, delay cost, and
infiltration loss for both firm j, and firm 4, 7 € M; where these conditions suffice to deter the
adversary. For firm j, the deterrence condition depends on its delay cost, ;. A sufficiently small
+; makes a firm indifferent to the inspection rate. Here, the only relevant incentive is the security
enhancement benefit where firm j invests f to harvest the security enhancement benefit §; ;. Next,
the government must assign security assistance s; to ensure adversary deterrence for this firm.
Yet, when & is sufficiently high, firm j invests f to benefit from both operational and security
enhancement benefits. When the government assigns s; to securely defend this firm, we have
a; =0.

Next considering other members, i.e., firm i, i € M;, the deterrence condition depends mainly on
the loss incurred due to successful infiltration. These firms are offered an inspection rate lower than
that for non-members only when this loss is sufficiently low and the delay cost is sufficiently high.
When the loss is sufficiently low, the merit of security enhancement benefit for the firm decreases.
Under sufficiently high delay cost, the firm would prefer to benefit from a reduced inspection rate.

Further results can be drawn from Proposition 3. First of all, when the level of security benefit
exceeds the cost of compliance, the firm collaborates and the government need not offer any
operational benefit: «; = ;. Note that providing operational benefit here (i.e., a; < ;) may lower
t., making it costly for the state to incentivize non-member firms to collaborate. Per Proposition
2, lower t, curtails f. Consequently, additional security assistance s; is required to make member
firms safe. This same argument applies to inspection capacity r: elevated r reduces t¢,, and the
consequent value of operational benefits accrued by member firms also fades. To counter, the
government must increase the level of security assistance to incentivize firms to collaborate on
making the maritime supply chain more secure. Therefore, as long as the security benefit covers the
cost of compliance, the state is better off not offering the operational benefit, i.e., a; = ;. However,
if the amount of security benefit due to collaboration is less than the cost of compliance, then the
firm would collaborate only when the unit delay cost «; is relatively high. Here, the state may
provide operational benefit to make the collaboration break-even for the participant. This latter
observation helps characterize the required conditions to implement the inspection-free lane where
the member can ship with no inspection, i.e., o; = 0. We detail such conditions in the next corollary:

COROLLARY 1. A firm would qualify for inspection-free lane if it is

n; L(1—7)
tr :

— firm j, with the highest adversary preference score, and r; >

Clearly, there are two types of members who may qualify to ship using the inspection-free lane.

The first is the firm with the highest adversary preference score (i.e., firm j in Proposition 3) having
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sufficiently high delay cost. Note that inducing collaboration with firm j having high delay cost lets
the government also set a high value of f (according to Proposition 3 where f = ;A\t k; +9,L;).
Not only does this yield a higher contribution of firm j in its security investment, it also reduces
the government’s total contribution to membership security investment since f is a common cost
that every participant incurs. Hence, astutely offering the inspection-free lane to firm j curbs the
government’s total investment in security ), M, Si- The second member type is firm ¢ who sees
a low level of security enhancement benefit from collaboration when £, is sufficiently low. To
convince such a firm to collaborate and invest f in costly security compliance, the government

must therefore offer a significant amount of operational benefit by setting «; = 0.
6.4. Optimal Clustering Algorithm

For members clustered in set M; per proposition 3, the government must allocate security
assistance resources S to ensure that the adversary is deterred. This means that the adversary would
launch its container attack on a non-member firm belonging to M¢ = K — M;. To further reduce
loss due to adversary infiltration, the state should next induce collaboration on the adversary’s
most preferred firm among non-members, namely j 4 1 < arg max {Z:}. This requires adjusting

J
cost of compliance f to make collaboration beneficial for firm j + 1. Similar to our earlier discussion,
the level of new security compliance f that satisfies firm j 4+ 1’s enrollment may incentivize other
firms to join; this specifically includes firm j with its higher adversary preference score based on
the original cluster roster. Considering the limit of available security assistance resources S, one
can further adjust the security compliance f to lure a larger cluster of firms finding it beneficial to
collaborate. Repeating the same process until all firms are induced for collaboration yields the next

Algorithm:

Algorithm 1. Clustering Algorithm for Collaboration:
1. (Initiation) Let V = K. Find 3;,Vi € N from Proposition 3.
2. (Prioritization) Let j =1, j + arg max{.7;}.

€N
3. (Clustering) Find the security compliance f, the list of participants M; and the inspection
rate a;,4 € M; from proposition 3. Let M{ = N — M;.
— If M7 =( then Let (= jand stop. The clusters are M, M5, ..., M.

— else Letj=j+1, j < argmax{.7;}, and go to Clustering step.
ieM¢
J

The above algorithm helps significantly trim the number of potential clusters that can be induced
for collaboration in equilibrium. Accordingly, one must rank all firms with respect to .7;, induce
them one-by-one for collaboration in decreasing order, and identify others prone to collaborate.
Once we identify all the clusters, we can then find the government’s total damage as the summation
of loss due to adversary infiltration Z,, plus that due to congestion Z.. Given inspection capacity r,

the optimal cluster is thus the one that minimizes total cost:
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PROPOSITION 4. Given the inspection capacity r, and the clusters My, M, ..., M. constructed by
Algorithm 1, the optimal cluster .4 can be found by solving the following minimization problem:

M =argmin{ Zyn, + Zoju, }
i=1,....¢

Z5

where Zyy, = [yL — —3—] and j < argmax {7}, and

% ieMg
ZLeim; = trw[ E ;A + g 61)\7] +t7’|: E QN + E /31)\1"%] + rx F (15)
ieM; 1€ MP ieM; S Operational cost of inspection capacity
waiting cost delay cost

Note that Proposition 4 characterizes the optimal cluster of firms to be induced for collaboration
for a given inspection capacity r. Here, an upper bound for the optimal inspection capacity in the
partnership model echoes the optimal inspection capacity in the non-partner benchmark model,
i.e., rV characterized in proposition 1. Since the inspection rate for all firms in the partnership
model is less than that without partnership (a; < ;). We can now find the optimal inspection

capacity in a partnership model:

COROLLARY 2. In the partnership model, the optimal level of inspection capacity is

.....

Before characterizing the value of a security partnership, we next apply our clustering algorithm to

an instance constructed based on container transport data for a number of firms entering the U.S.
6.5. An Illustrative Numerical Example

In this section, we apply Algorithm 1 to the data for the top 10 U.S. importers that transport
via ocean container (The Journal of Commerce 2018) as presented in Table 2. We use the estimates
provided in Martonosi et al. (2007) for the costs of delay «; per TEU-hour. Specifically, we assign $6
per TEU-hour to represent 0.5 percent value per day costs of a $30,000/ TEU shipment, and $60 per
TEU-hour to reflect time-sensitive (perishable) cargo. We use the average abnormal stock returns
as reported in Hendricks and Singhal (2005) to estimate a firm’s loss from adversary infiltration.
Hendricks and Singhal (2005) have shown over three-year time periods the average abnormal stock
returns of firms that experience disruptions to be near -40%. We further assume the same level of
inherent security for all firms equal to z; = $200,000 Vi, which is the amount that Hasbro spent
to become C-TPAT compliant (Rice and Caniato 2003). Using these estimates, we next operated
Algorithm 1 for two values of inspection capacity r, where r is set low (r =1) and high (r =5), to
generate potential clusters. We present results in Table 3 where we identify cluster firms, as well as
which receive security enhancement benefits (denoted in column SB) and/or operational benefits

(denoted in column OB). The following observations emerge:
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Table2 Top 10 US Importers, 2017 (The Journal of Commerce 2018)

. Delay Cost Stock
Firm Category of Import Volume (TEUs) ($/TEU-hour) Price ($)
Wal-Mart Apparel and footwear 874,800 6 99
Target Clothing, health and beauty, electronics 590,300 6 81
Home Depot Home renovation and construction 388,000 0 177
Lowe’s Home improvement and appliance 287,500 0 94
Dole Food Fruit and vegetables 220,200 60 13
Samsung Electronics 184,800 6 2,200
Dollar Tree Housewares, Toys, Food and Snacks 168,400 6 86
LG Group Electronics 161,600 6 70,800
Philips Electronics NA Electronics 142,900 6 38
Chiquita Fresh fruit and vegetables 117,500 60 14

Table 3  Clustering top 10 US importers for different values of inspection capacity
r=1 Cluster 1 Cluster 2 Cluster 3 Cluster 4
Firm SB OB Firm SB OB Firm SB OB Firm SB OB
Walmart* v v+ Walmart v v Walmart v - Walmart v =
Dole Food v v Dole Food v v Dole Food v o= Dole Food VR
Samsung v o= Samsung v o= Samsung v o= Samsung voo-
LG Group v - LG Group VA LG Group VAR LG Group voo-
Chiquita v v Chiquita v v Chiquita Vo= Chiquita v
Target* v+ Target VS Target voo-
Home Depot* v — Home Depot v —
Dollar Tree VR Dollar Tree VR
Philips Vo= Philips voo-
Lowe’s* v o=
r=>5 Cluster 1 Cluster 2 Cluster 3
Firm SB OB Firm SB OB Firm SB OB
Walmart* v - Walmart VR Walmart v -
Home Depot v — Home Depot v — Home Depot v —
Lowe’s v o= Lowe’s v o= Lowe’s VR
Samsung v o= Samsung voo- Samsung Vo=
Dollar Tree VR Dollar Tree VR Dollar Tree VR
LG Group v - LG Group v - LG Group v o -
Target* VS Target v -
Dole Food* v v
Philips v -
Chiquita v v

Notes: In the above table, “SB” and “OB” indicate security enhancement benefit and operational benefit, and whether the firm receives

any benefit “v"” or not “—", respectively. The sign
preference score. The sign

=3; 2=9%200,000; v =0.1; =0.1.

N
Timi i
n

“

+

”

s

in each cluster indicates firm “j

g

in algorithm 1; firm with the highest adversary
indicates firm who would be qualified to ship under inspection-free lane. System parameters:

* Regardless of inspection capacity, the firm joining a security partnership is always entitled to

receive the security benefit (5B). Note that a compliance decision requires the firm to invest f

in its supply chain security. This investment, along with the security enhancement assistance

allocated by the government, plus inspection rate «; make the member’s containerized supply

chain a tough target for adversary infiltration. This aligns with our earlier discussion indicating

that compliance enrollment yields an immediate security benefit for the member firm.
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We note that firms with a high expected security benefit may collaborate even when not
offered operational benefits (Samsung and LG groups with high £;). Beyond the security
benefit offered to every participant, the decision to provide the operational benefit (OB)
may vary depending on: (i) the inspection capacity and (ii) cluster size. Namely, when the
inspection capacity is low, i.e., r =1, (or high, i.e., r =5), the number of participants who enjoy
operational benefit drops (or increases) when clusters grow in size, i.e., from cluster 1 to
cluster 4.

The rationale behind this observation when inspection capacity is low (r = 1) is as follows.
To induce other compliant firms, the state must provide: (i) security benefit by increasing
security assistance resources allocated to members, and/or (ii) operational benefit by reducing
wait time via lower inspection rate. Each member firm receives the security benefit itself, thus
not impacting a non-member firm’s partnership decision. However, a reduced inspection
rate for a member firm curtails wait time ¢, to benefit both members and non-members. This
implies that larger cluster size may favor non-members more, thus making participation less
attractive. Hence, the government may stop offering operational benefit to members in order
to indirectly make the non-compliance decision more costly for non-members. That said, when
the size of the cluster is small, reducing the inspection rate becomes more effective and acts as
a screening tool to differentiate firms especially under a high delay cost. This corresponds to
the last part of Proposition 3 where the potential member demands a reduced inspection rate
(Dole Food and Chiquita in clusters 1 and 2).

e Apart from the case of low inspection capacity (r = 1), the government may fare better offering
the operational benefit (OB) to participants of large clusters (e.g., cluster 3) where inspection
capacity is high (r = 5). Ample capacity makes operational benefit less attractive for firms
since the wait time of containers at the inspection facility, ¢,, is already shortened. Thus, a
limited incentive generated via operational benefit makes it less appealing here for firms to
comply. To boost the attractiveness of partnership, the government strategically increases the
difference in inspection rates for members versus non-members to yield operational benefit
for members. Note the firm’s participation condition in Proposition 2 capping such cost (i.e.,
f)at (B; — o) Ait.k; + 6,L;. This cap is decreasing in r while increasing in 3; — ;. Therefore,
in order to retain the firm’s contribution to security investment (i.e., keeping f as high as
possible when r is high), the government offers a reduced inspection rate to members.

¢ Finally, the government offers inspection-free lane only when inspection capacity is low. Also,
when the inspection-free lane policy is offered, it is offered for the relatively small clusters.
Note that the inspection-free lane policy is an extreme version of operational benefit. Therefore,
it is most effectiveness when there are fewer number of member firms in the cluster and the

inspection capacity is relatively low (i.e., Clusters 1 and 2 with r = 1).
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7. Value of Security Incentives

In §5 and §6, we respectively characterized equilibria both without and with security partnership.
To understand the value of partnership for the government, we need to compare the government’s
total loss under each scenario. We use the superscripts “P” and “N” to define equilibrium outcomes
with and without security partnership, respectively. As discussed in §5, absent security partnership,
there is no opportunity for collaboration as the government thus sets the inspection rate for all
firms to minimize expected loss due to adversary infiltration (indicated by ZN). The government
next finds the optimal inspection facility capacity (indicated by rN) to minimize the total cost of
congestion (indicated by ZY). With security partnership, however, the government can reduce
expected losses from adversary infiltration and congestion to Z; and Z¥, respectively, by inducing
collaboration with an optimal cluster of firms per Proposition 4. The next proposition characterizes

the value of security partnership for the government, member, and non-member firms.

PROPOSITION 5. Let rN denote the optimal inspection capacity without security partnership. Given r”,
let M denote the optimal cluster of firms induced for collaboration in Proposition 4. Then,

— The value of security partnership for government is

— N P N P
Vo= [ZV-ZI] + [Z)-2Z] - > s (16)
e i€ M
AZ.: Congestion term AZy: Security term €
Security enhancement assistance

— Let j <— argmax{.7;}. The value of security partnership for member i € M is

ieM
Bi)\iﬂi(trN —tTP) y(’L:]
Bidiki(t,n —t,p) +0;:L; — if i j, Li > i\ By + (1= Bi)|L
Vin = —— (17)
>0
— The value of security partnership for non-member i € N is
Vn = /Bz)\z/{z (tTN — tTP) (18)

We next discuss how the security partnership yields value for the government and for the firms,
starting with each firm type.

Value of security partnership for member firms: The government can induce collaboration
with firms by offering security (through lowered risk of adversary infiltration) and/or operational
(through lower inspection rate) incentives. The former is always offered to the members (incurring
investment cost f for the firm). However, the latter would be offered only where the security

benefit alone fails to compensate the cost of compliance f for the member firms (refer to Proposition
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3). Now if the firm induced for collaboration is the most preferred target for the adversary (i.e., i = j
in Equation (17)), then the government, depending on delay cost ~; (see proposition 3)), may offer
just security or both security and operational benefits. Irrespective of the benefit composition, the
government always satisfies the participation constraint of member firm j and sets the compliance
cost f equal to the total incentives. Therefore, the value of security partnership for member firm j
is the expected waiting cost difference with versus without the security partnership.

This can be positive or negative since inspection capacity (i.e., r* and ) can differ at optimality.
That said, for the same level of inspection capacity, i.e., " = rN, the value of security partnership is
always positive since some members may ship under lower inspection rates when the security
partnership is implemented, thus curtailing total congestion, i.e., t,» <t,~. For all other firms in
the cluster (i # j), the value of security partnership depends on whether the cost of compliance
f exceeds the security benefit 9,L;. If the cost of compliance is less than the security benefit, then
tirm 7 in the cluster enjoys a positive value of security partnership as long as the positive portion
(i.e., 6,L; — f > 0) is not consumed by the difference in expected waiting cost 5;\;x;(t,.xn —t,p).
Otherwise, where the cost of compliance is not covered by the security benefit, the government
provides just enough operational benefit to make the firm’s participation constraint binding, and
the value of security partnership for the member thus arises from the difference in expected waiting
cost with versus without the security partnership.

Value of security partnership for non-member firms: The value of security partnership for a
non-member is simply the difference in expected waiting cost with versus without the partnership.
Note that the optimal capacity of inspection facility may differ with versus without the partnership;
therefore, the value of security partnership is positive for the non-member firm when r” > 7N,
Otherwise, i.e., ¥ <N, it would be positive only if the reduced inspection rate for members under
the security partnership results in a lower wait time at the inspection facility (i.e., t.r <t,~).

Value of security partnership for the government: Note from equation (16) that the value of
security partnership for the government consists of three terms. The first is the congestion term
capturing its impact on the total congestion cost. Since the optimal number of inspection facilities
with security partnership differs from that without security partnership, the congestion term is not
necessarily positive for the government. That said, for identical inspection capacity (i.e., r* =rV)
we can verify the congestion term to be non-negative, i.e., AZ. > 0. The rationale is as follows.
With the help of security partnership, some cluster firms may receive the operational benefit that
reduces the total expected wait time. Here, the total waiting cost with security partnership is less
than or equal to that in its absence.

The second component is the security term arising from the partnership helping the government

deter adversary infiltration for cluster firms, but at the expense of security enhancement assistance
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(i.e., the third component). Recall that the total security allocated to the members” supply chain
(whichis f + s;), together with the inspection rate («;), suffices to deter adversary infiltration of
member containers. This implies that under security partnership, the government can expect an
adversary attack only for a non-member container that is less likely to occur versus no collaboration.
Therefore, the security term is always non-negative for the government, i.e., AZ, > 0.

To summarize, assessing the value of security partnership for the government requires applying

a holistic approach that weighs the impact of all three terms.
8. Other Cases

8.1. Role of Security Enhancement Assistance

Here, we analyze a partnership model under only operational incentives. In this case, firms can
benefit from shipping under a reduced inspection rate (i.e., ; < /3;) when they become a partner by
complying with security standards outlined in the program. Details of this model can be found in
Appendix ??. This serves as a benchmark to compare with our partnership model presented in §6,
allowing us to generate insights on the value of the government’s offering security enhancement

assistance S. Let superscript “O” denote a partnership model under only operational incentives.

PROPOSITION 6. Let j < arg max {Z;}. Given the inspection capacity r, in equilibrium,
1€
— The government security policy that induces firm j for collaboration requires f© =n;\;L— z;, af =0,

B0 = 108,55
J

Ajtrﬁj :
— If §,L; > f© then firm i opts for collaboration, i.e., i € .#°, and ships under inspection rate o =

[ni\L—z—fO1F
1A (1=v)L

The first part of Proposition 6 characterizes the deterrence condition for the adversary’s most
preferred target j. This implies that the security compliance level f© invested by firm j is enough
to secure its cargo and thus ship via the inspection-free lane (c; = 0). This differs from prior results in
Proposition 3 where the government offers security enhancement assistance. Proposition 3 showed
that the most preferred target j may or may not be qualified for the inspection-free lane depending
on delay cost «; (first part of proposition 3). When delay cost is sufficiently low, in lieu of offering
a reduced inspection rate (i.e., operational incentives), the government uses security enhancement
assistance S to fortify the security of firm j. This readily means that the: (i) operational benefit
for firm j (the adversary’s most preferred target) is higher in the model with only operational
incentives (i.e., a? < «;), and (ii) security compliance level f© here exceeds that in Proposition 6
(e, fO > f).

The second part of proposition 6 characterizes the optimal cluster of firms for whom investing

in security compliance is economically beneficial. Given here inspection capacity r, Proposition 6
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indicates only one cluster of firms, .#©, enrolling to collaborate. This markedly differs from the
partnership model in §6, where, under security enhancement assistance, the government may form
various clusters (see Algorithm 1) to then choose the optimal one per Proposition 4. To summarize,
the availability of security enhancement assistance S helps the state contribute toward a firm’s
total security level (i.e., f 4 s) which, in turn, reduces the firm’s own security contribution (i.e.,
f© > f). This fosters a firm'’s collaboration level, thus luring more firms to collaborate. This also
equips the government more options in offering a tailored mix of operational-security incentives
depending on a firm’s specific parameters. As a result, expected wait time at an inspection facility

may drop (i.e., t¥ <t?) to benefit both members and non-members.
8.2. Cost of failure to the adversary

Customs enforces law by targeting and penalizing adversaries through monetary policies and
legal actions. When the adversary is caught and fails to escape inspection, we here assume it to
incur cost I'. In our baseline model, we excluded I' to simplify exposition and interpretation using
a streamlined number of variables and parameters. In this extension, we investigate the impact of
considering this cost to the adversary on our results and analysis. Given inspection rate 3;, one can

verify that Equation (2) would be written as follows:
j=argmax {P.(4)[[Bry+(1—B)IN[L+T] -1 - 4},
By optimizing the adversary’s payoff function with respect to A;, the adversary’s best response to

the government’s inspection rate is expressed in Lemma 4.

LEMMA 4. Let 3, = % if 2 > y(L+T)mp\i — .l and B; = 1 otherwise. The adversary’s

. br .
best response function A;" is

ﬁ]n["i)‘i[ﬁi7+(1—5i)](L+F)_"iF if B; < B;
Afr:{”i SO 9)

0 if Bi > B;
Lemma 4 indicates that considering the cost of failure in the adversary’s payoff function affects the
inspection rate required to deter its infiltration threat. We can then verify all the theoretical results
with this new characterization of £;.
9. Concluding Remarks

9.1. Summary and Discussion

In view of the burgeoning volume of containerized transport facing imminent risk of infiltration,
port security emerges as the Achilles” heel in many national economies. This paper examines

the value of a public-private partnership in elevating the security of containerized supply chains
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to minimize the risk of adversary infiltration. We have developed a game-theoretical model
featuring three strategic players: government, firms, and adversary. The government first selects
inspection capacity to next offer the firms incentives to form a public-private partnership. Firms
respond to these incentives by determining their levels of collaboration. Finally, the overall level of
collaboration induced by the incentives determines the level of threat from a strategic adversary
that ultimately decides on its attack level.

By comparing equilibrium characterizations with versus without security partnership, we extract
the value of partnership for the state, as well as for members and non-members. In general, security
partnership yields security and operational benefits exerting different cost-benefit implications for
these stakeholders. In terms of security, partnership offers benefits mainly for member firms as it
helps curb the risk of attack from an adversarial infiltrator. On the other hand, security partnership
operationally reduces congestion for the whole inspection facility. This means shorter wait times for
port operations. Although this benefits all firms — members and non-members — our analyses show
the government needing to account for the cost of providing security and operational benefits when
maximizing security partnership value. Specifically, operational benefits merged with security
benefits become more cost-effective for the government when inducing smaller clusters as the
screening power of the former is amplified when used selectively. That said, a smaller cluster size
may degrade the value of security partnership. Indeed, according to a recent article posted on The
Journal of Commerce 2017, firms react to security and operational benefits differently depending
on program size. Therefore, the government must find a way to sustain a large security partnership
such as C-PTAT without incurring excessive costs. Equilibrium characterization under security
partnership enables us to distill the required conditions for exploiting an inspection-free lane where
a member can ship with no inspection. Here, offering the inspection-free lane to a most preferred
firm for the adversary helps the government reduce its total cost of security investment incurred in

all member supply chains.
9.2. Recommendations for Policymakers

Based on our analysis, the following recommendations can be made for policymakers:

Align capacity decision and security programs. The endgame in developing and implementing
security programs is to deter adversaries from abusing the flow of maritime container transport
while ensuring the security, health and safety of people, firms and infrastructures without imposing
a barrier to oceanic trade. However, as our analysis shows, the effectiveness of such programs
deteriorates where inspection capacity is scarce. In other words, if state supervision and inspection
capabilities toward container flow proves lacking, then it becomes impossible to deter adversaries
from infiltration. Hence, it is of utmost importance to align inspection capacity decisions with

security standards and incentives.
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Diligently set the inspection rates for members and non-members. As mentioned earlier,
available inspection capacity plays a salient role in ensuring the effectiveness of security programs.
Still, this is a double-edged sword and must be handled very carefully for the following reasons.
Inadequate capacity harms the effectiveness of security programs, while overcapacity dissuades
firm membership since the availability of ample inspection capacity reduces everyone’s inspection
processing time. Thus, firms may not see operational value in becoming a member by investing to
enhance their security level. Here, Customs must strategically tailor inspection rates for members
and non-members. This becomes especially relevant with modernized inspection tools and the
availability of fast, effective technologies.

When advertising security programs, emphasize the security enhancement benefits. Member-
ship lets firms enjoy security enhancement benefits and (perhaps) operational benefits. Security
enhancement benefits are hidden and intangible while operational benefits are overt for instant
realization by member firms. As our analysis shows, all member firms individually enjoy security
enhancement benefits while operational benefits supplement to incentivize firms where security
enhancement benefits do not suffice to induce collaboration. This could impede inducing firms to
invest in security standards and measures when they may not realize operational benefits at all, or
when these benefits alone may not cover the cost of program compliance. Thus, greater emphasis
should feature security enhancement benefits when communicating to firms the advantage of
complying with security programs.

Make security benefits (partially) tangible by offering security enhancement assistance or
security subsidies. As our results show, deterring adversaries with inspection — even under a 100%
inspection rate — may not suffice. Developing partnership mechanisms may raise effectiveness, but
firms may not readily experience tangible benefits. Governments can address this by offering overt,
tangible benefits such as subsidizing investment cost or offering security assistance to members.
These can better incentivize firms to join these programs. By offering security assistance, part of
the security investment costs is borne by the government, making it more attractive for firms,

particularly ones not highly appreciating the operational benefits.
9.3. Future Research

The model presented in this paper can extend in multiple directions. Since our work assumes
that the adversary is strategic and responds optimally to the government and to firms’ decisions,
such behavior does not represent all adversarial activities in recent history. Indeed, the container
selection criteria of a nonstrategic adversary may be influenced by factors not readily available or
measurable government-wise. Therefore, one possibility could develop a model that considers two

different types of adversary: strategic and nonstrategic. A strategic adversary chooses a container
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by accounting for the total security assigned during the collaboration stage, while a nonstrategic
adversary of preference unknown by the government and firms may select a container irrespective
of its assigned security level. This may result in a model featuring information asymmetry where
the type of adversary (strategic, nonstrategic) goes undetected by government. Another extension
may analyze a model under information asymmetry where the government’s security assistance
level assigned to a member’s supply chain is not observable by the adversary.

Second, for the sake of analytical tractability, we have considered only a single inspection stage.
This might deviate from the inspection process in reality. For example, under C-TPAT membership
compliance, all containers undergo a primary inspection stage demanding non-intrusive inspection
that may include neutron and gamma-ray radiation monitoring. Furthermore, based on the results
of this primary inspection, a fraction of these containers may be tagged for secondary inspection,
corresponding to our single-stage inspection. This second inspection may include tests such as
gamma and x-ray radiography, as well as a comprehensive manual inspection. Although we have
not analyzed a two-stage inspection model, we expect that considering two stages of inspection in
our model may foster collaboration since this may increase wait times at the inspection facility

where firms have more incentives to collaborate in order to benefit from inspection-free shipping.
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