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The rising frequency of supply-chain disruptions—driven by physical shocks and cyber intrusions—underscores the need
for coordinated action between governments and private firms. Firms may underinvest in security because they do not
internalize the broader social losses generated by supply-chain disruptions. Public intervention is complicated, however,
because firms privately know their baseline network security, choose unobservable preventive effort, and are subject to costly
and imperfect verification. We develop a game-theoretic framework to compare three policy approaches: an ex-ante, audit-
based subsidy; an ex-post, inspection-based insurance mechanism; and hybrid mechanisms that combine preventive support
with contingent protection. Insurance performs better in lower-security environments, where incidents under shirking
remain sufficiently likely for claims inspection and denied coverage to provide credible deterrence. Subsidies perform better
in moderate-to-high-security environments, where pre-incident verification remains effective even as disruptions become
less frequent. In regions where both instruments are feasible, we use an efficiency index—prevention per unit of agency
cost—to identify the preferred mechanism. We then analyze two hybrid designs. Under delayed inspection, the government
provides an up-front subsidy but conditions coverage on post-incident verification. Under early audit, the government
verifies compliance before activating both subsidy and coverage. These hybrids can outperform pure mechanisms when
effective verification friction is high or when firms face a large investment-benefit gap. The results provide three policy
implications. First, governments should segment firms by baseline network security rather than apply a uniform program.
Second, improving verification accuracy can be as important as reducing its direct cost. Third, hybrid mechanisms are
most appropriate when their stronger incentives justify the additional administrative and compliance burden of layered
verification.
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1. Introduction
Protecting supply chains is essential to economic stability, industrial productivity, consumer welfare,

and public safety. Disruptions–whether from physical threats such as theft, counterfeiting, smuggling, and
terrorism, or from cyber threats such as data breaches, ransomware, and system failures–can generate financial
losses, production delays, quality failures, and consumer harm. Because modern supply chains are dense,
multi-tier, and increasingly digital, weaknesses at one node can propagate quickly across the network. Ensuring
robust supply-chain security is therefore a shared priority for firms and governments, but designing effective
programs is difficult because investment is costly, verification is imperfect, and meaningful progress requires
coordinated incentives.

Private supply chains face adversary risk in both physical and digital layers. On the physical side, counterfeit
goods routinely enter legitimate channels–for example, U.S. Customs and Border Protection seized counterfeit
Apple watches and wireless headphones worth nearly $400,000 in 2023 (City News Service 2023). On the
digital side, platform-integrated e-commerce supply chains (ESCs) expand market reach and efficiency but
also increase exposure to ransomware, phishing, data exfiltration, and denial-of-service attacks. Incidents such
as the 2013 Target breach, initiated through a third-party vendor, illustrate how a single weak link can trigger
cascading losses across tiers (Jones 2026, Ramakrishnan and Bose 2017). More broadly, vulnerabilities in
supplier systems remain a major concern for retailers and other firms operating in interconnected supply
networks (Forbes Expert Panel 2023).

Physical and digital risks are increasingly intertwined. Even highly digital supply chains depend on
physical logistics, while cyberattacks on digital platforms can disrupt physical flows. The COVID-19 period
underscored these interdependencies: post-pandemic surveys report that roughly 60% of businesses do not
fully understand their exposure to third-party data breaches (PwC 2022). At the same time, traditional
operational responses such as multi-sourcing can widen the cyber attack surface by increasing the number
of points of data exchange. The SolarWinds campaign illustrates the scale of this problem, showing how
vulnerabilities can spread across supply-chain layers and affect thousands of organizations. The upshot is a
joint physical-cyber security problem that calls for coherent incentives across both layers.

Governments have responded to these challenges with policies that differ in how they create deterrence,
screening, and verification costs. Two cases in U.S. policy illustrate these differences well. In the immediate
aftermath of September 11, U.S. Customs and Border Protection could not physically inspect every shipment or
directly monitor security throughout global, privately-owned supply chains, so it introduced the Customs-Trade
Partnership Against Terrorism (C-TPAT) as a risk-based screening-and-delegation mechanism: rather than
waiting for a loss to occur, the program used ex-ante certification to bring a large population of risky supply-
chain partners up to a baseline security level quickly. Around the same time, a different framework emerged
in the form of ex-post, claims-contingent instruments such as the Terrorism Risk Insurance Act (TRIA).
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These two regimes–ex-ante subsidized certification and ex-post claims-contingent insurance–represent
fundamentally different verification gates, which motivates our first question: what factors determine the

relative performance of each mechanism?

The differences between subsidy and insurance mechanisms suggest that baseline risk level and verification
cost jointly shape their deterrence and screening properties, yet it remains unclear how policymakers can
identify the conditions under which each mechanism should be used. Evaluating these instruments requires
explicit attention to verification: audits and inspections are costly and imperfect, and information asymmetry
generates both adverse selection (hidden type–baseline network security) and moral hazard (hidden action–
compliance effort). The literature offers differing perspectives on these issues. In particular, incentive-
based approaches that condition transfers on noisy audits or inspections are often more implementable than
prescriptive mandates in multi-tier, privately owned supply networks, and they align with established theory
and practice in OM and economics (Laffont and Martimort 2009, Nikoofal and Gümüş 2020, Babich and
Tang 2012). Crucially, even though firms choose effort before any incident under both contracts, the channel

through which incentives operate differs: the subsidy’s ex-ante audit provides a direct lever on effort that
does not rely on an incident occurring, whereas insurance’s ex-post inspection is claim-triggered and its
deterrence weakens as incidents become rarer in safer networks. This tension in the literature motivates our
second question: when should a policymaker use an ex-ante audit-based subsidy rather than an ex-post

inspection-based insurance mechanism?

Finally, given that each instrument has distinct advantages, it is natural to ask whether these advantages
can be combined into a single, hybrid policy. This motivates our third question: can hybrid mechanisms that

combine preventive and claims-contingent verification outperform pure subsidy or pure insurance programs?

These questions also speak directly to an active debate in the POM literature on how operations-management
research should address security risks created by increasingly digital, interconnected, and data-intensive
supply chains. Kumar et al. (2018) emphasize that the OM–IS interface is especially important for studying
technology-enabled operations, including smart cities, IoT, Industry 4.0, blockchain, digital platforms, and
other settings in which operational decisions and information systems are deeply intertwined. More recently,
Kumar and Mallipeddi (2022) argue that cybersecurity has become a critical POM research domain and call
for models that help organizations, supply chains, and governments develop robust strategies for reducing
both the likelihood and consequences of cyberattacks. Our paper responds to this call by studying a specific
incentive-design problem that arises when security vulnerabilities are embedded in multi-tier supply networks
and when the government cannot perfectly observe either a firm’s baseline network security or its security
effort.

To address these questions, we develop a game-theoretic model with a firm embedded in a supply network
and a government social planner. The firm privately knows its baseline network security and chooses whether
to undertake costly security compliance; the government designs contracts under noisy, costly verification.
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We analyze the socially optimal benchmark and then characterize equilibrium outcomes under subsidy
and insurance. A central structural finding is that, with asymmetric information and imperfect verification,
both mechanisms generate pooling equilibria rather than full separation. Depending on the environment,
outcomes fall into a high-type pooling window (contracts calibrated to induce higher-security firms) or a
low-type pooling window (contracts calibrated to induce lower-security firms). We then compare instruments
across environments that differ by verification cost, verification accuracy, and baseline security. Where
both instruments are feasible, we use an efficiency index (prevention per unit of agency cost) to identify the
instrument that delivers more protection per dollar.

Three results emerge from our study. The first result explains comparative performance and complementarity.
Insurance performs best when baseline security is low and incidents remain likely if firms shirk: post-incident
inspections occur often enough to make denied coverage a credible threat, and insurance premiums help
screen out mimicking. Subsidies perform best when baseline security is moderate to high and pre-incident
verification is credible: they internalize spillovers before attacks occur with relatively light audits. These
patterns create regional complementarity: where one instrument struggles, the other typically works. The
second result defines the pooling structure and its boundaries. Because adverse selection and moral hazard
interact, the pure mechanisms deliver pooling equilibria; we characterize the high-type and low-type windows
and show how their boundaries shift with the cost and accuracy of verification. The third result evaluates
the value of hybrid contracts. We examine two variants: a delayed-inspection hybrid (subsidy paid up front;
coverage conditioned on a later inspection) and an early-audit hybrid (verify first, then activate subsidy and
coverage). These hybrids can outperform the pure mechanisms because their compliance incentives are more
resilient to verification frictions; in particular, they can dominate subsidies in low-type pooling windows and
outperform insurance when the firm’s investment-benefit gap is sufficiently large.
2. Related Literature

The private sector sits on the front line of homeland security and holds much of the relevant operational
information. Therefore, designing government interventions that induce security investment in private firms
has attracted growing attention. The literature spans two related streams: settings where the private sector
owns physical infrastructure (Nikoofal et al. 2023, Bakshi and Gans 2010, Tang 2006) and settings where it
operates cyber systems (Kumar and Mallipeddi 2022, Luo and Choi 2022).

In the physical-infrastructure stream, work largely studies government resource allocation against terrorism
and natural disasters–often via defender-attacker formulations (Jenkins et al. 2024, Baron et al. 2018, Shan
and Zhuang 2013, Nikoofal and Zhuang 2012, Nikoofal and Gümüs 2015, Nikoofal and Zhuang 2015, Golany
et al. 2009, Zhuang and Bier 2007). A prominent line analyzes containerized supply chains (Nikoofal et al.
2023, Bagchi and Paul 2017, Bakshi and Gans 2010, Bakshi et al. 2011), which mainly develop economic
models to evaluate the effectiveness of reduced port inspections in encouraging security compliance by private
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sector. The cyber-systems stream connects cybersecurity and public contracting, focusing on how policy can
reshape incentives for patching, disclosure, and investment. The vulnerability-discovery literature evaluates
the social value of finding and fixing software flaws (Cheung and Bell 2021, August and Tunca 2011) and
its implications for operations and supply chains (Choi et al. 2022, Olsen and Tomlin 2020, Kumar et al.
2018, Nagurney et al. 2015). Unlike most prior work that centers on vendor-customer or customer-customer
coordination, we take the government’s perspective and ask how a principal can minimize social loss when
firms privately know their baseline network security and effort. Several papers are close in spirit (August and
Tunca 2008, Cavusoglu et al. 2007, August and Tunca 2006, Kannan and Telang 2005). The most related
is Cavusoglu et al. (2008), where a vendor and a firm play a Stackelberg game over patch management;
they show social optimality cannot be decentralized without contracts and that cost-sharing can synchronize
incentives. Luo and Choi (2022) examine when governments should penalize firms to spur e-commerce
cybersecurity investment. Our study differs methodologically and substantively. Prior papers do not analyze
incentive design under information asymmetry faced by the government. In our setting, security investment
stochastically reduces risk, creating an ex-post information problem and requiring incentive-compatible
mechanisms under noisy, costly verification. We develop and compare public economic incentives–subsidy,
insurance, and hybrids–by their effectiveness at promoting socially optimal investment.

This paper also relates to the broader subsidy literature in Operations Management. Subsidies have been
studied in agriculture (Akkaya et al. 2021, Alizamir et al. 2019, Gupta et al. 2017), energy and environmental
policy (Alizamir et al. 2016, Cohen et al. 2016), and consumer welfare (Yu et al. 2018, 2020). Within
operations management, our work connects to methods applied to information systems (Kumar et al. 2018).
To our knowledge, we are among the first to analyze subsidy policy for security investment with hidden type
(baseline security) and hidden action (security compliance effort), under explicit audit noise and cost.

Lastly, we contribute to the business insurance literature. Prior OM studies explore diverse insurance
applications: business interruption and operations (Dong and Tomlin 2012), curbing free riding in multi-firm
settings (Serpa and Krishnan 2016), inspection-insurance interplay under financing constraints (Chen et al.
2022), return-shipping insurance on platforms (Li et al. 2023), and recall insurance to induce supplier quality
(Chen et al. 2026). Our work is closest to policy-oriented models of cyber risk insurance (Mukhopadhyay et al.
2013). For instance, Lakdawalla and Zanjani (2005) highlight government support in terrorism insurance,
Öğüt et al. (2011) analyze correlated risks and unverifiable losses. We extend this stream by jointly modeling
moral hazard and adverse selection from a public-policy perspective: the firm’s compliance is hidden and
its baseline network security is private. Our framework quantifies the value of inspections and enables a
tractable comparison of subsidy, insurance, and hybrid mechanisms.



Nikoofal et al.: Securing Supply Chains: Subsidies, Insurance, and Hybrid Incentives under Costly Verification 6

3. Model Framework
3.1. Firm’s Vulnerability and Security Investment

We model the problem as a strategic interaction between a government (she) and a firm (he), where the
government acts as a social planner. Let γ denote the exogenous probability that the firm’s supply network is
exposed to a vulnerability and attack (August and Tunca 2006). A successful attack depends on two factors:
the security of the firm’s supply network and the firm’s own costly security investment. Following Nagurney
and Shukla (2017), Nagurney and Nagurney (2015), suppose the firm’s supply network contains m suppliers
(including sub-suppliers), where supplier i invests in security if si = 1 and otherwise si = 0, for i = 1, . . . , m.
The average network security level is s̄ =

∑m
i=1 si
m , with 0 ≤ s̄ < 1.

Due to the complexity of global supply chains and limited visibility from a regulatory perspective, the
government faces an inherent adverse selection problem: the firm typically has superior knowledge of its
supply network’s security level compared to the government. To capture adverse selection, we assume the
firm privately knows its network security type s̄θ, where θ ∈ {h, ℓ} and 0 ≤ s̄ℓ < s̄h < 1. Regardless of type, a
θ-type firm can make a binary internal security investment eθ ∈ {0, 1} at cost ψ. This yields internal security
sθ(eθ) = eθρ+ (1 − eθ)φ, where 0 ≤ φ< ρ< 1. Thus, investment raises internal protection by ρ−φ. Since
eθ is unobservable to the government, the model also features moral hazard problem. Integrating these
components, we express the probability of a successful attack penetrating the θ-type firm’s supply chain as
follows:

pθ(eθ) = γ(1 − s̄θ) (1 − sθ(eθ)) , θ ∈ {h, ℓ}. (1)
This multiplicative form shows that vulnerability depends on both network type θ and internal security

effort eθ, as summarized in Table 1. The government holds prior beliefs ζ ≡P{θ = h} and 1 − ζ ≡P{θ = ℓ}.

Table 1 Firm-θ vulnerability as a function of supply network type and level of security investment
Firm’s supply network type
θ = ℓ θ = h

Firm’s eθ = 0 γ(1 − s̄ℓ) (1 −φ) γ(1 − s̄h) (1 −φ)
security investment eθ = 1 γ(1 − s̄ℓ) (1 − ρ) γ(1 − s̄h) (1 − ρ)
Notes. 0 ≤φ< ρ< 1 and 0 ≤ s̄ℓ < s̄h < 1.

3.2. Government’s and Firm’s Loss

A successful supply-chain attack generates losses for both the firm and the government. Because the
government acts as a social planner, it internalizes both the firm’s private losses and broader societal
externalities. For the firm, an attack creates two types of loss. The first is an indirect network-level loss, denoted
by Ln, arising from disruptions at suppliers, logistics providers, or other linked nodes in the supply chain
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(Nagurney and Shukla 2017, Nagurney and Nagurney 2015). The second is a direct operational loss, denoted
by Lf , incurred when the firm itself is compromised. Given a network-level breach, this occurs with conditional
probability 1 − sθ(eθ). Direct losses include production shutdowns, failed deliveries, data breaches, regulatory
penalties, and reputational damage. The firm’s expected loss is therefore γ(1 − s̄θ)[Ln + (1 − sθ(eθ))Lf

].
In addition to the firm’s losses, the government bears a broader societal loss Ls, capturing externalities such

as lost output, shortages, inflation, unemployment, reduced consumer trust, and risks to critical infrastructure.
Incidents such as the Target and Home Depot breaches illustrate how attacks propagated through third-party
relationships can create spillovers beyond the focal firm (Jones 2026, Ramakrishnan and Bose 2017). The
government’s expected loss is thus γ(1 − s̄θ)[Ln + (1 − sθ(eθ))(Lf + Ls)].

For clarity, we list the notation for all parameters and decisions in Table 2.

Table 2 List of Notations

Symbol Definition
Parameters

θ ∈ {h, ℓ} Firm type: high-security (h) or low-security (ℓ) supply network
s̄θ Firm-θ network security level; s̄ℓ < s̄h < 1
ρ Internal protection level when investing in security (0 <φ< ρ< 1)
φ Internal protection level when not investing in security
γ Probability or frequency of a disruptive incident (physical or digital)
ψ Fixed cost incurred by a firm that invests in security
κ Unit cost of conducting an audit or inspection
µ False positive rate: probability of passing audit without investing
λθ Probability that a type-θ firm is audited/inspected
ηθ Probability that a type-θ firm invests in security
ζ Government’s prior belief that a firm is of high-security type (θ = h)

Ln Indirect loss to the firm from network-level ripple effects (e.g., supplier disruptions)
Lf Direct loss to the firm from being directly attacked (e.g., data breach, production halt)
Ls Social loss to the government from a successful attack on the firm (e.g., GDP loss, shortages)

Decisions
eθ ∈ {0, 1} Firm’s decision to invest in internal security (1 = invest, 0 = do not invest)

τθ Subsidy payment transferred to a type-θ firm under the subsidy contract
ωθ Penalty imposed on type-θ firm if caught shirking under audit
πθ Insurance premium paid by type-θ firm under the insurance contract
ϕθ Insurance reimbursement received by firm-θ in case of direct disruption

3.3. Contracts

In the presence of hidden information (adverse selection) and hidden actions (moral hazard), the government
must design incentive-compatible contracts that induce the firm to make socially optimal security investments.
To formalize the contracting environment under asymmetric information, we invoke the extended revelation
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principle (Myerson 1982), which allows us to restrict attention to direct mechanisms without loss of generality.
We model each contract as comprising two components–a fixed transfer and a contingent payment–where the
nature and timing of the contingent payment define two distinct incentive mechanisms: a subsidy contract
(proactive mitigation) and an insurance contract (reactive contingency).
• Subsidy contract: Under this mechanism, the government offers the firm a fixed transfer, denoted by τθ,

which acts as a subsidy provided upon acceptance of the contract. To ensure compliance, the contract
also includes a contingent penalty, denoted by ωθ, imposed on the firm if a costly audit conducted by the
government reveals that the firm has failed to meet the required investment level Eθ. This setup incentivizes
the firm to proactively invest in security before any attack occurs. Thus, the subsidy contract functions as
an ex-ante mitigation tool, where the contingent clause is triggered prior to any realized disruption. For
each firm type θ ∈ {h, ℓ}, the subsidy contract can be represented as: ΩSC = {Eθ, τθ,ωθ}θ=h,ℓ.

• Insurance contract: This mechanism similarly includes a fixed and a contingent component, but with a
key difference in timing. The fixed component is the insurance premium πθ, paid upfront by the firm.
The contingent component is the reimbursement amount ϕθ, which is paid by the government only if a
disruption occurs and an indemnity claim is filed. Importantly, for the firm to qualify for the reimbursement,
a post-incident inspection must verify that the firm had indeed invested at least Eθ in security, as specified
in the contract. The insurance contract therefore functions as an ex-post contingency plan. Unlike the
subsidy contract, where compliance is monitored preemptively, the insurance mechanism provides relief
retroactively and only upon verification. For each firm type θ ∈ {h, ℓ}, the insurance contract is denoted as:
ΩIC
θ = {Eθ,πθ,ϕθ}θ=h,ℓ.

Fig. 1 describes the timing of the events, decisions, and contract terms.

Timing of Events

Under SC, the government 
may audit 𝜃-type firm’s 

security investment. Firm-𝜃 
pays penalty 𝜔!	only if an 

audit is conducted and 
reports 𝑒! ≠ 𝐸!.

Government 
chooses between 
Subsidy Contract 

(SC) and Insurance 
Contract (IC).

The likelihood of 
successful attack 

is realized.

Government’s and firm’s losses 
are realized. Under IC, upon 

receiving a claim from firm-𝜃, 
the government may inspect 

firm’s security investment, and 
covers the amount of 𝜙! only if 

inspection reports 𝑒! = 𝐸!. 

Contracting stage
Security 

Investment stage Disruption stage

Under SC, firm receives 
subsidy payment 𝜏!. Under 
IC the 𝜃-type firm pays the 

insurance premium 𝜋! to the 
government.

Government offers a menu of 
contracts 𝐸!, 𝜏!, 𝜔!  under SC, or 
𝐸!, 𝜋!, 𝜙!  under IC. Firm may accept 
or reject the contract. If rejected, the 

firm outside option is to decide on the 
security investment 𝑒! ∈ 0,1  based 

on his own loss function.

Nature 
reveals firm’s 
type 𝜃 ∈ ℎ, 𝑙  

only to the 
firm.

Firm decides 
whether to invest in 
security framework 

or not; 𝑒! ∈ 0,1 .

Time

Figure 1 Timing of events and decisions
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4. Socially Optimal Solution
We first derive the first-best (socially optimal) security decision in a centralized setting where the govern-

ment, acting as an omniscient social planner, fully internalizes all losses borne by both the firm and society.
This solution serves as a benchmark to evaluate the performance of decentralized incentive mechanisms
(subsidy and insurance contracts).

Let eSO ∈ {0, 1} denote the socially optimal investment decision. The government chooses eSO to minimize
the total expected cost, which comprises (i) the expected loss from a successful supply-chain attack and (ii)
the cost of the security investment:

min
eSO∈{0,1}

γ(1 − s̄θ)[Ln + (1 − sθ(eSO))(Lf + Ls)] + eSOψ (2)
The term γ(1 − s̄θ) is the probability that an attack reaches the focal supply chain. Conditional on that
event, the social planner bears (i) a network-level loss Ln, and (ii) an additional loss Lf + Ls if the firm
itself is compromised with residual probability 1 − sθ(eSO). Investing (setting eSO = 1) improves the firm’s
internal defense from φ to ρ, reducing vulnerability by ρ−φ. Hence, the expected benefit of investing equals
γ(1 − s̄θ)(ρ−φ)(Lf + Ls), while the cost equals ψ. The social planner therefore selects

eSO =
1, if ψ ≤ γ(1 − s̄θ)(ρ−φ)(Lf + Ls),

0, otherwise.
In contrast, under an UNgoverned scenario (denoted by "UN" throughout the paper)–where the firm

unilaterally decides on its security investment to minimize its own expected cost–the firm solves min
eUN∈{0,1}

{γ(1−
s̄θ)[Ln + (1 − sθ(eUN))Lf ] + eUNψ}. Here, the firm considers only its own direct and network-level losses but
ignores the societal loss Ls. Consequently, the firm invests (eUN = 1) if and only if ψ ≤ γ(1 − s̄θ)(ρ−φ)Lf .
Because the firm internalizes only Lf –not the additional societal externality Ls–the ungoverned investment
threshold is strictly lower than the social planner’s whenever Ls > 0. This reveals that the firm systematically
under-invests in security, which we formalize in the following lemma (all proofs are provided in the E-
companion):

LEMMA 1. In the absence of government intervention, the firm may under-invest in security, leaving the

supply chain more vulnerable than in the socially optimal outcome, as shown in Fig. 2.

The key takeaway from Lemma 1 and Figure 2 is that underinvestment can arise even under perfect
information, because the firm internalizes only its private loss Lf , while the government internalizes Lf + Ls.
This formalizes why interconnected security settings warrant policy attention (Kumar and Mallipeddi 2022,
Kumar et al. 2018): even before adverse selection over s̄θ and moral hazard over eθ are introduced, decentralized
investment can fall short of the social optimum whenever the spillover Ls is material. The remainder of
the paper studies how proactive subsidy and reactive insurance mechanisms can restore socially desirable
investment once these frictions are added.
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Figure 2 Social loss due to underinvestment in security under ungoverned setting
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5. Subsidy Contract
In this section, we study the effectiveness of the Subsidy Contract, denoted "SC", in achieving the socially

optimal investment level. The analysis of the subsidy contract involves two stages. In the first stage, the
government offers a menu of contracts that consist of three terms for each type ΩSC

θ = {Eθ, τθ,ωθ}θ=h,ℓ where
Eθ ∈ {0, 1} indicates the required level of security investment by firm-θ. Once the contract is accepted by the
firm, the government transfers the fixed payment τθ to the firm. In the second stage, the firm decides on the
level of security investment eθ ∈ {0, 1} while government decides whether to conduct an audit AS ∈ {0, 1} at
cost of κ. If an audit is conducted, the government imposes a penalty term ωθ if and only if the outcome of
the audit reveals that the firm does not comply with the contracted effort level, i.e., eθ ̸= Eθ. In reality, there is
always a chance that an audit may not accurately reveal a firm’s deviation in exerting effort. Therefore, we
assume that the government receives a noisy signal from the audit. Specifically, if the firm does not exert the
effort, the audit can result in a false positive detection with probability µS, incorrectly concluding that the
firm exerted the effort.

The security investment effort is hidden from the government; therefore, the second stage can be analyzed
as a simultaneous game between the government and the firm. Using backward induction, given the contract
terms, first, we characterize all the possible Nash equilibria of this second stage audit game. Second, we
solve the optimal contract design problem that would induce each equilibrium in the audit game. Finally, by
comparing the government’s expected loss incurred under each contract, we characterize the optimal subsidy
contract.
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5.1. Analysis of the Audit Game

To characterize all pure and mixed Nash Equilibria (NE) of the audit game, we define λθ and ηθ to denote
the probabilities of the government conducting an audit (i.e., audit frequency) and the θ-type firm investing in
security compliance (i.e., compliance rate), respectively. Let Gθ(λθ,ηθ |ΩSC

θ ) and Fθ(λθ,ηθ |ΩSC
θ ) respectively

denote the government’s and firm-θ’s expected cost functions under a given subsidy contract ΩSC
θ . The

strategic form of the audit game when the government wants to induce Eθ = 1 is presented in Table 3, where
the top expression in each cell is the firm’s expected cost, and the bottom expression is the government’s
expected cost.

Table 3 The Firm’s (Top expression) and Government’s (Bottom expression) Expected Cost in the

Subsidy-Audit Game when Eθ = 1
Firm’s Audit decision

decision AS = 1 AS = 0
eθ = 1 −τθ + γ(1 − s̄θ)[Ln + (1 − ρ)Lf ] +ψ −τθ + γ(1 − s̄θ)[Ln + (1 − ρ)Lf ] +ψ

τθ + γ(1 − s̄θ)[Ln + (1 − ρ)(Lf + Ls)] +κ τθ + γ(1 − s̄θ)[Ln + (1 − ρ)(Lf + Ls)]
eθ = 0 −τθ + γ(1 − s̄θ)[Ln + (1 −φ)Lf ] + (1 −µS)ωθ −τθ + γ(1 − s̄θ)[Ln + (1 −φ)Lf ]

τθ + γ(1 − s̄θ)[Ln + (1 −φ)(Lf + Ls)] +κ− (1 −µS)ωθ τθ + γ(1 − s̄θ)[Ln + (1 −φ)(Lf + Ls)]

By multiplying the probability of each outcome, determined by the firm’s effort decision ηθ and the
government’s audit decision λθ, with the corresponding cost entries in Table 3, we obtain:

Gθ (λθ,ηθ | Eθ = 1, τθ,ωθ) = τθ + γ(1 − s̄θ) [Ln + (1 −φ)(Lf + Ls) − ηθ(ρ−φ)(Lf + Ls)]
+λθ [κ− (1 − ηθ)(1 −µS)ωθ] (3)

Fθ (λθ,ηθ | Eθ = 1, τθ,ωθ) = − τθ + γ(1 − s̄θ) [Ln + (1 −φ)Lf
]+λθ(1 −µS)ωθ

+ ηθ [ψ− γ(1 − s̄θ)(ρ−φ)Lf −λθ(1 −µS)ωθ] (4)

The following proposition fully characterizes the solution of the audit game under a specific subsidy contract
ΩSC
θ .
PROPOSITION 1. Given the subsidy contract ΩSC

θ = {Eθ, τθ,ωθ} offered by the government, there exist

three regions under which a unique NE exists and characterized as follows:

– Region I (Full Compliance, No Audit): There exists a pure strategy NE where λθ = 0 and ηθ = 1 if

ψ ≤ γ(1 − s̄θ)(ρ−φ)Lf .

– Region II (Mixed Strategy): There exists a mixed strategy NE, λ∗
θ = ψ−γ(1−s̄θ)(ρ−φ)Lf

(1−µS)ωθ ,η∗
θ = 1 − κ

(1−µS)ωθ
provided that ψ > γ(1 − s̄θ)(ρ−φ)Lf and κ< (1 −µS)ωθ.
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– Region III (No Compliance, No Audit): There exists a pure strategy NE where λθ = 0 and ηθ = 0 if

ψ > γ(1 − s̄θ)(ρ−φ)Lf and κ≥ (1 −µS)ωθ.
Proposition 1 answers a basic implementation question: when can a pre-incident audit and penalty system

induce security compliance? A type-θ firm obtains a private expected benefit γ(1 − s̄θ)(ρ − φ)Lf from
investing. If this exceeds the investment cost ψ, compliance is privately optimal and no audit is needed
(Region I). If the private benefit is insufficient, the government can induce partial compliance only when
audits are sufficiently accurate, not too costly, and paired with a credible penalty (Region II). If audit costs
are too high or penalties are too weak, enforcement loses credibility and the firm does not invest (Region III).

This result connects to OM research on inspection-based incentives and supply-chain security by clarifying
when audit-based prevention is operationally viable. Prior work on supply-chain inspection and security
programs emphasizes that monitoring can discipline hidden actions, but also that inspection is costly and
imperfect (Babich and Tang 2012, Nikoofal and Gümüş 2020). Proposition 1 identifies the exact enforcement
channel in our setting: verification is effective only when it creates a credible expected penalty for noncom-
pliance. That credibility depends jointly on the firm’s investment-benefit gap, audit accuracy, audit cost, and
penalty strength. The mechanism is therefore not simply that more auditing induces more compliance. Audit
frequency increases when compliance is privately less attractive, but falls when audits are more accurate or
penalties are stronger. A useful managerial insight is that a more secure baseline network does not necessarily
make enforcement easier; because higher s̄θ lowers the firm’s private marginal benefit from additional effort,
it may require stronger deterrence. Thus, policymakers should evaluate ex-ante subsidy programs by the
productivity of their audit system—audit accuracy, audit cost, and credible penalty strength—rather than by
transfer size alone.
5.2. The Optimal Subsidy Contract

Given the NE of the audit game, we can now characterize the subsidy contract that minimizes expected
social loss. By the extended revelation principle (Myerson 1982), the government can–without loss of
generality–restrict attention to direct, incentive-compatible contracts. Accordingly, it suffices to offer a menu
of two contracts, one for each firm type: ΩSC

θ = {Eθ, τθ,ωθ}θ∈{h,ℓ}, where Eθ ∈ {0, 1} denotes the required
effort level, τθ is the upfront subsidy payment, and ωθ is the penalty in case of detected noncompliance. We
now formalize the government’s contract design problem.

For the contract to be acceptable, the θ-type firm must prefer participating over rejecting and reverting to
its ungoverned (outside option) scenario. This requires the following individual rationality constraint:

Fθ(ΩSC
θ | λθ,ηθ) ≤ min

eUN
θ

∈{0,1}
{
γ(1 − s̄θ) [Ln + (1 − sθ(eUN

θ ))Lf
]+ eUN

θ ψ
} . (IRθ)

Beyond participation, the contract must also deter misrepresentation. A type-θ firm might attempt to mimic
the opposite type θ̃ ̸= θ by selecting ΩSC

θ̃
. In doing so, it would choose an effort level η̃θ ∈ [0, 1], while the
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government audits with probability λθ̃. To prevent such deviations, the following incentive-compatibility
conditions must hold:

Fθ(ΩSC
θ | λθ,ηθ) ≤ Fθ(ΩSC

θ̃
| λθ̃, η̃θ), θ̃ ̸= θ. (ICθ-1)

where the mimicking effort level satisfies:
η̃θ = arg min

η∈[0,1] Fθ(ΩSC
θ̃

| λθ̃,η). (ICθ-2)
The government’s objective is to minimize expected social loss while ensuring both individual rationality
and incentive compatibility. Formally, the optimization problem is:

GSC = min
Ω∈ΩSC Ǧ(Ω) = ζ · Gh(Ωh | λh,ηh) + (1 − ζ) · Gℓ(Ωℓ | λℓ,ηℓ), (PSC)

s.t. ΩSC = {τθ,ωθ : IRθ, ICθ-1, ICθ-2, ∀θ ∈ {h, ℓ}} .
where Ǧ(Ω) is the government’s loss under contract Ω, and ΩSC is the set of all feasible contract terms that
respect individual rationality and incentive compatibility constraints.

To characterize the optimal subsidy contract, we first solve the government’s contract design problem PSC

for each implementable NE identified in Proposition 1. We then determine, within each region U1, U2, and
U3, the contract that minimizes expected social inefficiency by comparing the total inefficiency associated
with the corresponding implementable NE.

We measure expected social inefficiency as the gap between the expected social loss under the subsidy
regime and the first-best (socially optimal) outcome. For a given firm type θ, this gap has two components.
The first one is prevention shortfall. Relative to the socially optimal solution, the system may remain more
vulnerable under the subsidy contract. Under the social optimum, the government effectively finances
security investment ψ so that the θ-firm exerts effort (eSO

θ = 1). Under the subsidy regime, by contrast, the
firm invests with probability ηθ ≤ 1 at its own cost. Whenever eSO

θ = 1, this generates an expected loss of
(1 −ηθ)γ(1 − s̄θ)(ρ−φ)(Lf + Ls) −ψ. The second component is the resulting agency and administrative costs.
The government’s expected agency cost includes the subsidy transfer and audit expenditures. Specifically,
after disbursing τθ, the government audits with probability λθ at unit cost κ and, if the firm shirks (with
probability 1 − ηθ) and the audit detects it (with probability 1 −µS), imposes the penalty ωθ. Lastly, because
both types may contribute to these inefficiencies, the government aggregates the expected terms using the
a-priori type probabilities ζ (for h) and 1 − ζ (for ℓ). We delegate the algebraic details to the E-companion
and state the resulting optimal subsidy contract in the following proposition.

PROPOSITION 2. The optimal subsidy contract {ωθ, τθ}θ=h,ℓ, government’s audit decision λθ, and firm’s
security compliance decision ηθ are characterized in Table 4. Furthermore, the total inefficiency ISC in each
region can be obtained from equation (5):

ISC = ∑
θ∈{ℓ,h}

ζθ · eSO
θ

[(1 − ηθ)γ(1 − s̄θ)(ρ−φ)(Lf + Ls) −ψ
]

︸ ︷︷ ︸
Expected loss due to

underinvestment in security

+ ∑
θ∈{ℓ,h}

ζθ ·
[

τθ︸︷︷︸
Subsidy

+λθ (κ− (1 − ηθ)(1 −µS)ωθ)︸ ︷︷ ︸
Expected cost of audit

]
︸ ︷︷ ︸

Agency cost

(5)
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Table 4 Optimal subsidy contract and the equilibrium outcomes
Region Optimal contract Audit level Security investment level Information rent Socially optimal solution

UA|S1 , UC|S1 No contract λh = 0, λℓ = 0 ηh = 0,ηℓ = 1 0 eso
h = 1, eso

ℓ = 1
UB|S1 τh = τℓ =ψ− γ(1 − s̄h)(ρ−φ)Lf

ωh = ωℓ =ψ− γ(1 − s̄h)(ρ−φ)Lf
λh = 1, λℓ = 1 ηh = 1 − κ

(1 −µS)(ψ− γ(1 − s̄h)(ρ−φ)Lf )
ηℓ = 1

ψ− γ(1 − s̄h)(ρ−φ)Lf eso
h = 1, eso

ℓ = 1
UB|S2 γ (̄sh − s̄ℓ)(ρ−φ)Lf

UA|S2 , UC|S2 , UE|S2 No contract λh = 0, λℓ = 0 ηh = 0, ηℓ = 0 0 eso
h = 1, eso

ℓ = 1
UB|S3 τh = τℓ =ψ− γ(1 − s̄ℓ)(ρ−φ)Lf

ωh = ωℓ =ψ− γ(1 − s̄ℓ)(ρ−φ)Lf
λh = 0, λℓ = 1 ηh = 0,

ηℓ = 1 − κ

(1 −µS)(ψ− γ(1 − s̄ℓ)(ρ−φ)Lf )
0 eso

h = 0, eso
ℓ = 1

UD|S2 eso
h = 1, eso

ℓ = 1
UA|S3 , UC|S3 No contract λh = 0, λℓ = 0 ηh = 0, ηℓ = 0 0 eso

h = 0, eso
ℓ = 1

Figure (a): All regions Figure (b): Regions of partial underinvestment
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s̄LB
ℓ = s̄LB

h = 1 −
ψ(3Lf +Ls)−

κ(Lf + Ls)
1 −µS

+
√[

ψ(3Lf +Ls)−
κ(Lf + Ls)

1 −µS

]2
−4(2Lf +Ls)Lfψ2

2γ(ρ−φ)(2Lf +Ls)Lf
, s̄UB

ℓ = s̄UB
h = 1 −

ψ(3Lf +Ls)−
κ(Lf + Ls)

1 −µS
−

√[
ψ(3Lf +Ls)−

κ(Lf + Ls)
1 −µS

]2
−4(2Lf +Ls)Lfψ2

2γ(ρ−φ)(2Lf +Ls)Lf
.
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Proposition 2 answers the second research question from the perspective of a preventive policy: when

can an ex-ante audit-based subsidy restore socially desirable security investment, and when does it remain

second-best? The result shows that subsidies are a natural instrument for addressing underinvestment because
they condition support on pre-incident verification of compliance. However, when firms differ in their privately
observed baseline network security and effort is hidden, the subsidy mechanism cannot generally implement
full separation. Comparing the induced investment probabilities ηθ with the socially optimal benchmark eSO

θ

in Table 4 shows that the subsidy contract only partially closes the underinvestment gap, as highlighted by
regions UB|S1 , UB|S2 , UD|S2 , and UB|S3 . This connects to the OM literature on supply-chain security, inspection, and
certification-based programs: ex-ante verification can discipline hidden actions, but it also creates screening
frictions when firms have private information about their underlying risk exposure (Nikoofal and Gümüş
2018). The contribution of Proposition 2 is to characterize exactly how this tension appears in a public
security setting: the government can use subsidies to raise compliance, but asymmetric information forces
pooling windows and, in some regions, information rents.

To see this more clearly, consider region U1, where only the h-type underinvests under the ungoverned
outcome (refer to Lemma 1). Any attempt to offer distinct menus for h- and ℓ-type firms creates a direct
conflict between individual rationality (IR) and incentive compatibility (IC). To induce h-type compliance,
the government must subsidize the full investment-benefit gap, ψ− γ(1 − s̄h)(ρ−φ)Lf , which secures the
h-type’s participation. However, doing so violates the ℓ-type’s IC constraint: since the ℓ-type already invests
under his outside option (i.e., ungoverned solution), she could mimic the h-type’s contract, exert effort as
in her outside option, collect the subsidy, and avoid penalties if audited. Hence, no pair of transfers (τh, τℓ)
and penalties (ωh,ωℓ) can jointly satisfy IR for h-type and IC for ℓ-type. Screening fails, and only a pooling

contract remains feasible—at the cost of paying information rents whenever the non-target type (i.e., ℓ-type)
mimics the intended one (i.e., h-type). Thus, the government adopts a second-best policy: one contract
calibrated to induce compliance in a single type, while both types face the same terms. In general, two
scenarios emerge:
– High-type pooling window (UB|S1 and UB|S2 ): The contract satisfies τh = τℓ = ωh = ωℓ = ψ−γ(1− s̄h)(ρ−φ)Lf ,
exactly bridging the h-type’s investment-benefit gap. The audit game then admits a mixed-strategy equilibrium
in which ηh = min

{
1 − κ

(1−µS)ωh
, 1
}

and λh = min
{
ψ−γ(1−s̄h)(ρ−φ)Lf

(1−µS)ωh
, 1
}

so that the h-type complies with
probability ηh ∈ (0, 1). The ℓ-type, facing identical terms, binds her IR and IC constraints and continues to
invest. The outcome achieves partial compliance for the h-type and full compliance for the ℓ-type, at the cost
of paying information rents to the latter.
– Low-type pooling window (UB|S3 and UD|S2 ): The contract instead targets the ℓ-type’s compliance, setting
τh = τℓ = ωh = ωℓ = ψ − γ(1 − s̄ℓ)(ρ − φ)Lf . The induced equilibrium yields ηℓ = min

{
1 − κ

(1−µS)ωℓ , 1
}

and λℓ = min
{
ψ−γ(1−s̄ℓ)(ρ−φ)Lf

(1−µS)ωℓ , 1
}

while h-type optimally abstains from compliance (ηh = 0). Mimicking
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is unprofitable for h-type, since he would bear the investment cost ψ without offsetting benefit, and thus
no information rent arises. Although formally pooled, the contract is de facto targeted to ℓ-type, ensuring
efficient subsidies without overpayment.

The mechanism behind Proposition 2 is a trade-off between preventive enforcement and screening: a
subsidy raises compliance by pairing an ex-ante audit with a penalty for noncompliance, but the transfer that
closes the target type’s investment-benefit gap can also attract the non-target type and generate information
rents, while audit cost κ and audit noise µS shrink the regions in which subsidies remain credible. C-TPAT
illustrates this logic in practice. As mentioned in Introduction, after September 11, U.S. Customs and Border
Protection could neither inspect every shipment nor observe security throughout privately owned, multi-tier
supply chains, so it conditioned benefits on a documented, pre-incident security review. This is similar to the
subsidy-with-audit structure of Proposition 2, which becomes viable only when the transfer is large enough
to close the investment-benefit gap for targeted firms (Region II of Proposition 1) without paying excessive
rents to already-secure firms. Managerially, subsidy programs should therefore not be designed as uniform
grants: they are most effective when pre-incident audits are credible and firms can be segmented by baseline
network risk, as when a regulator must certify a large, heterogeneous population quickly. When screening
becomes too rent-intensive or audits become too costly/noisy, the policymaker should consider instruments
that rely less on ex-ante effort verification. This motivates the analysis of insurance contracts in the next
section, where we shift the verification gate from pre-incident compliance to post-incident claims inspection.
6. Business Insurance Contract

In this section, we develop and evaluate the effectiveness of a business insurance contract as an alternative
policy instrument for the government. Unlike the subsidy contract, which provides ex-ante support to
encourage preventive security investment, the insurance contract provides ex-post compensation following
a verified disruption. The policy functions as a relief mechanism, allowing firms to offset recovery costs
associated with adverse incidents—such as cyberattacks or supply chain breaches—after they occur.

Let IC indicate the Insurance Contract. Similar to the subsidy contract, the analysis of the regime IC also
involves two stages. In the first stage, the government designs a menu of contracts ΩIC

θ = {Eθ,πθ,ϕθ}θ=h,ℓ,
where Eθ ∈ {0, 1} denotes the required level of security investment for a type-θ firm, πθ is the insurance

premium paid upfront by the firm, and ϕθ is the reimbursement amount paid to the firm if a disruption
occurs and a valid indemnity claim is filed. As in the subsidy contract, the payment of the reimbursement
is conditional on a government inspection. Specifically, the government reimburses the firm only if her
post-incident inspection AI ∈ {0, 1} verifies that the firm complied with the contracted effort level eθ = Eθ.
Finally, the inspection is assumed to be costly, incurring a fixed cost κ, and is imperfect: with probability µI,
the audit yields a false positive, incorrectly concluding that the firm invested when it did not.
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6.1. Analysis of Post-Incident Inspection Game

We begin by analyzing the final stage of the insurance contract, namely the post-incident inspection game,
under a given insurance contract ΩIC

θ . Unlike the subsidy contract, where the audit game is played before the
disruption (ex-ante), the inspection game under the insurance regime takes place after the disruption occurs
(ex-post), when the firm submits a claim. As a result, the firm decides whether to invest in security compliance
before knowing whether a disruption will occur, and thus evaluates its strategy based on expected costs. In
contrast, the government chooses whether to inspect after a disruption, and thus conditions its decision on
the realization of an incident. Table 5 presents the strategic form of the inspection game. In each cell, the top
expression denotes the firm’s expected cost (with expectation taken over the uncertainty of disruption), and
the bottom expression denotes the government’s realized cost of inspection after a disruption has occurred.

To characterize all equilibria of the inspection game, we define λθ and ηθ to denote the probabilities of
the government conducting a post-incident inspection and the type-θ firm investing in security compliance,
respectively. By weighting the outcomes in Table 5 by these probabilities, we derive the firm’s ex-ante
expected cost and the government’s ex-post expected cost under contract ΩIC

θ = {Eθ = 1,πθ,ϕθ} as follows:

Gθ(λθ,ηθ | Eθ = 1,πθ,ϕθ) = −πθ + Ln + Lf + Ls +ϕθ +λθ [κ− (1 − ηθ)(1 −µI)ϕθ] (6)
Fθ(λθ,ηθ | Eθ = 1,πθ,ϕθ) = πθ + γ(1 − s̄θ) [Ln + (1 −φ)(Lf −ϕθ)]+λθ · γ(1 − s̄θ)(1 −φ)(1 −µI)ϕθ

+ ηθ ·
[
ψ− γ(1 − s̄θ)(ρ−φ)(Lf −ϕθ) −λθ · γ(1 − s̄θ)(1 −φ)(1 −µI)ϕθ] (7)

The following proposition 3 characterizes the equilibria of inspection game for all possible insurance
contracts:

PROPOSITION 3. Given the insurance contract ΩIC
θ offered by the government, there exist three regions

under which a unique NE arises in the inspection game:

– Region I (Full Compliance, No Inspection): There exists a pure strategy NE where λθ = 0 and ηθ = 1 if

ψ ≤ γ(1 − s̄θ)(ρ−φ)(Lf −ϕθ).
– Region II (Mixed Strategy): There exists a mixed strategy NE where λθ = ψ−γ(1−s̄θ)(ρ−φ)(Lf −ϕθ)

γ(1−s̄θ)(1−φ)(1−µI)ϕθ , ηθ =
1 − κ

(1−µI)ϕθ provided that κ< (1 −µI)ϕθ, and ψ > γ(1 − s̄θ)(ρ−φ)(Lf −ϕθ).

Table 5 Firm’s (Top) and Government’s (Bottom) Costs in the Post-Incident Inspection Game when Eθ = 1
Firm’s Effort Inspection Decision AI

AI = 1 AI = 0
eθ = 1 πθ + γ(1 − s̄θ) [Ln + (1 − ρ)(Lf −ϕθ)]+ψ πθ + γ(1 − s̄θ) [Ln + (1 − ρ)(Lf −ϕθ)]+ψ

−πθ + Ln + Lf + Ls +κ+ϕθ −πθ + Ln + Lf + Ls +ϕθ

eθ = 0 πθ + γ(1 − s̄θ) [Ln + (1 −φ)(Lf −µIϕθ)] πθ + γ(1 − s̄θ) [Ln + (1 −φ)(Lf −ϕθ)]
−πθ + Ln + Lf + Ls +κ+µIϕθ −πθ + Ln + Lf + Ls +ϕθ
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– Region III (No Compliance, No Inspection): There exists a pure strategy NE where λθ = 0 and ηθ = 0 if

κ≥ (1 −µI)ϕθ, and ψ > γ(1 − s̄θ)(ρ−φ)(Lf −ϕθ)

Similar to the audit sub-game analyzed under the SC contract, the government can influence the firm’s
return on investment in security through the design of the insurance contract (IC). Specifically, the coverage
amount ϕθ plays a pivotal role in shaping the firm’s incentive to comply (see Figure 3). On one hand, because
the firm decides whether to invest in security before any disruption occurs—knowing that reimbursement
is conditional on compliance verified post-incident—the government can enhance the firm’s incentive to
invest by increasing ϕθ. A higher reimbursement amplifies the benefit of complying, thereby expanding
Region II and reducing the set of parameters under which the firm shirks. In effect, this pushes the boundary
of Region III (no compliance, no inspection) to the right, making noncompliance less prevalent. On the
other hand, a larger ϕθ also increases the attractiveness of shirking. Due to the imperfection in post-incident
inspection—captured by the false positive rate µI—a firm may still receive compensation even if it fails to
comply. This moral hazard effect weakens deterrence and incentivizes noncompliance, thereby expanding
Region III downward, especially in settings where inspection is costly or infrequent. As we will show in the
next subsection, these competing forces—the incentive effect and the moral hazard distortion—play a critical
role in determining the structure of the optimal insurance contract.

Figure 3 The inspection sub-game Nash equilibrium

𝜅C
os

t o
f s

ec
ur

ity
 in

ve
st

m
en

t

Cost of inspection

Region III: Pure strategy
Government does not 

inspect, and the firm does 
not invest in security; 

𝜆!, 𝜂! = 0,0

Region I: Pure strategy
Government does not inspect, but firm 

invests in security; 𝜆!, 𝜂! = 0,1

1 − 𝜇! 𝜙"

𝛾 1 − 𝑠̅" 𝜌 − 𝜑 𝐿# − 𝜙"

Region II: Mixed strategy 
Government inspects with 
probability 𝜆! ∈ 0,1 , and 

firm invests in security with 
probability 𝜂! ∈ 0,1

𝜓

6.2. The Optimal Insurance Contract

Similar to our approach in §5.2, and based on the equilibrium characterization in Proposition 3, the optimal
insurance contract can be derived by formulating an optimization problem subject to individual rationality
and incentive compatibility constraints of both types. To avoid repetition, we omit the full derivation of these
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constraints and refer the reader to the E-companion for details. The government’s optimization problem under
the insurance regime can be expressed as follows:

GIC = min
Ω∈ΩIC Ǧ(Ω), (P IC)

Ǧ(Ω) = ζ · Gh(Ωh | λh,ηh) + (1 − ζ) · Gℓ(Ωℓ | λℓ,ηℓ)
ΩIC = {πθ,ϕθ : IRθ, ICθ-1, ICθ-2, ∀θ ∈ {h, ℓ}}

where Ǧ(Ω) is the government’s loss under contract Ω, and ΩIC is the set of all feasible contract terms that
respect individual rationality and incentive compatibility constraints.

As with the subsidy contract, the total inefficiency under insurance consists of two main components. The
first term captures the expected loss resulting from firm-θ’s deviation from the socially optimal investment.
Under the social optimum, the government would pay ψ to induce full compliance (eSO

θ = 1). Under the
insurance mechanism, however, the firm invests with probability ηθ, leading to a residual vulnerability gap.
This inefficiency is weighted by the spillover-adjusted loss γ(1 − s̄θ)(ρ−φ)(Lf + Ls) and scaled by the type
probability ζθ. The second component is the agency cost, which reflects the expected administrative burden of
operating the insurance mechanism. It consists of three parts. First, the premium πθ is collected upfront by the
government. Second, the expected coverage payout ϕθ is paid in the event of a successful disruption-occurring
with probability γ(1 − s̄θ)(1 − sθ(eθ)). Finally, the expected inspection term accounts for both the direct cost
of claims verification and the reimbursement savings generated by detecting noncompliance. Conditional on
a disruption, the government inspects with probability λθ, so the expected direct inspection expenditure is
λθγ(1 − s̄θ)(1 − sθ(eθ))κ. Inspection can also prevent an otherwise payable reimbursement when the firm has
shirked. This occurs when the firm is noncompliant, with probability 1−ηθ, a disruption occurs under shirking,
with probability γ(1 − s̄θ)(1 −φ), and the inspection correctly detects noncompliance, with probability 1 −µI.
The corresponding expected reimbursement saving is therefore λθ(1 − ηθ)γ(1 − s̄θ)(1 −φ)(1 −µI)ϕθ, which
enters the agency cost with a negative sign. The following proposition formally characterizes the optimal
insurance contract.

PROPOSITION 4. The optimal insurance contract {πθ,ϕθ}θ=h,ℓ, the government’s inspection decision λθ,
and the firm’s security investment decision ηθ are characterized in Table 6. Furthermore, the total inefficiency
incurred under the optimal insurance mechanism is given by:

IIC = ∑
θ∈{h,ℓ}

ζθ · eSO
θ

[(1 − ηθ)γ(1 − s̄θ)(ρ−φ)(Lf + Ls) −ψ
]

︸ ︷︷ ︸
Expected loss due to

underinvestment in security

+ ∑
θ∈{h,ℓ}

ζθ ·

 −πθ︸︷︷︸
Premium

+γ(1 − s̄θ)(1 − sθ(eθ)) ·ϕθ︸ ︷︷ ︸
Expected coverage

+λθ · (γ(1 − s̄θ)(1 − sθ(eθ)) ·κ− (1 − ηθ) · γ(1 − s̄θ)(1 −φ)(1 −µI)ϕθ)︸ ︷︷ ︸
Expected cost of inspection


︸ ︷︷ ︸

Agency cost
(8)



Table 6 Contract terms and equilibrium decisions under P IC contract

Region Optimal Contract Inspection Level Security Investment Information Rent Socially Optimal
UB|I1 No contract λh = 0, λℓ = 0 ηh = 0,ηℓ = 1 – eso

h = 1, eso
ℓ = 1

UA|I1 πh = πℓ = γ(1 − s̄h)(1 −φ)Lf −ψ

ϕh = ϕℓ = Lf

λh = ψ
γ(1−s̄h)(1−φ)(1−µI)Lf

λℓ = ψ
γ(1−s̄h)(1−φ)(1−µI)Lf

ηh = 1 − κ

(1 −µI)Lf
ηℓ = 1

IRℓ =ψ− γ
(

(1 − s̄h)(1 −φ) − (1 − s̄ℓ)(1 − ρ)
)

Lf eso
h = 1, eso

ℓ = 1
UA|I2 IRℓ = γ (̄sh − s̄ℓ)(1 −φ)Lf

UC|I2 No contract λh = 0, λℓ = 0 ηh = 0, ηℓ = 0 – eso
h = 1, eso

ℓ = 1
UA|I3 πh = πℓ = γ(1 − s̄ℓ)(1 −φ)Lf −ψ

ϕh = ϕℓ = Lf

λh = 0
λℓ = ψ

γ(1 − s̄ℓ)(1 −φ)(1 −µI)Lf

ηh = 0,
ηℓ = 1 − κ

(1 −µI)Lf

– eso
h = 0, eso

ℓ = 1
UB|I2 eso

h = 1, eso
ℓ = 1

UB|I3 No contract λh = 0, λℓ = 0 ηh = 0, ηℓ = 0 – eso
h = 0, eso

ℓ = 1
Figure (a): All regions Figure (b): Regions of partial underinvestment
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From Table 6, one can verify that the insurance contract also fails to fully rectify the underinvestment
problem. The culprit is again information asymmetry, although it operates differently here than under the
subsidy mechanism. Therefore, pooling persists for the same structural reason as in subsidies: simultaneous
IC of ℓ-type and IR of h-type cannot be satisfied under joint adverse selection and moral hazard, so the
government targets one type and accepts residual rents.

Consider region U1, where, under the ungoverned outcome, the h-type underinvests while the ℓ-type invests
(see Lemma 1). To induce h-type compliance, the government (i.e., insurer) must fully guarantee the direct
loss from an attack, i.e., set coverage ϕh = Lf . To preserve h-type incentives to comply, the premium is set
equal to the risk-investment gap when shirking: πh = γ(1 − s̄h)(1 −φ)Lf −ψ. This yields a mixed-strategy
equilibrium in the h-type pooling window. Moreover, unlike the subsidy contract–where the ℓ-type can mimic
to collect a lump-sum transfer–under insurance the ℓ-type chooses between remaining at the outside option
(so the ungoverned outcome prevails) or mimicking the h-type by purchasing insurance at cost πh in exchange
for coverage ϕh if attacked. Depending on the ℓ-type’s ungoverned decision–eUN

ℓ = 1 in region U1 and eUN
ℓ = 0

in region U2–the information rent collected by the ℓ-type is

IRIC
ℓ = − πh︸︷︷︸

Payable
premium

+ γ(1 − s̄ℓ)(1 − sℓ(eUN
ℓ ))ϕh︸ ︷︷ ︸

ℓ-type expected coverage
under h-type contract

− (ηℓ − eUN
ℓ )ψ︸ ︷︷ ︸

Compliance cost
deviation

. (9)

Expression (9) captures the ℓ-type’s mimicking behavior in the h-type pooling window: region UA|I1 , where
there is no compliance-cost deviation relative to the ungoverned solution (ηℓ = eUN

ℓ = 1), and region UA|I2 ,
where the ℓ-type complies under the deviated insurance contract (ηℓ = 1) but would not comply under the
ungoverned outcome (eUN

ℓ = 0). In the former, information rent equals expected coverage minus premium; in
the latter, the incremental rent reflects the additional expected coverage upon attack, scaled by the network
security differential s̄h − s̄ℓ. If the government instead targets the ℓ-type (region U3), mimicking is unprofitable
for the h-type, so no information rent arises. Although formally pooled, the contract is effectively targeted to
the ℓ-type.

Finally, the mixed equilibria in the h-type pooling window (region U1) and the ℓ-type pooling window
(region U3) provide the only second-best instruments to partially address underinvestment in region U2 (where
both types comply under the social optimum). The rent-efficiency trade-off expands these windows into UA|I2
and UB|I2 , respectively.

The managerial implication of Proposition 4 is that insurance is not a universal security policy: because
reimbursement triggers only after a realized disruption, it is most effective in lower-security or higher-exposure
segments, where denied coverage remains a credible deterrent, and loses force once baseline security is
high enough that disruptions become too infrequent for post-incident inspection to matter. This connects to
the OM literature showing insurance can shape behavior rather than merely compensate losses (Dong and
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Tomlin 2012, Serpa and Krishnan 2016, Chen et al. 2022); Proposition 4 extends this stream by showing that,
with hidden type and hidden effort, insurance also creates pooling windows and type-dependent screening
distortions, so its value depends on inspection accuracy and claims-verification credibility, not just coverage
generosity. The development of TRIA program illustrates this ex-post logic. Namely, after private terrorism
coverage was withdrawn following September 11, TRIA restored it through a public-private backstop that
pays out only once an event is certified as terrorism, the insurer’s deductible is exhausted, and aggregate
losses cross the Program Trigger. Even though claims processing is delegated to private insurers in TRIA
program, the government still retains the certification and trigger-determination role, which reflects the social
planner’s verification role in our model.
7. Ex-Ante Audits or Ex-Post Inspections? A Comparison of Subsidy and

Insurance
Sections 5 and 6 characterized the optimal subsidy and insurance contracts, respectively. Each mechanism

creates two pooling windows–an h-type window and an ℓ-type window–that partially correct underinvestment
by the firm compared to the socially optimal solution. In this section, we aim to address two questions: which
mechanism spans the wider window for a given type, and, where windows overlap, which mechanism induces
a higher security investment (compliance probability ηθ). The first question speaks to complementarity
across regions; can insurance help where subsidy fails, and vice versa? The second question indicates which
instrument to implement when both are feasible.

Subsidy is a mitigation instrument: it ties incentives to pre-incident audits and aims to internalize the
externality ex ante. In our pooling designs, the subsidy and penalty scale with the investment-benefit gap;
∆θ ≡ ψ−γ(1 − s̄θ)(ρ−φ)Lf , which is the shortfall in the private benefit from compliance. Note ∂∆θ/∂s̄θ > 0:
as the type-θ firm’s supply network becomes more secure (larger s̄θ), the firm’s private incident risk falls
and a larger inducement is required. That larger ∆θ has two effects: (i) it increases audit leverage–because
penalties ωθ scale with ∆θ, boosting ηθ for given κ and µS–and (ii) it raises information rents under pooling.
When audits are accurate and not too costly, the leverage effect dominates, which is why the subsidy windows
expand in the upper-right portions (high network security, s̄θ ≈ s̄SO

θ ) of the left-hand panel of Table 4.
By contrast, insurance is a contingency instrument: it ties incentives to post-incident inspections and

enforces effort through claim–contingent verification. Its bite depends on the shirking incident probability,
p0
θ = γ(1− s̄θ)(1−φ). As s̄θ rises, p0

θ falls, reducing both the frequency and the deterrence value of inspections–
even when inspections are accurate and premiums are risk-priced. This is why the insurance pooling windows
in the left-hand panel of Table 6 are typically wider in neighborhoods closer to s̄UN

θ and contract as one moves
toward s̄SO

θ .
Comparing Tables 4 and 6 makes the regional complementarity of the two mechanisms explicit. Where

subsidy fails–e.g., UA|S1 , UA|S2 and UC|S2 , UA|S3 –the corresponding insurance regions UA|I1 , UA|I2 and UB|I2 , UA|I3
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induce (partial) compliance: weak surrounding networks make pre-incident screening rent-intensive, but
post-incident inspection remains enforceable because p0

θ is sizable. Conversely, near s̄SO
θ the subsidy windows

expand while insurance feasibility tightens: prevention can be induced with lighter audits despite a larger
∆θ, and the subsidy better internalizes the spillover Ls before incidents occur. In short, closer to s̄UN

θ the
insurance windows tend to be wider, whereas closer to s̄SO

θ the subsidy windows dominate—so the contracts
are complements across regions of (̄sh, s̄ℓ).

In parts of the (̄sh, s̄ℓ) space where the subsidy and insurance pooling windows both apply, the choice of
instrument should be guided by which one delivers more prevention per unit of agency cost. Formally, for a
firm of type θ ∈ {h, ℓ}, define the incremental Prevention Benefit (PB)–i.e., the expected reduction in social
loss relative to the ungoverned outcome–as

PBi
θ = γ(1 − s̄θ)(ρ−φ)(Lf + Ls) (ηi

θ − eUN
θ )+, i ∈ {SC, IC},

where γ(1 − s̄θ)(ρ− φ) is the network-scaled drop in incident probability when moving from shirking to
compliance, Lf + Ls internalizes the network externality, and (ηθ − eUN

θ )+ is the induced increase in compliance
probability compared to the outside option (i.e., ungoverned solution). Moreover, for the subsidy the Agency
Cost, consistent with Eq. (5), is

ACSC
θ = τθ︸︷︷︸

Subsidy
+λθ (κ− (1 − ηθ)(1 −µS)ωθ)︸ ︷︷ ︸

Expected cost of audit
, (10)

and for insurance contract, consistent with Eq. (8), the Agency Cost is

ACIC
θ = −πθ︸︷︷︸

Premium
+γ(1 − s̄θ)(1 − sθ(eθ)) ·ϕθ︸ ︷︷ ︸

Expected coverage
+λθ · (γ(1 − s̄θ)(1 − sθ(eθ)) ·κ− (1 − ηθ) · γ(1 − s̄θ)(1 −φ)(1 −µI)ϕθ)︸ ︷︷ ︸

Expected cost of inspection (11)
We define efficiency index as prevention per unit of agency cost:

E i
θ = PBi

θ

ACi
θ

, i ∈ {SC, IC}, (12)

which provides a direct, parameterized comparison: choose the instrument with the larger E at the overlap
point. The following proposition formalizes the comparison:

PROPOSITION 5. There exists a threshold ¯̄sθ such that:

– For all s̄θ ≥ ¯̄sθ, subsidy mechanism efficiency dominates the insurance mechanism efficiency; E SC
θ ≥ E IC

θ ,

– For all s̄θ ≤ ¯̄sθ, insurance mechanism efficiency dominates the subsidy mechanism efficiency E IC
θ ≥ E SC

θ .

Proposition 5 provides a simple rule for choosing between the two mechanisms when both are feasible.
Insurance is more efficient for firms with relatively low baseline network security. In this case, disruptions
under shirking remain sufficiently likely that post-incident inspection and the possibility of denied coverage
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provide credible discipline. As baseline network security improves, however, claims become less frequent
and the insurance mechanism loses leverage. The subsidy mechanism then becomes more efficient because
its pre-incident audit does not depend on a disruption occurring.

The policy implication is to avoid a uniform incentive program. Insurance is better suited to higher-risk
firms for which claims-based verification remains meaningful, whereas subsidies are better suited to safer firms
whose preventive investment can be verified before an incident. This extends the OM literature from studying
the operational effects of subsidy and insurance (Nikoofal and Gümüş 2018) separately to a cross-instrument

selection rule under both hidden baseline security and hidden effort.
7.1. Equal-Error Comparison: Asymmetric Impact of Verification Noise

In this section, we isolate the impact of timing of incentives from verification accuracy. We therefore set
the pre-incident audit error and the post-incident inspection error to be equal, i.e., µS = µI = µ∈ [0, 1). In the
mixed pooling window–corresponding to Region II where the government randomizes verifications (audit
under subsidy and inspection under insurance) and the firm mixes on effort–the equilibrium compliance
probabilities are ηSC

θ = 1− κ
(1−µ)ωθ (where ωθ = ψ−γ

(1− s̄θ
)(ρ−φ)Lf ) and ηIC

θ = 1− κ
(1−µ)ϕθ (where ϕθ = Lf ),

with interiority conditions κ< (1 −µ)ωθ (under subsidy in Proposition 1) and κ< (1 −µ)ϕ (under insurance
in Proposition 3). The main takeaways are as follows. First, subsidy is type-sensitive because its deterrence
lever ωθ depends on baseline network security s̄θ. By differentiating compliance probabilities with respect
to s̄θ, we have ∂ηSC

θ
∂ s̄θ

= κγ(ρ−φ) Lf
(1−µ)ω 2

θ

> 0 and ∂ηIC
θ

∂ s̄θ
= 0. Thus for s̄h > s̄ℓ we obtain ηSC

h > ηSC
ℓ but ηIC

h = ηIC
ℓ . This

means insurance standardizes compliance across types (claim-triggered lever capped at Lf ), whereas subsidy
customizes deterrence via the investment-benefit gap ωθ. Second, raising µ reduces compliance in both
mechanisms, but not equally. We have ∂ηSC

θ
∂µ

= − κ
(1−µ)2ωθ < 0 and ∂ηIC

θ
∂µ

= − κ
(1−µ)2 ϕ < 0. The noise-sensitivity

ratio is ∣∣∂ηSC
θ /∂µ∣∣∣∣∂ηIC
θ /∂µ∣∣ = ϕ

ωθ
.

When the investment-benefit gap is large (high ψ and/or higher s̄θ raising ωθ), subsidy is less fragile to noise
than insurance. When the gap is small (unsafe networks or low ψ), insurance can be less fragile than subsidy
because its lever is comparatively stronger. Third, one can verify which contract delivers higher compliance
in the pooling windows. From compliance probabilities, we have:

ηSC
θ ≥ ηIC

θ ⇐⇒ ωθ ≥ ϕ ⇐⇒ ψ ≥ Lf

[
1 + γ(1 − s̄θ

)(ρ−φ)
]
.

The condition is easier to satisfy for higher-security firms and when security investment is more costly, favoring
subsidy. Insurance is comparatively more effective for lower-security firms when the subsidy deterrence
lever is weaker. Thus, equal verification errors do not equalize the mechanisms: verification timing continues
to determine how compliance responds to firm type, investment incentives, and noise. This asymmetry
helps explain the regional complementarity between subsidy and insurance and the potential value of hybrid
mechanisms.
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8. Hybrid Mechanisms
Pure subsidy and pure insurance each rely on a single verification gate. The subsidy mechanism verifies

compliance before any disruption occurs, whereas the insurance mechanism verifies compliance only after

a realized loss. In practice, however, relying on a single gate may be too restrictive. A purely preventive
mechanism may become costly when ex-ante audits are expensive or when screening firms with different
baseline network security creates substantial information rents. A purely contingency-based mechanism,
by contrast, may provide too little deterrence when incidents are rare or when ex-post verification is too
weak to induce preventive effort. These considerations motivate hybrid mechanisms that combine an ex-ante
inducement to invest with an additional verification gate that conditions downstream protection on verified
compliance. Such layered designs are also plausible in practice. A policymaker may provide up-front support
to encourage preventive investment while reserving the right to condition reimbursement or coverage on
a later claims review. Alternatively, the policymaker may certify firms before any disruption occurs and
activate both support and protection only for firms that pass the compliance screen. In both cases, the hybrid
is useful when a single verification gate is too fragile: the ex-ante component raises the firm’s private return
to effort, while the additional verification gate helps control rents, economize on verification, or preserve
deterrence after uncertainty is resolved.

To capture both the cost and accuracy of verification, define the effective verification friction associated
with verification technology j ∈ {S, I} as χj ≡ κ

1 −µj
, where χS corresponds to an ex-ante audit and χI to an

ex-post inspection. A larger χj reflects either a higher direct verification cost or a less accurate verification
process. This composite measure is useful because the compliance levels and comparative-performance
conditions derived below depend on verification cost and accuracy through this ratio.
8.1. Hybrid Mechanism with Delayed Inspection

We first consider a delayed-inspection hybrid in which the government pays the subsidy τθ up front and
conducts inspection only after a realized attack. Insurance coverage ϕθ is then paid only if the firm is found
compliant. This design is natural when the policymaker wants to stimulate investment immediately but
postpone verification until an incident occurs. Relative to a pure subsidy, the mechanism economizes on
routine monitoring; relative to pure insurance, it gives the firm an ex-ante reason to invest before a loss is
realized.

PROPOSITION 6. The optimal delayed-inspection hybrid contract results in the following compliance

probabilities:

– In the h-type pooling window, we have ηDH
ℓ = 1, and ηDH

h = 1 −
√

χI (1−ρ)
γ(1−s̄h)(1−φ)(ρ−φ)(Lf +Ls) ,

– In the ℓ-type pooling window, we have ηDH
h = 0, and ηDH

ℓ = 1 − χI (1−ρ)
(1−φ)

[
ψ−γ(1−s̄ℓ)(ρ−φ)Lf

] .
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Table 7 When the Delayed-Inspection Hybrid Contract Beats Pure Subsidy and Pure Insurance
Firm’s type Hybrid outperforms subsidy Hybrid outperforms insurance
θ = h χI ≥

(1 − ρ)[ψ− γ(1 − s̄h)(ρ−φ)Lf
]2

γ(1 − s̄h)(1 −φ)(ρ−φ)(Lf + Ls) χI ≥
(1 − ρ)L2

f
γ(1 − s̄h)(1 −φ)(ρ−φ)(Lf + Ls)

θ = ℓ ρ≥φ ψ≥ γ(1 − s̄ℓ)(ρ−φ)Lf + 1 − ρ

1 −φ
Lf

Moreover, Table 7 summarizes the parameter conditions under which the delayed-inspection hybrid strictly

induces higher compliance than either the pure subsidy or the pure insurance mechanism.

The delayed-inspection hybrid is especially valuable when effective verification friction is high. The
up-front subsidy raises the firm’s private return to preventive effort, while the ex-post inspection preserves
discipline by withholding coverage from shirkers when verification succeeds. In the h-type pooling window,
compliance under the hybrid declines with χI at a square-root rate, whereas compliance under the pure
mechanisms is more sensitive to verification friction. The hybrid can therefore dominate when inspection is
sufficiently costly or inaccurate. In the ℓ-type pooling window, the hybrid dominates pure subsidy because
shirking firms face both greater residual vulnerability and the possibility of losing coverage. It can also
dominate pure insurance when the firm’s investment-benefit gap is sufficiently large.

The managerial implication is that a delayed-inspection hybrid is attractive when policymakers want to
encourage preventive investment without relying on frequent pre-incident audits. It is particularly useful when
routine verification has high effective friction, but credible post-incident claims review remains available. In
such settings, the up-front transfer provides the initial inducement to invest, while the later coverage decision
preserves deterrence.
8.2. Hybrid Mechanism with Early Audit

We next consider an early-audit hybrid in which the government audits compliance immediately after the
firm’s effort decision. If the firm passes the audit, the subsidy is paid and insurance coverage is activated;
otherwise, neither support nor coverage is provided. This design is useful when the policymaker wants to
certify firms before extending either preventive support or downstream protection.

PROPOSITION 7. The optimal early-audit hybrid contract results in the following compliance probabilities:

– In the h-type pooling window, we have ηEH
ℓ = 1, and ηEH

h = 1 −
√

χS
γ(1−s̄h)(ρ−φ)(Lf +Ls) ,

– In the ℓ-type pooling window, ηEH
h = 0, and ηEH

ℓ = 1 − χS
ψ−γ(1−s̄ℓ)(ρ−φ)Lf

.

Moreover, Table 8 summarizes the parameter conditions under which the early-audit hybrid strictly induces

higher compliance than either the pure subsidy or the pure insurance mechanism.

The early-audit hybrid preserves the main logic of the delayed-inspection mechanism but places greater
emphasis on ex-ante certification. By screening firms before any disruption occurs, the government condi-
tions both the subsidy and insurance coverage on verified effort at the time of enrollment. This feature is
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Table 8 When the Early-Audit Hybrid Contract Beats Subsidy and Insurance
Firm’s type Hybrid outperforms subsidy Hybrid outperforms insurance
θ = h χS ≥

[
ψ− γ(1 − s̄h)(ρ−φ)Lf

]2
γ(1 − s̄h)(ρ−φ)(Lf + Ls) χS ≥

L2
f

γ(1 − s̄h)(ρ−φ)(Lf + Ls)
θ = ℓ ρ≥φ ψ≥ γ(1 − s̄ℓ)(ρ−φ)Lf + 1 − ρ

1 −φ
Lf

valuable when policymakers require strong up-front control over eligibility or when later claims inspection
is administratively difficult or politically contentious. In the h-type pooling window, compliance under the
early-audit hybrid declines with the square root of the effective audit friction χS. The hybrid can therefore
dominate pure subsidy or pure insurance when audits are sufficiently costly or inaccurate. In the ℓ-type
pooling window, it dominates subsidy and can dominate insurance when the firm’s investment-benefit gap is
sufficiently large. The ex-ante audit determines eligibility, the subsidy raises the private return to effort, and
the activated insurance coverage provides downstream protection once compliance is verified.

The managerial implication is that early-audit hybrids are well suited to settings in which policymakers want
to combine preventive certification with downstream resilience. Rather than offering support unconditionally
or waiting until after a disruption to verify effort, the government uses an early screen to determine which
firms qualify for both assistance and protection. This design is particularly attractive when the effective
friction of auditing is high but a single early verification can replace repeated monitoring and provide a
transparent eligibility rule.

Hybrid mechanisms may be analytically attractive, but they also create implementation challenges. For the
government, a layered design requires coordinating ex-ante support with ex-post verification or coverage,
which increases administrative burden and requires clear rules on eligibility, continued compliance, and
payout denial. For firms, hybrids may require both pre-incident documentation and post-incident verification,
while uncertainty over eventual coverage may reduce the contract’s perceived value. These frictions suggest
that hybrids are most appropriate when policymakers can credibly administer both components and when the
stronger incentives justify the additional administrative and compliance burden.
9. Conclusion

Supply-chain security presents a coordination problem between governments and private firms. Security
investment creates benefits beyond the investing firm, yet governments cannot perfectly observe either firms’
baseline network security or their preventive effort. Consequently, decentralized investment may remain below
the socially desirable level even before informational frictions are introduced, while costly and imperfect
verification further complicates the design of public incentives. We study three policy approaches: an ex-
ante, audit-based subsidy; an ex-post, inspection-based insurance mechanism; and hybrid mechanisms that
combine preventive support with contingent protection. The analysis contributes to the OM literature on
inspection-based incentives, operational risk, and insurance by showing that policy effectiveness depends
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critically on the timing and quality of verification. Ex-ante auditing disciplines effort before a disruption
occurs, whereas insurance relies on a realized loss to activate inspection and the threat of denied coverage.
This distinction becomes especially important when firms privately know both their baseline network security
and their security effort.

Figure 4 translates the results into a practical policy map. When baseline network security is low, incidents
under shirking remain sufficiently likely for claims inspection and denied coverage to discipline firms.
Insurance-type mechanisms are therefore more appropriate in these higher-risk segments. When baseline
network security is moderate or high, disruptions become less frequent and the ex-post verification channel
loses leverage. Subsidy-type mechanisms then become more attractive because pre-incident audits can verify
preventive investment without waiting for a loss to occur. In regions where both mechanisms are feasible,
policymakers should select the instrument that provides the greatest reduction in expected social loss per unit
of agency cost, rather than focusing only on the size of the transfer or coverage.
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Figure 4 Preferred contractual strategy

Notes. The vertical axis represents the effective friction of the relevant verification technology. For an audit or inspection conducted
at cost κ with false-positive rate µj, effective verification friction is measured by κ

1 −µj
, where j ∈ {S, I}.

The vertical dimension of Figure 4 captures effective verification friction, which increases when audits or
inspections become more costly or less accurate. When this friction is low, a single verification gate may
be sufficient: insurance is preferred in lower-security segments, whereas subsidy is preferred in moderate-
to-high-security segments. When effective verification friction is high, hybrid mechanisms become more
attractive because they combine an initial inducement to invest with an additional verification gate that
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preserves deterrence or economizes on verification. The delayed-inspection hybrid is particularly relevant
when policymakers want to provide support immediately but postpone verification until an incident occurs.
The early-audit hybrid is more appropriate when eligibility for both support and downstream protection must
be verified before enrollment.

These findings provide three actionable recommendations. First, policymakers should segment firms by
baseline network security rather than apply a uniform program. Second, they should improve both the cost
efficiency and accuracy of verification, since reducing audit or inspection noise can be as important as
reducing its direct cost. Third, hybrid mechanisms should be used when their stronger incentives justify
the additional administrative and compliance burden of coordinating multiple contract components and
verification stages.

The policy map also provides a practical interpretation of existing program designs and their possible
sequencing. Preventive programs such as C-TPAT and the Port Security Grant Program follow an ex-ante,
compliance-gated logic and are therefore most closely related to the subsidy mechanism, whereas claims-
contingent backstops such as TRIA follow an ex-post logic and are more closely related to the insurance
mechanism. Layered programs that combine up-front support or certification with contingent protection
resemble the hybrid policy architecture. Proposition 5, however, provides a cross-sectional comparison:
for a firm with a given baseline network-security level, it identifies which verification architecture is more
cost-effective. The result favors insurance in lower-security environments and subsidy in moderate-to-high-
security environments. A related dynamic interpretation is that policymakers may adjust the mix of ex-ante
and ex-post instruments as firms’ security profiles evolve over time, rather than rely permanently on a single
policy architecture. Our results therefore should not be interpreted as prescribing mechanical changes to
programs such as C-TPAT or TRIA; rather, they identify the operational conditions under which preventive,
contingent, or layered policy designs are more likely to generate effective security incentives.

Our analysis relies on several simplifying assumptions. We consider two discrete levels of baseline
network security, binary security effort, and a static setting with one government and one representative firm.
Future research could examine continuous or multidimensional types and effort, heterogeneous investment
technologies, multiple interacting firms, repeated verification, dynamic learning, and cross-jurisdictional
coordination.
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E-companion: Proof of Propositions
Proof of Lemma 1: Under the socially optimal setting, the government invests in security if the cost of
investment ψ is less than the expected reduction in total societal loss due to improved protection. This
expected benefit equals γ(1 − s̄θ)(ρ−φ)(Lf + Ls). Therefore, the government prefers investment in security if
ψ ≤ γ(1 − s̄θ)(ρ−φ)(Lf + Ls), which implies the following threshold condition for the network security level:
s̄θ ≤ 1 − ψ

γ(ρ−φ)(Lf +Ls) .
In contrast, in the ungoverned setting, the firm only internalizes its private loss and invests in security if

ψ ≤ γ(1 − s̄θ)(ρ−φ)Lf , which leads to the condition s̄θ ≤ 1 − ψ
γ(ρ−φ)Lf

.
Because Lf < Lf + Ls, we conclude that the government’s threshold for justifying investment is higher than

the firm’s. Hence, there exists an interval where the government prefers security investment but the firm does
not. Specifically, the θ-type firm underinvests in security in the ungoverned setting when

1 − ψ

γ(ρ−φ)Lf
< s̄θ < 1 − ψ

γ(ρ−φ)(Lf + Ls) .
Finally, because there are two firm types, one can characterize six distinct regions, as illustrated in Figure 2.
In particular, in regions O1, O2, and O3, the firm’s incentives are aligned with those of the social planner;
thus, the socially optimal solution is achieved even without government intervention.

Proof of Proposition 1.
Region I: From the firm’s cost function (4), if ψ ≤ γ(1 − s̄θ)(ρ−φ)Lf , then the marginal benefit of security

investment outweighs its cost, regardless of audit decisions. Therefore, the firm always invests (i.e., ηθ = 1),
which eliminates the government’s incentive to audit (λθ = 0).

Region III: From the government’s cost function (3), if κ≥ (1 −µS)ωθ, auditing is not cost-effective for
the government regardless of the firm’s behavior, so λθ = 0. In this case, and according to the firm’s cost
function, if ψ > γ(1 − s̄θ)(ρ− φ)Lf , the firm finds it too costly to invest and chooses not to comply (i.e.,
ηθ = 0).

Region II: When κ < (1 − µS)ωθ and ψ > γ(1 − s̄θ)(ρ− φ)Lf , the players’ incentives are not aligned
for a pure strategy equilibrium. The firm is indifferent when λ∗

θ = ψ−γ(1−s̄θ)(ρ−φ)Lf
(1−µS)ωθ , and the government is

indifferent when η∗
θ = 1 − κ

(1−µS)ωθ . Hence, these values constitute a mixed-strategy Nash equilibrium.
Under the Region II conditions, ψ > γ(1 − s̄θ)(ρ−φ)Lf and κ< (1 −µS)ωθ, we have η∗

θ = 1 − κ
(1−µS)ωθ ∈

(0, 1). For the audit probability to be interior, the contract must also satisfy 0 < ψ− γ(1 − s̄θ)(ρ−φ)Lf <
(1 −µS)ωθ. Hence, λ∗

θ = ψ−γ(1−s̄θ)(ρ−φ)Lf
(1−µS)ωθ ∈ (0, 1). Therefore, the Region II conditions are jointly sufficient for

the stated mixed-strategy equilibrium.

Proof of Proposition 2. In what follows, we characterize the optimal menu of subsidy contracts ΩSC
θ = {Eθ =

1, τθ,ωθ} in the regions where the firm’s privately optimal security decision deviates from the socially optimal
benchmark, i.e., Regions U1, U2, and U3, as illustrated in Figure 2.
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Optimal Subsidy Contract in Region U1:

In Region U1, the socially optimal outcome requires both firm types to invest in security, i.e., eSO
h = 1 and

eSO
ℓ = 1. However, the h-type firm lacks sufficient private incentive to invest and shirks in the absence

of government intervention. In contrast, the ℓ-type firm finds it privately optimal to invest even without
contractual support. Given this outside decisions, the government does not need to intervene for the ℓ-type
and offers no contract. Instead, it focuses solely on designing an incentive mechanism for the h-type firm to
induce compliance in equilibrium.
Nevertheless, inducing a pure-strategy equilibrium with ηh = 1 is not implementable in U1. As established in
Region I of Proposition 1, full compliance is only feasible if the investment cost satisfies: ψ ≤ γ(1 − s̄h)(ρ−

φ)Lf , or equivalently, s̄h ≤ 1 − ψ
γ(ρ−φ)Lf

. By definition, Region U1 lies outside this threshold. Therefore, the
government must select between two second-best strategies to regulate the h-type firm:

(i) No contract: Induce a pure-strategy equilibrium with ηh = 0 by offering no contract. This corresponds
to Region III in Proposition 1. In this case, the h-type shirks, while the ℓ-type invests voluntarily based
on its private incentives. The resulting expected government loss, under otion (i), is:

GSC
U1 (ηh = 0,ηℓ = 1) = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf + Ls)] .

(ii) Mixed-strategy contract: Induce a mixed-strategy equilibrium with ηh ∈ (0, 1) using a positive audit
probability λh > 0 and a penalty ωh ≥ κ

1−µS
. This corresponds to Region II in Proposition 1.

In the second option, the equilibrium audit and effort levels are: λh = ψ−γ(1−s̄h)(ρ−φ)Lf
(1−µS)ωh

,ηh = 1 − κ
(1−µS)ωh

,λℓ =
0, and ηℓ = 1. Substituting these into the expected cost functions, we obtain:

Gh(ΩSC
h | λh > 0,ηh > 0) = τh + γ(1 − s̄h)

[
Ln + (1 − ρ)(Lf + Ls) + κ

(1 −µS)ωh
(ρ−φ)(Lf + Ls)

]
, (EC. 1)

Gℓ(ΩSC
ℓ | λℓ = 0,ηℓ = 1) = τℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf + Ls)] , (EC. 2)

Fh(ΩSC
h | λh > 0,ηh > 0) = − τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf

]+ψ, (EC. 3)
Fℓ(ΩSC

ℓ | λℓ = 0,ηℓ = 1) = − τℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ. (EC. 4)

Let us first try to design an screening and incentive compatible contract and obtain the θ-type firm’s expected
cost under the deviated contract. If the ℓ-type firm mimics the h-type by selecting the h-type’s contract, then
he exerts effort with probability η̃ℓ, while the government treats him as a h-type and audits with probability
λh = ψ−γ(1−s̄h)(ρ−φ)Lf

(1−µS)ωh
. The ℓ- type firms’ expected cost under the deviated contracts are given by:

Fℓ(ΩSC
h | λh, η̃ℓ) = − τh + γ(1 − s̄ℓ) [Ln + (1 −φ)Lf

]+ψ− γ(1 − s̄h)(ρ−φ)Lf + η̃ℓ · γ (̄sℓ − s̄h)(ρ−φ)Lf . (EC. 5)

Since s̄ℓ < s̄h and φ< ρ, the coefficient of η̃ℓ is negative. Hence, the mimicking ℓ-type firm lowers its expected
loss by choosing η̃ℓ = 1. Therefore, its loss while mimicking h-type will be:

Fℓ(ΩSC
h ) = −τh + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ. (EC. 6)
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Similarly, If the h-type firm mimics the ℓ-type, then he exerts effort with probability η̃h, while the government
treats him as a ℓ-type and audits with probability λℓ = 0. The h-type firms’ expected cost under the deviated
contracts are given by:

Fh(ΩSC
ℓ | λℓ, η̃h) = − τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf

]+ η̃h[ψ− γ(1 − s̄h)(ρ−φ)Lf ] (EC. 7)

Since in region U1, ψ is greater than γ(1 − s̄h)(ρ− φ)Lf , the coefficient of η̃h is positive. Therefore, the
optimal deviation strategy is η̃h = 0, and the expected costs under these deviations simplify to:

Fh(ΩSC
ℓ | η̃h = 0) = −τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf

] (EC. 8)

Accordingly, the incentive compatibility constraints become:

−τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf
]+ψ ≤ −τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf

] (ICh)
−τℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ ≤ −τh + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ (ICℓ)

Simplifying, we get:

τh − τℓ ≥ ψ− γ(1 − s̄h)(ρ−φ)Lf (ICh-simplified)
τh − τℓ ≤ 0 (ICℓ-simplified)

Since in region U1 we have ψ > γ(1 − s̄h)(ρ− φ)Lf , the right-hand side of ICh is strictly positive. Hence,
ICh requires τh > τℓ, while ICℓ requires τh ≤ τℓ, creating a contradiction. Therefore, there exists no feasible
screening contract that satisfies both incentive compatibility constraints simultaneously.
Next, we try to find a pooling contract where the government only offers a contract to h-type, while examining
the situation that the ℓ-type firm may mimic the h-type and pick this contract as well. According to the
definition of region U1, the h-type firm does not exert effort in the absence of a contract, and its outside
option is: FUN

h = γ(1 − s̄h) [Ln + (1 −φ)Lf
]. Accordingly, the individual rationality (IR) constraint for the

h-type becomes:

−τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf
]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf

]
Therefore, the resulting optimization problem is:

PSC
U1 := min

τh,ωh
ζ ·
{
τh + γ(1 − s̄h)

[
Ln + (1 − ρ)(Lf + Ls) + κ

(1 −µS)ωh
(ρ−φ)(Lf + Ls)

]}
+ (1 − ζ) ·

{
γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf + Ls)]}

s.t. − τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf
]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf

] (IRh)

τh ≥ 0, ωh ≥ κ

1 −µS
(Feasibility)
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To solve this optimization problem, we observe that the government’s objective function is increasing in the
subsidy level τh. Therefore, in order to minimize the government’s expected loss, we need to reduce τh as
much as possible. From the individual rationality constraint of the h-type firm, we know that τh ≥ ψ− γ(1 −

s̄h)(ρ−φ)Lf . Hence, in the optimal solution, τh will be set at its lower bound, i.e., ψ− γ(1 − s̄h)(ρ−φ)Lf .
On the other hand, the government’s expected loss is a decreasing function of the penalty level ωh. Thus, to
further reduce the cost, ωh should be increased as much as possible. However, the penalty cannot exceed the
subsidy, i.e., ωh ≤ τh. Therefore, at the optimum, ωh also reaches its upper bound and satisfies ωh = τh. Putting
these together, we conclude that in the optimal solution, the values of the penalty and subsidy coincide and
are given by: ω∗

h = τ ∗
h = ψ− γ(1 − s̄h)(ρ−φ)Lf .

Now, To find the condition under which it is preferable for the government to offer a contract to the h-type
firm in Region U1, we compare the government’s expected cost under two alternatives: (i) offering no contract
at all, and (ii) offering a mixed-strategy subsidy contract to h-type. By substituting the optimal values of τh

and ωh into the government’s objective function under the contract, and comparing it to the loss incurred
when no contract is provided, we can see that the government prefers to offer a contract if the h-type firm’s
supply chain security level s̄h lies in the interval: s̄h ∈

(
s̄LB

h , s̄UB
h
) where:

s̄LB
h = 1 −

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

+
√[

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

]2
− 4(2Lf + Ls)Lfψ2

2γ(ρ−φ)(2Lf + Ls)Lf

s̄UB
h = 1 −

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

−
√[

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

]2
− 4(2Lf + Ls)Lfψ2

2γ(ρ−φ)(2Lf + Ls)Lf

Finally if the ℓ-type mimics the h-type, it incurs a loss of −τh + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ, rather than

its outside option γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ. The difference between these two expressions is exactly τh,

which serves as an information rent-an additional cost borne by the government due to hidden firm types.
Under the optimal contract design, this rent equals ψ− γ(1 − s̄h)(ρ−φ)Lf . As a result, the contract designed
for the h-type is not incentive compatible, since the ℓ-type firm has a strict incentive to mimic the h-type.
Consequently we can consider this mechanism as a pooling contract for both types, because both h- and ℓ-
type firms come and pick this contract.

Optimal Subsidy Contract in Region U3:

In Region U3, the socially optimal solution requires only the ℓ-type firm to invest in security, i.e., eSO
ℓ = 1 and

eSO
h = 0. However, under the ungoverned scenario, neither firm type finds it privately optimal to invest. That

is, the cost of investment exceeds the private benefit for both types: ψ > γ(1 − s̄θ)(ρ−φ)Lf , or equivalently:
s̄θ > 1 − ψ

γ(ρ−φ)Lf
, for each θ ∈ {h, ℓ}. Therefore, the government’s challenge in Region U3 is to induce effort

only from the ℓ-type, while allowing the h-type to remain noncompliant.
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A pure-strategy NE for the h-type firm is implementable according to Region III of Proposition 1, which
permits ηh = 0 (no effort) and λh = 0 (no audit), consistent with the condition ψ > γ(1 − s̄h)(ρ−φ)Lf . On
the other hand, a pure-strategy NE with ηℓ = 1 for the ℓ-type is not implementable in U3, since it requires
the Region I conditions of Proposition 1, i.e.,ψ ≤ γ(1 − s̄ℓ)(ρ−φ)Lf , which does not hold in U3. Thus, the
government faces two options for the ℓ-type:

(i) No contract: This corresponds to a Region III NE in which the ℓ-type firm chooses not to invest
(ηℓ = 0), and the government refrains from auditing (λℓ = 0). Under strategy the government provides
no contract to either type and allows both firms to follow their ungoverned strategies. The resulting
expected government loss is:

GSC
U3 (ηh = 0,ηℓ = 0) = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)] .

(ii) Mixed-strategy contract: The government offers a contract to the ℓ-type firm to induce partial compli-
ance using audit-based enforcement (ηℓ ∈ (0, 1),λℓ > 0). This corresponds to Region II of Proposition 1.

This strategy requires a contract ΩSC
ℓ for the ℓ-type satisfying ωℓ ≥ κ

1−µS
. Under this contract, the equilibrium

audit probability and effort level for the ℓ-type are given by λℓ = ψ−γ(1−s̄ℓ)(ρ−φ)Lf
(1−µS)ωℓ and ηℓ = 1 − κ

(1−µS)ωℓ ,
respectively. Substituting these expressions into the expected cost functions, we obtain the following:

Gh(ΩSC
h | λh = 0,ηh = 0) = γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)] (GSC

h )
Gℓ(ΩSC

ℓ | λℓ > 0,ηℓ > 0) = τℓ + γ(1 − s̄ℓ)
[

Ln + (1 − ρ)(Lf + Ls) + κ

(1 −µS)ωℓ
(ρ−φ)(Lf + Ls)

]
(GSC

ℓ )
Fh(ΩSC

h | λh = 0,ηh = 0) = γ(1 − s̄h) [Ln + (1 −φ)Lf
] (FSC

h )
Fℓ(ΩSC

ℓ | λℓ > 0,ηℓ > 0) = − τℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ (FSC

ℓ )

Under the ungoverned scenario, the ℓ-type firm exerts no effort, and its outside option is: FUN
ℓ = γ(1 −

s̄ℓ) [Ln + (1 −φ)Lf
]. Given this, the individual rationality (IR) constraint for the ℓ-type under the offered

subsidy contract ΩSC
ℓ becomes:

−τℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ ≤ γ(1 − s̄ℓ) [Ln + (1 −φ)Lf

] . (IRSC
ℓ )

Therefore, the government’s optimization problem can be written as follows:

min
τℓ,ωℓ

GSC
U3 (ηh = 0,ηℓ > 0) = ζ

[
γ(1 − s̄h) (Ln + (1 −φ)(Lf + Ls))]

+ (1 − ζ)
[
τℓ + γ(1 − s̄ℓ)

(
Ln + (1 − ρ)(Lf + Ls) + κ

(1 −µS)ωℓ (ρ−φ)(Lf + Ls)
)]

Subject to the following constraints:

− τℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ ≤ γ(1 − s̄ℓ) [Ln + (1 −φ)Lf

] (IRℓ)
ωℓ ≥ κ

1 −µS
(Feasibility)
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Note that the government’s objective function is increasing in τℓ. According to the individual rationality
constraint IRℓ, which requires τℓ ≥ ψ − γ(1 − s̄ℓ)(ρ− φ)Lf , the optimal subsidy is set at its lower bound,
i.e., τ∗

ℓ = ψ− γ(1 − s̄ℓ)(ρ−φ)Lf . Moreover, since the objective function is decreasing in the penalty ωℓ, the
government minimizes its cost by setting the penalty as high as feasible. However, the penalty cannot exceed
the subsidy; that is, ωℓ ≤ τℓ. Therefore, at optimality, we have ω∗

ℓ = τ ∗
ℓ = ψ− γ(1 − s̄ℓ)(ρ−φ)Lf .

Now, If the h-type firm mimics the ℓ-type and selects contract ΩSC
ℓ , then he exerts effort with probability η̃h,

and is audited with probability λℓ = ψ−γ(1−s̄ℓ)(ρ−φ)Lf
(1−µS)ωℓ , because the government believes the firm is of ℓ-type.

The expected loss is:

Fh(ΩSC
ℓ | η̃h) = − τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf

]+ψ− γ(1 − s̄ℓ)(ρ−φ)Lf

+ η̃h · γ (̄sh − s̄ℓ)(ρ−φ)Lf (EC. 9)

Since s̄h > s̄ℓ and ρ> φ, the coefficient of η̃h in (EC. 9) is strictly positive. This implies that the h-type firm,
when mimicking the ℓ-type, increases his loss by exerting effort. Therefore, the optimal deviation strategy is
η̃h = 0, and the expected loss simplifies to:

Fh(ΩSC
ℓ | η̃h = 0) = −τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf

]+ψ− γ(1 − s̄ℓ)(ρ−φ)Lf (EC. 10)

Therefore, if the h-type firm mimics the ℓ-type, its expected cost becomes −τℓ + γ(1 − s̄h)(Ln + (1 −φ)Lf ) +
ψ−γ(1− s̄ℓ)(ρ−φ)Lf , instead of its outside option, which is γ(1− s̄h)(Ln +(1−φ)Lf ). The difference between
these two expressions represents the h-type firm’s information rent, given by τℓ + γ(1 − s̄ℓ)(ρ−φ)Lf −ψ.
However, under the optimal contract design, this expression evaluates to zero. Thus, the h-type receives no
information rent and has no incentive to mimic the ℓ-type. Consequently, the contract remains incentive
compatible.
Now that we have derived the government’s expected loss under the mixed-strategy contract (Option (ii)), we
compare this to the case where no contract is offered (Option (i)).
Under the no-contract strategy, the expected government loss, is:

GSC
U3 (ηh = 0,ηℓ = 0) = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)] .

Let us denote the government’s expected loss under the mixed-strategy contract as GSC
MIX. To determine whether

the government prefers to offer the contract, we evaluate the condition under which GSC
MIX < GSC

NO , that is:

(1 − ζ) ·
[
ψ− γ(1 − s̄ℓ)(ρ−φ)Lf + γ(1 − s̄ℓ)

(
Ln + (1 − ρ)(Lf + Ls)

+ κ

(1 −µS)(ψ− γ(1 − s̄ℓ)(ρ−φ)Lf ) (ρ−φ)(Lf + Ls)
)]

< (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)]
Simplifying the inequality, the government prefers to offer the contract if:

ψ < γ(1 − s̄ℓ)(ρ−φ)
[

(2Lf + Ls) − κ

(1 −µS)(ψ− γ(1 − s̄ℓ)(ρ−φ)Lf ) (Lf + Ls)
]

.
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To derive this inequality with respect to s̄ℓ, we first simplify the expression by defining:

A := γ(ρ−φ), B := 2Lf + Ls, C := κ(Lf + Ls)
1 −µS

, x := 1 − s̄ℓ.

Substituting into the inequality yields:

ψ < Ax
[

B − C
ψ− ALf x

]
.

Multiplying both sides by the denominator and simplifying, we obtain the quadratic inequality:

A2BLf x2 − A[ψ(B + Lf ) − C]x +ψ2 < 0.

This is a standard quadratic inequality in x, whose solution lies between the roots:

x ∈
(

x1 = −b −
√

b2 − 4ac
2a

, x2 = −b + √
b2 − 4ac

2a

)
,

where:
a = A2BLf , b = −A[ψ(B + Lf ) − C], c = ψ2.

Therefore, converting back to s̄ℓ = 1 − x, the feasible region becomes: s̄ℓ ∈
(
s̄LB
ℓ , s̄UB

ℓ

):

s̄LB
ℓ = 1 −

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

+
√[

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

]2
− 4(2Lf + Ls)Lfψ2

2γ(ρ−φ)(2Lf + Ls)Lf

s̄UB
ℓ = 1 −

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

−
√[

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

]2
− 4(2Lf + Ls)Lfψ2

2γ(ρ−φ)(2Lf + Ls)Lf

Optimal Subsidy Contract in Region U2:

In Region U2, the socially optimal outcome requires both firm types to invest in security, i.e., eSO
h = 1 and

eSO
ℓ = 1. However, under the parameter conditions that define Region U2, the cost of investment exceeds each

firm’s private benefit: ψ > γ(1 − s̄θ)(ρ−φ)Lf , for both θ ∈ {h, ℓ}. As a result, inducing a pure-strategy NE
with full compliance (ηθ = 1) is not feasible for either type under Region I of Proposition 1. The government
must therefore consider second-best instruments that induce partial compliance. Specifically, the government
faces four candidate policies:

(i) No contract for either type (Region III equilibrium with ηh = ηℓ = 0):
Under this option, the government offers no contract, and both firm types choose not to invest. The
government also refrains from auditing, i.e., λh = λℓ = 0. The resulting expected government loss is:

GSC
U2 (ηh = 0,ηℓ = 0) = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)] .
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(ii) Contract only for the ℓ-type (Region II for the ℓ-type, Region III for the h-type):
The government induces partial compliance from the ℓ-type via a mixed-strategy mechanism (ηℓ ∈ (0, 1),
λℓ > 0), while allowing the h-type to shirk under no contract (ηh = 0, λh = 0). This setup is structurally
identical to Region U3, and thus the associated government loss is: GSC

U2 (ηℓ > 0,ηh = 0) = GSC
U3 (ηℓ >

0,ηh = 0).
(iii) Contract only for the h-type (Region II for the h-type, Region III for the ℓ-type):

In this case, the government attempts to induce partial compliance from the h-type firm through a
mixed-strategy mechanism (ηh ∈ (0, 1), λh > 0), while offering no contract to the ℓ-type firm, who then
exerts no effort (ηℓ = 0) and is not audited (λℓ = 0).
Therefore, The government designs a contract ΩSC

h = {Eh = 1, τh,ωh} for the h-type firm such that:
λh = ψ−γ(1−s̄h)(ρ−φ)Lf

(1−µS)ωh
, ηh = 1 − κ

(1−µS)ωh
. Using these expressions, the expected loss functions from each

type is:
Gh(ΩSC

h | λh > 0,ηh > 0) = τh + γ(1 − s̄h)
[

Ln + (1 − ρ)(Lf + Ls) + κ

(1 −µS)ωh
(ρ−φ)(Lf + Ls)

]
(GSC

h )
Gℓ(ΩSC

ℓ | λℓ = 0,ηℓ = 0) = γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)] (GSC
ℓ )

Fh(ΩSC
h | λh > 0,ηh > 0) = − τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf

]+ψ (FSC
h )

Fℓ(ΩSC
ℓ | λℓ = 0,ηℓ = 0) = γ(1 − s̄ℓ) [Ln + (1 −φ)Lf

] (FSC
ℓ )

Since the h-type firm does not exert effort in the absence of a contract, its outside option is: FUN
h =

γ(1 − s̄h) [Ln + (1 −φ)Lf
]. Accordingly, the individual rationality (IR) constraint for the h-type firm

under the offered contract ΩSC
h is:

−τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf
]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf

] . (IRSC
h )

Hence, the resulting optimization problem will be:

PSC
U2 := min

τh,ωh
ζ ·
{
τh + γ(1 − s̄h)

[
Ln + (1 − ρ)(Lf + Ls) + κ

(1 −µS)ωh
(ρ−φ)(Lf + Ls)

]}
+ (1 − ζ) ·

{
γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)]}

s.t. − τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf
]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf

] (IRh)

τh ≥ 0, ωh ≥ κ

1 −µS
(Feasibility)

To solve this optimization problem, we observe that the government’s objective function is increasing
in the subsidy level τh . Therefore, in order to minimize the government’s expected loss, τh must be
minimized. From the individual rationality constraint of the h-type firm, we deduce that the minimum
feasible value of τh is given by τh ≥ ψ − γ(1 − s̄h)(ρ− φ)Lf . Thus, in the optimal solution, τh is set
at its lower bound: ψ− γ(1 − s̄h)(ρ−φ)Lf . At the same time, the government’s objective function is
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decreasing in the penalty level ωh, since a higher penalty reduces the expected audit burden. To reduce
total cost, the penalty ωh should be increased as much as feasibility allows. However, the condition
ωh ≤ τh limits this increase. Therefore, at the optimum, the penalty also reaches its upper bound and
satisfies ωh = τh. Putting everything together, we conclude that the optimal values of subsidy and penalty
coincide, and are given by: ω∗

h = τ ∗
h = ψ− γ(1 − s̄h)(ρ−φ)Lf .

Now, if the ℓ-type firm mimics the h-type and selects contract ΩSC
h , then it exerts effort with probability

η̃ℓ and is audited with probability λh = ψ−γ(1−s̄h)(ρ−φ)Lf
(1−µS)ωh

. The expected loss is:

Fℓ(ΩSC
h | λh, η̃ℓ) = −τh + γ(1 − s̄ℓ) [Ln + (1 −φ)Lf

]+ψ− γ(1 − s̄h)(ρ−φ)Lf + η̃ℓ · γ (̄sℓ − s̄h)(ρ−φ)Lf .
(EC. 11)

Since s̄ℓ < s̄h and ρ> φ, the coefficient of η̃ℓ is negative. Therefore, the optimal deviation strategy is
η̃ℓ = 1, and the expected loss simplifies to:

Fℓ(ΩSC
h | η̃ℓ = 1) = −τh + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ. (EC. 12)

Therefore, if the ℓ-type firm mimics the h-type and selects contract ΩSC
h , it incurs a loss of −τh + γ(1 −

s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ, instead of its outside option γ(1 − s̄ℓ) [Ln + (1 −φ)Lf

]. The difference between
these two expressions is τh + γ(1 − s̄ℓ)(ρ−φ)Lf −ψ, which represents the information rent that the
government effectively pays due to asymmetric information-because it cannot prevent the ℓ-type from
imitating the h-type’s contract. Finally, if we substitute the optimal contract values, this information rent
becomes γ(s̄h − s̄ℓ)(ρ−φ)Lf . This confirms that the contract designed for the h-type is not incentive
compatible, as the ℓ-type firm has a strict incentive to mimic.
Now, to find the condition under which it is preferable for the government to offer a contract to the
h-type firm, we compare the government’s expected cost under two alternatives: (i) offering no contract
at all, and (ii) offering a mixed-strategy subsidy contract to h-type. By substituting the optimal values
of τh and ωh into the government’s objective function under the contract, and comparing it to the loss
incurred when no contract is provided, we can see that: the government prefers to offer a contract if the
h-type firm’s supply chain security level s̄h lies in the interval: s̄h ∈

(
s̄LB

h , s̄UB
h
), where:

s̄LB
h = 1 −

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

+
√[

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

]2
− 4(2Lf + Ls)Lfψ2

2γ(ρ−φ)(2Lf + Ls)Lf

s̄UB
h = 1 −

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

−
√[

ψ(3Lf + Ls) − κ(Lf + Ls)
1 −µS

]2
− 4(2Lf + Ls)Lfψ2

2γ(ρ−φ)(2Lf + Ls)Lf

(iv) Contracts for both types (Region II for both types):
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The government offers contracts to both h- and ℓ-type firms, inducing partial compliance from each via
audit-based enforcement. This corresponds to Region II of Proposition 1 for both types. A mixed-strategy
equilibrium is sustained when the penalty level satisfies: ωθ ≥ κ

1−µS
, for each θ ∈ {h, ℓ}. Under this contract,

the equilibrium audit probability and effort level for type θ are given by: λθ = ψ−γ(1−s̄θ)(ρ−φ)Lf
(1−µS)ωθ ,ηθ = 1− κ

(1−µS)ωθ .
Substituting these into the expected cost functions, the government’s expected loss from a type-θ firm is:

Gθ(ΩSC
θ ) = τθ + γ(1 − s̄θ)

[
Ln + (1 − ρ)(Lf + Ls) + κ

(1 −µS)ωθ (ρ−φ)(Lf + Ls)
]

(GSC
θ )

Similarly, the firm’s expected cost under the same contract is:

Fθ(ΩSC
θ ) = −τθ + γ(1 − s̄θ) [Ln + (1 − ρ)Lf

]+ψ (FSC
θ )

Let us obtain the θ-type firm’s expected cost under the deviated contract. If the ℓ-type (resp. h-type) firm mimics
the h-type (resp. ℓ-type) by selecting the other type’s contract, then he exerts effort with probability η̃ℓ (resp.
η̃h), while the government treats him as a h-type (resp. ℓ-type) and audits with probability λh = ψ−γ(1−s̄h)(ρ−φ)Lf

(1−µS)ωh

(resp. λℓ = ψ−γ(1−s̄ℓ)(ρ−φ)Lf
(1−µS)ωℓ ). The ℓ- and h-type firms’ expected costs under the deviated contracts are given

by:
Fℓ(ΩSC

h | λh, η̃ℓ) = − τh + γ(1 − s̄ℓ) [Ln + (1 −φ)Lf
]+ψ− γ(1 − s̄h)(ρ−φ)Lf + η̃ℓ · γ (̄sℓ − s̄h)(ρ−φ)Lf (EC. 13)

Fh(ΩSC
ℓ | λℓ, η̃h) = − τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf

]+ψ− γ(1 − s̄ℓ)(ρ−φ)Lf + η̃h · γ (̄sh − s̄ℓ)(ρ−φ)Lf (EC. 14)

By definition s̄h > s̄ℓ, and since ρ> φ, the coefficient of η̃ℓ is negative and that of η̃h is positive. Therefore,
the optimal deviation strategy is η̃ℓ = 1 and η̃h = 0. The expected costs under these deviations simplify to:

Fℓ(ΩSC
h | η̃ℓ = 1) = −τh + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ (EC. 15)
Fh(ΩSC

ℓ | η̃h = 0) = −τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf
]+ψ− γ(1 − s̄ℓ)(ρ−φ)Lf (EC. 16)

Accordingly, the incentive compatibility constraints become:

−τh + γ(1 − s̄h) [Ln + (1 − ρ)Lf
]+ψ ≤ −τℓ + γ(1 − s̄h) [Ln + (1 −φ)Lf

]+ψ− γ(1 − s̄ℓ)(ρ−φ)Lf (ICh)
−τℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ ≤ −τh + γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf
]+ψ (ICℓ)

Simplifying, we get:

τh − τℓ ≥ γ (̄sh − s̄ℓ)(ρ−φ)Lf (ICh-simplified)
τh − τℓ ≤ 0 (ICℓ-simplified)

Since s̄h > s̄ℓ and ρ > φ, the right-hand side of ICh is strictly positive. Hence, ICh requires τh > τℓ, while
ICℓ requires τh ≤ τℓ, creating a contradiction. Therefore, there exists no feasible contract that satisfies both
constraints simultaneously.
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Finally, the optimal contract in Region U2 can be determined by comparing the government’s expected loss
across the feasible second-best alternatives. First, the pure-strategy outcome with no investment from either
firm type, i.e., ηh = ηℓ = 0. Second, the government may induce a mixed-strategy equilibrium only for the
ℓ-type, i.e., ηℓ > 0, ηh = 0. This setup is structurally identical to Region U3. Third, the government may
instead offer a mixed-strategy contract only to the h-type, i.e., ηh > 0, ηℓ = 0, which is structurally identical to
Region U1.
By comparing these three expected losses, the government can determine the most cost-effective strategy and
partition Region U2 into subregions where it is optimal to: (i) provide no contract at all, (ii) offer a contract
only to the ℓ-type, or (iii) offer a contract only to the h-type.

Lastly, we check for the feasibility of the candidate subsidy contract. It remains to verify that the candidate
contract is implementable. First, the transfer and penalty satisfy τ∗

θ ≥ 0, and 0 ≤ ω∗
θ ≤ τ∗

θ . Second, the
participation and incentive-compatibility constraints hold by construction, because the transfer compensates
the targeted type for its equilibrium investment-benefit gap and the non-targeted type does not obtain a
profitable deviation. Third, the mixed-strategy probabilities satisfy 0 ≤ λ∗

θ ≤ 1, and 0 ≤ η∗
θ ≤ 1, under the

pooling-window conditions reported in Proposition 2. Therefore, the non-negativity, participation, incentive-
compatibility, and equilibrium interiority conditions are satisfied simultaneously throughout the stated pooling
window.

Proof of Proposition 3.
Region I: From the firm’s cost function, if ψ ≤ γ(1 − s̄θ)(ρ−φ)(Lf − ϕθ), then the marginal benefit of

security investment outweighs its cost, regardless of the government’s inspection decision. Therefore, the
firm always invests (i.e., ηθ = 1), and since no enforcement is needed, the government chooses not to inspect
(i.e., λθ = 0).

Region III: From the government’s cost function, if κ≥ (1 −µI)ϕθ, then post-incident inspection is not
cost-effective for the government. In this case, and according to the firm’s cost function, if ψ > γ(1 − s̄θ)(ρ−

φ)(Lf −ϕθ), the firm finds investment too costly and chooses not to invest (i.e., ηθ = 0). Hence, (λθ = 0,ηθ = 0)
constitutes the pure strategy NE.

Region II: When κ< (1 −µI)ϕθ and ψ > γ(1 − s̄θ)(ρ−φ)(Lf −ϕθ), the players’ incentives are misaligned
and do not support a pure strategy equilibrium. The firm is indifferent when λ∗

θ = ψ−γ(1−s̄θ)(ρ−φ)(Lf −ϕθ)
γ(1−s̄θ)(1−φ)(1−µI)ϕθ , and

the government is indifferent when η∗
θ = 1 − κ

(1−µI)ϕθ . Hence, these values form the unique mixed-strategy
Nash equilibrium of the inspection game.

Under the Region II conditions, ψ > γ(1 − s̄θ)(ρ − φ)(Lf − ϕθ) and κ < (1 − µI)ϕθ, we obtain η∗
θ =

1 − κ
(1−µI)ϕθ ∈ (0, 1). Moreover, an interior inspection probability requires 0 < ψ−γ(1 − s̄θ)(ρ−φ)(Lf −ϕθ) <

γ(1− s̄θ)(1−φ)(1−µI)ϕθ. It follows that λ∗
θ = ψ−γ(1−s̄θ)(ρ−φ)(Lf −ϕθ)

γ(1−s̄θ)(1−φ)(1−µI)ϕθ ∈ (0, 1). Thus, all equilibrium probabilities
are well defined and the stated conditions can hold simultaneously.
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Proof of proposition 4. The government designs the contract at the ex-ante stage, therefore, Ǧ(Ω) in the
optimization model P IC corresponds to government’s expected loss given in following table 9:

Table 9 Government’s Expected Cost in the Inspection Game

Firm Effort Inspection Decision AI

AI = 1 (w.p. λθ) AI = 0 (w.p. 1 −λθ)
eθ = 1 (w.p. ηθ) −πθ + γ(1 − s̄θ) [Ln + (1 − ρ)(Lf + Ls +ϕθ +κ)] −πθ + γ(1 − s̄θ) [Ln + (1 − ρ)(Lf + Ls +ϕθ)]

eθ = 0 (w.p. 1 − ηθ) −πθ + γ(1 − s̄θ) [Ln + (1 −φ)(Lf + Ls +µIϕθ +κ)] −πθ + γ(1 − s̄θ) [Ln + (1 −φ)(Lf + Ls +ϕθ)]

Accordingly, the government’s expected cost expression can be written as follows:

Gθ(λθ,ηθ | πθ,ϕθ) = −πθ + γ(1 − s̄θ)
[
Ln + (ηθ(1 − ρ) + (1 − ηθ)(1 −φ)) (Lf + Ls +ϕθ)

+λθ ((ηθ(1 − ρ) + (1 − ηθ)(1 −φ))κ− (1 − ηθ)(1 −φ)(1 −µI)ϕθ)
]

(EC. 17)

Now, by comparing the government’s expected loss under the insurance regime in Equa-
tion (EC. 17) with the benchmark loss under the socially optimal solution—given by γ(1 −

s̄θ) [eSO
θ (1 − ρ) + (1 − eSO

θ )(1 −φ)] (Lf + Ls) + eSO
θ ·ψ, we can characterize the total inefficiency IIC induced by

the second-best insurance contract. This inefficiency reflects two main components: (i) the expected loss due
to underinvestment in security, and (ii) the agency cost from premium transfers, coverage distortions, and
inspection activities.

In what follows, similar to the proof of Proposition 2, we characterize the menu of insurance contracts
ΩIC
θ = {Eθ = 1,πθ,ϕθ} in the regions where the firm’s security decision deviates from the socially optimal

benchmark-that is, in Regions U1, U2, and U3 of Figure 2.

• Optimal Insurance Contract in Region U1:
In this region, the socially optimal solution requires both firm types to invest in security, i.e., eℓ = 1 and eh = 1.
However, under the outside option, only ℓ-type firm already invests in the absence of government intervention.
Thus, the government does not offer any contract to the ℓ-type, and focuses solely on incentivizing the h-type.
If the government seeks to implement a pure-strategy NE for the h-type firm-corresponding to Region I of
Proposition 3 (i.e., λh = 0 and ηh = 1)-it requires: ψ ≤ γ(1 − s̄h)(ρ−φ)(Lf −ϕh). However, U1 is defined by
the violation of this condition (i.e., ψ > γ(1 − s̄h)(ρ−φ)Lf ), so the pure-strategy NE with full compliance
cannot be implemented. Therefore, the government must choose between two alternatives, whichever yields
a lower expected cost:

• No contract (Region III): This leads to ηh = 0, resulting in the following expected government loss:

GIC
U1(ηh = 0, ηℓ = 1) = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf + Ls)] .
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• Mixed-strategy contract (Region II): The government designs a contract ΩIC
h = {πh,ϕh} to induce

ηh ∈ (0, 1), supported by inspection with probability λh > 0. The feasibility conditions require: ϕh ≥ κ
1−µI

.
Substituting equilibrium values of λh = ψ−γ(1−s̄h)(ρ−φ)(Lf −ϕh)

γ(1−s̄h)(1−φ)(1−µI)ϕh
and ηh = 1 − κ

(1−µI)ϕh
, the cost expressions

become:

Gℓ(ΩIC
ℓ | λℓ = 0,ηℓ = 1) = γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf + Ls)] , (EC. 18)

Gh(ΩIC
h | λh > 0,ηh > 0) = −πh + γ(1 − s̄h) ·

(
Ln + (1 − ρ)(Lf + Ls +ϕh) + κ(ρ−φ)

(1 −µI)ϕh
(Lf + Ls +ϕh)

− (ρ−φ)κ [ψ− γ(1 − s̄h)(ρ−φ)(Lf −ϕh)] [(1 −µI)ϕh −κ]
γ(1 − s̄h)(1 −φ)(1 −µI)2ϕ2

h

)
, (EC. 19)

Fℓ(ΩIC
ℓ | λℓ = 0,ηℓ = 1) = γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ, (EC. 20)
Fh(ΩIC

h | λh > 0,ηh > 0) = πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ. (EC. 21)

Because, in the ungoverned decision, the h-type firm does not exert effort, its outside option loss will be:
FUN

h = γ(1 − s̄h) [Ln + (1 −φ)Lf
]. Thus, the individual rationality (IR) constraint for the h-type firm in this

situation can be written as:

πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf
] (EC. 22)

Hence, for the h-type firm we have ΩIC
h ∈

{
ϕh ≥ κ

1 −µI
, ϕh < Lf

}
. The complete optimization problem in

Region U1 can be then written as follows:

min
πh,ϕh

GIC
U1 = (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf + Ls)]

+ ζ ·
[

− πh + γ(1 − s̄h) ·
(

Ln + (1 − ρ)(Lf + Ls +ϕh) + κ(ρ−φ)
(1 −µI)ϕh

(Lf + Ls +ϕh)

− (ρ−φ)κ [ψ− γ(1 − s̄h)(ρ−φ)(Lf −ϕh)] [(1 −µI)ϕh −κ]
γ(1 − s̄h)(1 −φ)(1 −µI)2ϕ2

h

)]
(EC. 23)

Subject to:

πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf
] (IRh)

κ

1 −µI
≤ ϕh ≤ Lf (Feasibility)

Note that the coefficient of πh in the objective function is −1, indicating that the objective function is strictly
decreasing in πh. Therefore, to minimize the government’s expected cost, the optimal value of πh must lie at its
upper bound, given by: γ(1 − s̄h) [(1 −φ)Lf − (1 − ρ)(Lf −ϕh)]−ψ, based on the IRh. This implies that the
government prefers to set the insurance premium as high as possible within the admissible range. Furthermore,
this upper bound also achieves its highest value when ϕh ∈

(
κ

1−µI
, Lf

)
takes its maximum level, i.e., Lf .

Therefore, the optimal value of decision variables under this contract are πh =
[
γ(1 − s̄h)(1 −φ)Lf −ψ

]+
, and
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ϕh = Lf . However, in order to have feasible contract terms, we must ensure πh = γ(1 − s̄h)(1 −φ)Lf −ψ ≥ 0,
which implies that s̄h ≤ 1 − ψ

γ(1−φ)Lf
for the contract to be practical.

Next, the optimal insurance contract in Region U1 is determined by comparing the government’s expected
cost under two options. Specifically, the government prefers to induce security investment from the h-type if
the expected cost under a mixed-strategy contract, i.e., GIC

U1(ηh > 0,ηℓ = 1), is less than or equal to the expected
cost under no contract, i.e., GIC

U1(ηh = 0,ηℓ = 1). This condition holds when the network-level security of the

h-type firm satisfies s̄h ≤ 1 −
ψ−

(ρ−φ)κ·ψ·[(1−µI)Lf −κ]
(1−φ)(1−µI)2L2

f

γ(ρ−φ)
(

1− κ(1−µI)Lf

)
(2Lf +Ls)

, which always holds when s̄h ≤ 1 − ψ
γ(1−φ)Lf

.
Finally, if the ℓ-type firm mimics the h-type by selecting the contract ΩIC

h = {πh,ϕh}, he invests in security with
probability η̃ℓ, and the government inspects with probability: λh = ψ−γ(1−s̄h)(ρ−φ)(Lf −ϕh)

γ(1−s̄h)(1−φ)(1−µI)ϕh
. The firm’s expected

cost under the deviated contract is:

Fℓ|h(ΩIC
h ) = πh + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)]+ η̃ℓ ·

(
1 − 1 − s̄ℓ

1 − s̄h

)
ψ+

(1 − s̄ℓ
1 − s̄h

)
ψ. (EC. 24)

Since by definition we have s̄h > s̄ℓ, it follows that 1 − 1−s̄ℓ
1−s̄h

< 0. This implies that the coefficient of η̃ℓ, is
strictly negative. Consequently, the ℓ-type firm can reduce its total cost when mimicking the h-type contract
by choosing to invest in security, that is, by setting η̃ℓ = 1.
Therefore, if the ℓ-type firm mimics the h-type, it incurs a loss of: πh + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)]+ψ,
instead of its outside option: γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ. The difference between these two expressions is
exactly: γ(1− s̄ℓ)(1−ρ)ϕh −πh, which represents the information rent that the government bears due to hidden
firm types. Under the optimal contract design, this rent equals: ψ− γ

(
(1 − s̄h)(1 −φ) − (1 − s̄ℓ)(1 − ρ)

)
Lf .

As a result, because this amount is positive, the contract designed for the h-type is not incentive compatible,
since the ℓ-type firm has a strict incentive to mimic the h-type. As, result, we have pooling contract, as both
h- and ℓ- type firms will pick the same contract.

Optimal Insurance Contract in Region U3:

In this region, the socially optimal policy requires only the ℓ-type firm to invest in security, i.e., eSO
ℓ = 1

and eSO
h = 0. Under the ungoverned setting, however, both firm types prefer not to invest. Therefore, the

government aims to induce compliance only from the ℓ-type, while allowing the h-type to shirk.
For the h-type, a pure-strategy NE with no investment and no inspection (ηh = 0,λh = 0), consistent with
Region III of Proposition 3, is both feasible and optimal. This is because the Region III condition ψ >
γ(1 − s̄h)(ρ− φ)(Lf − ϕh) is always satisfied in U3, where the inequality ψ > γ(1 − s̄h)(ρ− φ)Lf holds by
definition.
However, for the ℓ-type, implementing a pure-strategy NE with full compliance (ηℓ = 1), which corresponds
to Region I of Proposition 3, is not feasible. Region I requires the condition ψ ≤ γ(1 − s̄ℓ)(ρ−φ)(Lf −ϕℓ),
which lies outside the bounds of U3, where we have ψ > γ(1 − s̄ℓ)(ρ−φ)Lf . Therefore, for the ℓ-type, the
government faces two options:
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• No contract (Region III): This leads to ηℓ = 0, resulting in the following expected government loss:

GIC
U3(ηh = 0,ηℓ = 0) = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)] .

(EC. 25)
• Mixed-strategy contract (Region II): This induces ηℓ ∈ (0, 1), enforced via inspection with probability
λℓ > 0. The insurance contract ΩIC

ℓ = {Eℓ = 1,πℓ,ϕℓ} must satisfy the feasibility conditions: ϕℓ ≥ κ
1−µI

,
and ϕℓ ≤ Lf . The equilibrium inspection and investment levels are: λℓ = ψ−γ(1−s̄ℓ)(ρ−φ)(Lf −ϕℓ)

γ(1−s̄ℓ)(1−φ)(1−µI)ϕℓ , ηℓ =
1 − κ

(1−µI)ϕℓ .
Substituting these into the cost functions, we obtain:

Gh(ΩIC
h | λh = 0,ηh = 0) = γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)] , (EC. 26)

Gℓ(ΩIC
ℓ | λℓ > 0,ηℓ > 0) = −πℓ + γ(1 − s̄ℓ) ·

(
Ln + (1 − ρ)(Lf + Ls +ϕℓ) + κ(ρ−φ)

(1 −µI)ϕℓ
(Lf + Ls +ϕℓ)

−
(ρ−φ)κ [ψ− γ(1 − s̄ℓ)(ρ−φ)(Lf −ϕℓ)] [(1 −µI)ϕℓ −κ]

γ(1 − s̄ℓ)(1 −φ)(1 −µI)2ϕ2
ℓ

)
. (EC. 27)

Fh(ΩIC
h | λh = 0,ηh = 0) = γ(1 − s̄h) [Ln + (1 −φ)Lf

] , (EC. 28)
Fℓ(ΩIC

ℓ | λℓ > 0,ηℓ > 0) = πℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕℓ)]+ψ. (EC. 29)

The outside option in the individual rationality (IR) constraints for the ℓ-type equals γ(1− s̄ℓ) [Ln + (1 −φ)Lf
],

and we can define the IRℓ constraint as:

πℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕℓ)]+ψ ≤ γ(1 − s̄ℓ) [Ln + (1 −φ)Lf
] . (IRℓ)

Thus, the complete optimization problem in Region U3 can be then written as follows:

min
πℓ,ϕℓ

GIC
U3 = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]

+ (1 − ζ) ·
[

− πℓ + γ(1 − s̄ℓ)
(

Ln + (1 − ρ)(Lf + Ls +ϕℓ) + κ(ρ−φ)
(1 −µI)ϕℓ (Lf + Ls +ϕℓ)

− (ρ−φ)κ [ψ− γ(1 − s̄ℓ)(ρ−φ)(Lf −ϕℓ)] [(1 −µI)ϕℓ −κ]
γ(1 − s̄ℓ)(1 −φ)(1 −µI)2ϕ2

ℓ

)]
(EC. 30)

Subject to:

πℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕℓ)]+ψ ≤ γ(1 − s̄ℓ) [Ln + (1 −φ)Lf
] (IRℓ)

ϕℓ ≥ κ

1 −µI
, ϕℓ < Lf (Feasibility)

Note that the coefficient of πℓ in the objective function (EC. 30) is −1, indicating that the objective function
is strictly decreasing in πℓ. Therefore, to minimize the government’s expected cost, the optimal value of πℓ
must lie at its upper bound, given by: γ(1 − s̄ℓ) [(1 −φ)Lf − (1 − ρ)(Lf −ϕℓ)]−ψ, based on IRℓ. This implies
that the government prefers to set the insurance premium as high as possible within the admissible range.
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Furthermore, this upper bound also achieves its highest value when ϕℓ ∈
(

κ
1−µI

, Lf

)
takes its maximum level,

i.e., Lf . Therefore the optimal value of decision variables under this contract are πℓ =
[
γ(1− s̄ℓ)(1−φ)Lf −ψ

]+
,

and ϕℓ = Lf . However, in order to have feasible contract terms, we must ensure πℓ = γ(1− s̄ℓ)(1−φ)Lf −ψ ≥ 0,
which implies that s̄ℓ ≤ 1 − ψ

γ(1−φ)Lf
for the contract to be practical.

Next, the optimal insurance contract in Region U3 is determined by comparing the government’s expected
cost under two scenarios. Specifically, the government prefers to induce security investment from the ℓ-
type if GIC

U3(ηh = 0, ηℓ > 0) ≤ GIC
U3(ηh = 0, ηℓ = 0), which holds when the internal security level satisfies

s̄ℓ ≤ 1 −
ψ−

(ρ−φ)κ·ψ·[(1−µI)Lf −κ]
(1−φ)(1−µI)2L2

f

γ(ρ−φ)
(

1− κ(1−µI)Lf

)
(2Lf +Ls)

, which always holds when s̄ℓ ≤ 1 − ψ
γ(1−φ)Lf

.
Finally, if the h-type firm mimics the ℓ-type by selecting the contract ΩIC

ℓ , he would invest in security with
probability η̃h. The government, treating him as an ℓ-type, audits with probability λℓ = ψ−γ(1−s̄ℓ)(ρ−φ)(Lf −ϕℓ)

γ(1−s̄ℓ)(1−φ)(1−µI)ϕℓ .
The h-type’s expected cost under the deviated contract becomes:

Fh|ℓ(ΩIC
ℓ ) = πℓ + η̃h ·ψ

(
1 − 1 − s̄h

1 − s̄ℓ

)
+ψ ·

(1 − s̄h
1 − s̄ℓ

)
+ γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕℓ)] (EC. 31)

By definition, we have s̄h > s̄ℓ. Consequently, the coefficient of η̃h in Equation (EC. 31), given byψ
(

1 − 1−s̄h
1−s̄ℓ

)
,

is strictly positive. Hence, the h-type’s optimal deviation strategy is η̃h = 0.
Therefore, if the h-type firm picks the contract designed for the ℓ-type, his loss will be πℓ +ψ ·

( 1−s̄h
1−s̄ℓ

)
+γ(1 −

s̄h) [Ln + (1 − ρ)(Lf −ϕℓ)], instead of his outside option, which is γ(1 − s̄h) [Ln + (1 −φ)Lf
]. The difference

between these two, in optimality, equals s̄h−s̄ℓ
1−s̄ℓ

(
ψ− γ(1 − s̄ℓ)(1 −φ)Lf

), which cannot be positive, as this
would imply that the premium should be negative, which is impossible. Therefore, the h-type firm cannot
gain any benefit by mimicking the ℓ-type, and it has no incentive to do so.

Optimal Insurance Contract in Region U2:

In this region, the socially optimal solution requires both firm types to invest in security, i.e., eSO
h = 1 and

eSO
ℓ = 1. However, due to incentive limitations, a pure-strategy equilibrium with full compliance (ηh = ηℓ = 1)

is not implementable under Region I of Proposition 3. Therefore, the government must choose among four
possible contract options:

• Option 1: No Contract. The government does not offer any insurance contract, resulting in no investment
by either firm type (ηh = ηℓ = 0). The government’s expected cost in this case is:

GIC
U2(ηh = 0,ηℓ = 0) = ζ · γ(1 − s̄h) [Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)] .

(EC. 32)
• Option 2: Contract for ℓ-type only. The government offers an insurance contract to the ℓ-type and

not to the h-type. The ℓ-type firm invests under a mixed strategy (Region II), while the h-type shirks
(Region III). The structure and cost of this option are identical to those in Region U3, that is: GIC

U2(ηh =
0,ηℓ > 0) = GIC

U3(ηh = 0,ηℓ > 0).
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• Option 3: Contract for h-type only. The government designs a contract ΩIC
h = {πh,ϕh} to induce ηh ∈

(0, 1), supported by inspection with probability λh > 0. The feasibility conditions require: ϕh ≥ κ
1−µI

.
Substituting equilibrium values of λh = ψ−γ(1−s̄h)(ρ−φ)(Lf −ϕh)

γ(1−s̄h)(1−φ)(1−µI)ϕh
and ηh = 1 − κ

(1−µI)ϕh
, the cost expressions

become:

Gℓ(ΩIC
ℓ | λℓ = 0,ηℓ = 0) = γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)] , (EC. 33)

Gh(ΩIC
h | λh > 0,ηh > 0) = −πh + γ(1 − s̄h) ·

(
Ln + (1 − ρ)(Lf + Ls +ϕh) + κ(ρ−φ)

(1 −µI)ϕh
(Lf + Ls +ϕh)

− (ρ−φ)κ [ψ− γ(1 − s̄h)(ρ−φ)(Lf −ϕh)] [(1 −µI)ϕh −κ]
γ(1 − s̄h)(1 −φ)(1 −µI)2ϕ2

h

)
, (EC. 34)

Fℓ(ΩIC
ℓ | λℓ = 0,ηℓ = 0) = γ(1 − s̄ℓ) [Ln + (1 −φ)Lf

] , (EC. 35)
Fh(ΩIC

h | λh > 0,ηh > 0) = πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ. (EC. 36)

Because, in the ungoverned decision, the h-type firm does not exert effort, its outside option loss will
be: FUN

h = γ(1 − s̄h) [Ln + (1 −φ)Lf
]. Thus, the individual rationality (IR) constraint for the h-type firm

in this situation can be written as:

πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf
] (EC. 37)

Hence, for the h-type firm we have ΩIC
h ∈

{
ϕh ≥ κ

1 −µI
, ϕh < Lf

}
. The complete optimization problem

in Region U1 can be then written as follows:

min
πh,ϕh

GIC
U1 = (1 − ζ) · γ(1 − s̄ℓ) [Ln + (1 −φ)(Lf + Ls)]

+ ζ ·
[

− πh + γ(1 − s̄h) ·
(

Ln + (1 − ρ)(Lf + Ls +ϕh) + κ(ρ−φ)
(1 −µI)ϕh

(Lf + Ls +ϕh)

− (ρ−φ)κ [ψ− γ(1 − s̄h)(ρ−φ)(Lf −ϕh)] [(1 −µI)ϕh −κ]
γ(1 − s̄h)(1 −φ)(1 −µI)2ϕ2

h

)]
(EC. 38)

Subject to:

πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf
] (IRh)

κ

1 −µI
≤ ϕh ≤ Lf (Feasibility)

Note that the coefficient of πh in the objective function (EC. 38) is −1, indicating that the objective
function is strictly decreasing in πh. Therefore, to minimize the government’s expected cost, the optimal
value of πh must lie at its upper bound, given by: γ(1 − s̄h) [(1 −φ)Lf − (1 − ρ)(Lf −ϕh)]−ψ, based on
the IRh. This implies that the government prefers to set the insurance premium as high as possible within
the admissible range. Furthermore, this upper bound also achieves its highest value when ϕh ∈

(
κ

1−µI
, Lf

)
takes its maximum level, i.e., Lf . Therefore, the optimal value of decision variables under this contract
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are πh =
[
γ(1 − s̄h)(1 −φ)Lf −ψ

]+
, and ϕh = Lf . However, in order to have feasible contract terms, we

must ensure πh = γ(1 − s̄h)(1 −φ)Lf −ψ ≥ 0, which implies that s̄h ≤ 1 − ψ
γ(1−φ)Lf

for the contract to be
practical.
Finally, if the ℓ-type firm mimics the h-type by selecting the contract ΩIC

h = {πh,ϕh}, he invests in
security with probability η̃ℓ, and the government inspects with probability: λh = ψ−γ(1−s̄h)(ρ−φ)(Lf −ϕh)

γ(1−s̄h)(1−φ)(1−µI)ϕh
.

The firm’s expected cost under the deviated contract is:
Fℓ|h(ΩIC

h ) = πh + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)]+ η̃ℓ ·
(

1 − 1 − s̄ℓ
1 − s̄h

)
ψ+

(1 − s̄ℓ
1 − s̄h

)
ψ. (EC. 39)

Since by definition we have s̄h > s̄ℓ, it follows that 1 − 1−s̄ℓ
1−s̄h

< 0. This implies that the coefficient of η̃ℓ
in Equation (EC. 39), is strictly negative. Consequently, the ℓ-type firm can reduce its total cost when
mimicking the h-type contract by choosing to invest in security, that is, by setting η̃ℓ = 1.
Therefore, if the ℓ-type firm mimics the h-type, it incurs a loss of: πh +γ(1− s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)]+
ψ, instead of its outside option: γ(1− s̄ℓ) [Ln + (1 −φ)Lf

]. The difference between these two expressions
in optimality is: γ(s̄h − s̄ℓ)(1 −φ)Lf , which represents the information rent that the government bears
due to hidden firm types. As a result, because this amount is positive, the contract designed for the
h-type is not incentive compatible, since the ℓ-type firm has a strict incentive to mimic the h-type. As,
result, we have pooling contract, as both h- and ℓ- type firms will pick the same contract.

• Option 4: Contract for both types. The government offers contracts to both types, inducing a
mixed-strategy equilibrium for each firm type (Region II of Proposition 3). This requires: ΩIC

θ ∈{
ϕθ ≥ κ

1−µI
, ϕθ < Lf

}
, θ ∈ {h, ℓ} Under this setting, the mixed-strategy equilibrium conditions give:

λθ = ψ−γ(1−s̄θ)(ρ−φ)(Lf −ϕθ)
γ(1−s̄θ)(1−φ)(1−µI)ϕθ , ηθ = 1 − κ

(1−µI)ϕθ Substituting these into the government and firm cost func-
tions (Eq. (EC. 17) and Eq. (EC. 29)), we obtain for each type θ ∈ {h, ℓ}:

Gθ(ΩIC
θ | λθ,ηθ) = −πθ + γ(1 − s̄θ)

(
Ln + (1 − ρ)(Lf + Ls +ϕθ) + κ(ρ−φ)

(1 −µI)ϕθ (Lf + Ls +ϕθ)

− (ρ−φ)κ ·
[
ψ− γ(1 − s̄θ)(ρ−φ)(Lf −ϕθ)] · [(1 −µI)ϕθ −κ]

γ(1 − s̄θ)(1 −φ)(1 −µI)2ϕ2
θ

)
, (EC. 40)

Fθ(ΩIC
θ | λθ,ηθ) = πθ + γ(1 − s̄θ) [Ln + (1 − ρ)(Lf −ϕθ)]+ψ. (EC. 41)

If the ℓ-type firm mimics the h-type by selecting the contract intended for the h-type, he invests in security
with probability η̃ℓ. Since the government believes the firm is of type h, it audits with probability λh =
ψ−γ(1−s̄h)(ρ−φ)(Lf −ϕh)
γ(1−s̄h)(1−φ)(1−µI)ϕh

. The ℓ-type’s expected cost under the deviated contract ΩIC
h is then given by:

Fℓ|h(ΩIC
h | λh, η̃ℓ) = πh + η̃ℓ ·ψ

(
1 − 1 − s̄ℓ

1 − s̄h

)
+ψ ·

(1 − s̄ℓ
1 − s̄h

)
+ γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)] . (EC. 42)

Since by definition s̄h > s̄ℓ, the coefficient
(

1 − 1−s̄ℓ
1−s̄h

)
is negative. Therefore, the ℓ-type prefers to exert effort

(i.e., η̃ℓ = 1) when mimicking the h-type. Accordingly, Equation (EC. 42) simplifies to:
Fℓ|h(ΩIC

h ) = πh +ψ+ γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)] (EC. 43)
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Similarly, if the h-type firm mimics the ℓ-type by selecting the contract intended for the ℓ-type, he invests in
security with probability η̃h. Since the government believes the firm is of type ℓ, it audits with probability
λℓ = ψ−γ(1−s̄ℓ)(ρ−φ)(Lf −ϕℓ)

γ(1−s̄ℓ)(1−φ)(1−µI)ϕℓ . The h-type’s expected cost under the deviated contract ΩIC
ℓ is then given by:

Fh|ℓ(ΩIC
ℓ | λℓ, η̃h) = πℓ + η̃h ·ψ

(
1 − 1 − s̄h

1 − s̄ℓ

)
+ψ ·

(1 − s̄h

1 − s̄ℓ

)
+ γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕℓ)] . (EC. 44)

Since s̄h > s̄ℓ, we have 1−s̄h
1−s̄ℓ

< 1, and therefore the coefficient
(

1 − 1−s̄h
1−s̄ℓ

)
is positive. As a result, the h-

type firm strictly prefers not to exert effort (i.e., η̃h = 0) when mimicking the ℓ-type. Substituting this into
Equation (EC. 44), the expression simplifies to:

Fh|ℓ(ΩIC
ℓ ) = πℓ +ψ ·

(1 − s̄h

1 − s̄ℓ

)
+ γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕℓ)] . (EC. 45)

Finally, since in Region U2 we have ψ > γ(1 − s̄θ)(ρ−φ)Lf for both firm types θ ∈ {ℓ, h}, neither type finds
it optimal to invest in security in the absence of a contract. Therefore, the outside option in the individual
rationality (IR) constraints corresponds to zero investment. In this case, the firm’s expected cost equals
γ(1− s̄θ) [Ln + (1 −φ)Lf

], which defines the right-hand side of the IR constraint. Therefore, the governemrnt’s
optimization problem in Region U2 (mixed strategy for both types) can be writen as follows:

min
πh,πℓ ϕh,ϕℓ

GIC
U2 = ζ ·

[
− πh + γ(1 − s̄h)

(
Ln + (1 − ρ)(Lf + Ls +ϕh) + κ(ρ−φ)

(1 −µI)ϕh
(Lf + Ls +ϕh)

− (ρ−φ)κ [ψ− γ(1 − s̄h)(ρ−φ)(Lf −ϕh)] [(1 −µI)ϕh −κ]
γ(1 − s̄h)(1 −φ)(1 −µI)2ϕ2

h

)]

+ (1 − ζ) ·
[

− πℓ + γ(1 − s̄ℓ)
(

Ln + (1 − ρ)(Lf + Ls +ϕℓ) + κ(ρ−φ)
(1 −µI)ϕℓ (Lf + Ls +ϕℓ)

− (ρ−φ)κ [ψ− γ(1 − s̄ℓ)(ρ−φ)(Lf −ϕℓ)] [(1 −µI)ϕℓ −κ]
γ(1 − s̄ℓ)(1 −φ)(1 −µI)2ϕ2

ℓ

)]
(EC. 46)

Subject to:

πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ ≤ γ(1 − s̄h) [Ln + (1 −φ)Lf
] (IRh)

πℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕℓ)]+ψ ≤ γ(1 − s̄ℓ) [Ln + (1 −φ)Lf
] (IRℓ)

πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ ≤ πℓ + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕℓ)]+
(1 − s̄h

1 − s̄ℓ

)
·ψ (ICh)

πℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕℓ)]+ψ ≤ πh + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)]+ψ (ICℓ)

κ

1 −µI
≤ ϕθ ≤ Lθ, πθ ≤ γ(1 − s̄θ) [Ln + (1 −φ)Lf

] for all θ ∈ {ℓ, h} (Feasibility)



Nikoofal et al.: Securing Supply Chains: Subsidies, Insurance, and Hybrid Incentives under Costly Verification 20

We now claim that, at the optimum, the incentive compatibility constraint of the h-type (ICh) and the individual
rationality constraint of the ℓ-type (IRℓ) are binding. To see this, observe the following chain of inequalities:

Fh(ΩIC
h ) = πh + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕh)]+ψ

≤ πℓ + γ(1 − s̄h) [Ln + (1 − ρ)(Lf −ϕℓ)]+
(1 − s̄h

1 − s̄ℓ

)
·ψ (by ICh)

≤ πℓ + γ(1 − s̄ℓ) [Ln + (1 − ρ)(Lf −ϕℓ)]+ψ = Fℓ(ΩIC
ℓ ) (since s̄h > s̄ℓ)

≤ γ(1 − s̄ℓ) [Ln + (1 −φ)Lf
] (by IRℓ)

The last term represents the outside option cost of the ℓ-type in the absence of any contract. At the optimum,
IRℓ must be binding-otherwise, the government could reduce its cost by increasing πℓ or decreasing ϕℓ
without violating incentive compatibility. Similarly, if ICh were slack,then the government could construct a
new contract by increasing πh and decreasing ϕh, while still satisfying the ICh constraint. The new contract
would yield a strictly lower expected cost for the government, contradicting the optimality of the original
contract. Hence, ICh must bind at the optimum:

πℓ = γ(1 − s̄ℓ)(1 −φ)Lf − γ(1 − s̄ℓ)(1 − ρ)(Lf −ϕℓ) −ψ, (EC. 47)
πh = γ(1 − s̄ℓ)(1 −φ)Lf − γ(1 − s̄ℓ)(1 − ρ)(Lf −ϕℓ) + γ(1 − s̄h)(1 − ρ)(ϕh −ϕℓ) −

(
1 + s̄h − s̄ℓ

1 − s̄ℓ

)
ψ.

(EC. 48)
Now, by Substituting (EC. 47) and (EC. 48) into the IRh constraint, we obtain an upper bound for ϕℓ:

ϕℓ ≤ ψ− γ(1 − s̄ℓ)(ρ−φ)Lf

γ(1 − s̄ℓ)(1 − ρ) .

Similarly, substituting (EC. 47) and (EC. 48) into the ICℓ constraint and simplifying gives a lower bound for
ϕℓ:

ϕℓ ≥ ψ+ γ(1 − s̄ℓ)(1 − ρ)ϕh

γ(1 − s̄ℓ)(1 − ρ) . (EC. 49)
For the problem to be feasible, we must have the lower bound (EC. 49) less than or equal to the upper bound
(EC. 49), i.e.,

ψ− γ(1 − s̄ℓ)(ρ−φ)Lf

γ(1 − s̄ℓ)(1 − ρ) ≥ ψ+ γ(1 − s̄ℓ)(1 − ρ)ϕh

γ(1 − s̄ℓ)(1 − ρ) .
This simplifies to:

ϕh ≤ −(ρ−φ)Lf

1 − ρ
.

which contradicts the feasibility condition ϕh ≥ κ
1−µI

> 0. Therefore, there exists no feasible ϕh that satisfies
the constraints, and this optimization problem in Region U2 is infeasible.
Finally, the optimal contract in Region U2 can be determined by comparing the government’s expected loss
across the feasible second-best alternatives. First, the pure-strategy outcome with no investment from either
firm type, i.e., ηh = ηℓ = 0. Second, the government may induce a mixed-strategy equilibrium only for the
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ℓ-type, i.e., ηℓ > 0, ηh = 0. This setup is structurally identical to Region U3. Third, the government may
instead offer a mixed-strategy contract only to the h-type, i.e., ηh > 0, ηℓ = 0, which is structurally identical to
Region U1.
By comparing these three expected losses, the government can determine the most cost-effective strategy and
partition Region U2 into subregions where it is optimal to: (i) provide no contract at all, (ii) offer a contract
only to the ℓ-type, or (iii) offer a contract only to the h-type.

Lastly, we check for the feasibility of the candidate insurance contract. The candidate insurance contract
must satisfy π∗

θ ≥ 0, and 0 ≤ ϕ∗
θ ≤ Lf . The upper bound on coverage ensures that reimbursement does not

exceed the firm’s direct operational loss. The participation and incentive-compatibility constraints hold by
construction under the corresponding pooling equilibrium. Moreover, the inspection-game probabilities satisfy
0 ≤ λ∗

θ ≤ 1, and 0 ≤ η∗
θ ≤ 1, under the conditions defining the insurance pooling window in Proposition 4.

Hence, the coverage, premium, participation, screening, and equilibrium-interiority conditions can be satisfied
simultaneously.

Proof of Proposition 5. Let Oθ ≡ WSC
θ ∩ W IC

θ denote the set of baseline network-security levels for which
the subsidy and insurance pooling contracts characterized in Propositions 2 and 4 are both implementable.
Writing WSC

θ = (
sSC
θ , sSC

θ

) and W IC
θ = (

sIC
θ , sIC

θ

), the common feasibility interval is Oθ = (
sθ, sθ

), where
sθ = max{sSC

θ , sIC
θ

} and sθ = min{sSC
θ , sIC

θ

}. Hence, the comparison is meaningful whenever sθ < sθ. The
pooling-window conditions reported in Tables 4 and 6 identify the parameter configurations under which this
inequality holds. For every s̄θ ∈ Oθ, define

E SC
θ = PBSC

θ

ACSC
θ

, E IC
θ = PBIC

θ

ACIC
θ

,

where PBi
θ = γ(1 − s̄θ)(ρ−φ)(Lf + Ls)(ηi

θ − eUN
θ

)+, i ∈ {SC, IC}. Within the pooling windows in which the
government targets type θ, the target type does not invest under the ungoverned outcome, so eUN

θ = 0. For
compactness, define

∆θ ≡ ψ− γ(1 − s̄θ)(ρ−φ)Lf , χS ≡ κ

1 −µS
, χI ≡ κ

1 −µI
, r ≡ ρ−φ

1 −φ
.

Notice that 0 < r < 1 and ∂∆θ
∂ s̄θ

= γ(ρ−φ)Lf > 0.
Under the optimal subsidy pooling contract, τθ = ωθ = ∆θ and ηSC

θ = 1 − χS
∆θ

. Using Equation (10), we have

ACSC
θ = τθ +λSC

θ

[
κ− (1 − ηSC

θ )(1 −µS)ωθ] .

Since (1 − ηSC
θ )(1 −µS)ωθ = χS

∆θ
(1 −µS)∆θ = κ, the audit-margin term vanishes and therefore ACSC

θ = ∆θ.
The subsidy feasibility condition ηSC

θ ∈ (0, 1) requires ∆θ > χS > 0.
Under the optimal insurance pooling contract, ϕθ = Lf and πθ = γ(1 − s̄θ)(1 −φ)Lf −ψ, and ηIC

θ = 1 − χI
Lf

≡
ηI , where insurance interiority requires 0 < χI < Lf so that 0 < ηI < 1. Moreover, λIC

θ = ψ
γ(1−s̄θ)(1−φ)(1−µI )Lf

.
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Using Equation (11), and noting that 1 − sθ(eθ) = ηI(1 − ρ) + (1 − ηI)(1 −φ), the insurance agency cost can
be simplified as follows:

ACIC
θ = −πθ + γ(1 − s̄θ)[ηI(1 − ρ) + (1 − ηI)(1 −φ)]Lf +λIC

θ

{
γ(1 − s̄θ)[ηI(1 − ρ) + (1 − ηI)(1 −φ)]κ

− (1 − ηI)γ(1 − s̄θ)(1 −φ)(1 −µI)Lf

}
= ηI∆θ + B,

where B ≡ ψχI
Lf

(1 − ηIr). Because 0 < ηI < 1 and 0 < r < 1, 1 − ηIr > 0, and hence B > 0. Consequently,
ACIC

θ = ηI∆θ + B > 0. Thus, both agency-cost denominators are strictly positive throughout Oθ.
Consider now the efficiency ratio

Rθ ≡ E SC
θ

E IC
θ

.
The common factor γ(1 − s̄θ)(ρ − φ)(Lf + Ls) in the two prevention benefits cancels. Substituting the
equilibrium compliance probabilities and agency costs gives

Rθ = ηSC
θ

ηI

ACIC
θ

ACSC
θ

= (∆θ −χS)(ηI∆θ + B)
ηI∆2

θ

. (EC. 50)

This is the fully substituted efficiency ratio. Differentiating (EC. 50) first with respect to ∆θ yields
∂Rθ
∂∆θ

= (ηIχS − B)∆θ + 2BχS

ηI∆3
θ

.

Since ∂∆θ
∂ s̄θ

= γ(ρ−φ)Lf , we obtain
∂Rθ
∂s̄θ

= γ(ρ−φ)Lf
(ηIχS − B)∆θ + 2BχS

ηI∆3
θ

.

Hence the derivative is well defined throughout Oθ because ηI > 0 and ∆θ > χS > 0. Notice, however, that
global monotonicity of Rθ is not required to establish the single-crossing result. The ordering follows more
directly from Rθ − 1. Indeed, subtracting one from (EC. 50) gives

Rθ − 1 = (∆θ −χS)(ηI∆θ + B) − ηI∆2
θ

ηI∆2
θ

= (B − ηIχS)∆θ − BχS

ηI∆2
θ. (EC. 51)

The denominator of (EC. 51) is strictly positive. Therefore, the sign of Rθ − 1 is determined entirely by
H(∆θ) ≡ (B − ηIχS)∆θ − BχS. When B > ηIχS, H(∆θ) is strictly increasing and has the unique zero ∆∗

θ =
BχS

B−ηIχS
. Because ∆θ is strictly increasing in s̄θ, the corresponding network-security threshold is

¯̄sθ = 1 − ψ− ∆∗
θ

γ(ρ−φ)Lf
.

It remains to verify that this crossing lies in the common feasibility interval. Let ∆L
θ = ∆θ(sθ) and ∆U

θ =
∆θ(sθ). The boundary signs are

Rθ(sθ) − 1 = (B − ηIχS)∆L
θ − BχS

ηI(∆L
θ)2 , Rθ(sθ) − 1 = (B − ηIχS)∆U

θ − BχS

ηI(∆U
θ )2 .
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Thus, Rθ(sθ) ≤ 1 and Rθ(sθ) ≥ 1 if and only if ∆L
θ ≤ ∆∗

θ ≤ ∆U
θ . Under this condition, the nonempty overlap

interval contains the unique crossing ¯̄sθ. Finally, because H(∆θ) is strictly increasing and ∆θ is strictly
increasing in s̄θ, Equation (EC. 51) implies; when s̄θ ≤ ¯̄sθ we have Rθ ≤ 1, so that E IC

θ ≥ E SC
θ , and when

s̄θ ≥ ¯̄sθ we have Rθ ≥ 1, so that E SC
θ ≥ E IC

θ .

Proof of Proposition 6. Conditional on the firm’s effort eθ ∈ {0, 1} and the audit outcome AI ∈ {0, 1}, the
firm’s (top) and government’s (bottom) costs are:

Table 10 Firm’s (Top) and Government’s (Bottom) Costs in the Delayed-Inspection Hybrid Contract

Firm’s Effort Inspection AI = 1 No Inspection AI = 0

eθ = 1 −τθ + γ(1−s̄θ) [Ln + (1−ρ)(Lf −ϕθ)]+ψ −τθ + γ(1−s̄θ) [Ln + (1−ρ)(Lf −ϕθ)]+ψ
τθ + γ(1−s̄θ) [Ln + (1−ρ)(Lf + Ls +ϕθ)]+κ τθ + γ(1−s̄θ) [Ln + (1−ρ)(Lf + Ls +ϕθ)]

eθ = 0 −τθ + γ(1−s̄θ) [Ln + (1−φ)(Lf −µIϕθ)] −τθ + γ(1−s̄θ) [Ln + (1−φ)(Lf −ϕθ)]
τθ + γ(1−s̄θ) [Ln + (1−φ)(Lf + Ls +µIϕθ)]+κ τθ + γ(1−s̄θ) [Ln + (1−φ)(Lf + Ls +ϕθ)]

Averaging over the firm’s compliance probability ηθ and the audit probability λθ yields closed-form
expressions for the firm’s and government’s expected losses:

FDH
θ = −τθ + γ (1 − s̄θ)

[
Ln + (1 −φ) (Lf −ϕθ) +λθ (1 −φ) (1 −µI)ϕθ

]
+ ηθ

[
ψ− γ (1 − s̄θ) (ρ−φ) (Lf −ϕθ) −λθ γ (1 − s̄θ) (1 −φ) (1 −µI)ϕθ

]
, (EC. 52)

GDH
θ = τθ + γ (1 − s̄θ)

[
Ln + ((1 −φ) − ηθ(ρ−φ)) (Lf + Ls +ϕθ)

]
+λθ

[
κ− (1 − ηθ)γ (1 − s̄θ) (1 −φ) (1 −µI)ϕθ

]
. (EC. 53)

We next derive the equilibrium conditions explicitly. The firm is indifferent between investing and shirking
when FDH

θ (λθ, 1 | τθ,ϕθ) = FDH
θ (λθ, 0 | τθ,ϕθ), which yields the equilibrium inspection probability. Similarly,

the government is indifferent between inspecting and not inspecting when GDH
θ (1,ηθ | τθ,ϕθ) = GDH

θ (0,ηθ |
τθ,ϕθ), which yields the equilibrium compliance probability. We then verify that both probabilities belong
to [0, 1] under the stated regional conditions. Accordingly, we summarize the three possible equilibrium
regimes in the delayed-audit hybrid contract as follows:

PROPOSITION 8. Let the delayed-audit hybrid contract be parameterized by {τθ,ϕθ}. Then the audit game

admits a unique Nash equilibrium in one of three regimes:

Region I: A pure-strategy equilibrium ηθ = 1, λθ = 0 exists if and only if ψ ≤ γ (1− s̄θ) (ρ−φ) (Lf −ϕθ).
Region II: There is an interior mixed-strategy equilibrium with ηθ = 1 − κ

γ (1−s̄θ) (1−φ) (1−µI )ϕθ , λθ =
ψ− γ (1 − s̄θ) (ρ−φ) (Lf −ϕθ)
γ (1 − s̄θ) (1 −φ) (1 −µI)ϕθ , if and only if ψ > γ (1 − s̄θ) (ρ−φ) (Lf − ϕθ) and κ< γ (1 − s̄θ) (1 −

φ) (1 −µI)ϕθ.
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Region III: A pure-strategy equilibrium ηθ = 0, λθ = 0 exists if and only if ψ > γ (1 − s̄θ) (ρ−φ) (Lf −
ϕθ) and κ ≥ γ (1 − s̄θ) (1 −φ) (1 −µI)ϕθ.

We can now solve for the government contract design problem.

• Optimal Delayed-Inspection Hybrid Contract in Region U1:
In region U1 the socially optimal solution requires both types to invest, eℓ = eh = 1. Since the ℓ-type already

invests without intervention, we solely focus on the h-type. A full-compliance pure equilibrium (ηh = 1, λh = 0)
would require ψ ≤ γ (1 − s̄h) (ρ−φ) (Lf −ϕh), but by definition of U1 we have ψ > γ(1 − s̄h)(ρ−φ) Lf , so
pure full compliance cannot be implemented. The planner therefore compares:
Option 1: No contract. ηh = 0, ηℓ = 1. Then

GDH
U1 (ηh = 0,ηℓ = 1) = ζ γ(1 − s̄h)[Ln + (1 −φ)(Lf + Ls)]+ (1 − ζ)γ(1 − s̄ℓ)[Ln + (1 − ρ)(Lf + Ls)].

Option 2: Mixed-strategy contract for h. Offer ΩDH
h = {τh,ϕh}, inducing ηh = 1 − κ

γ(1−s̄h)(1−φ)(1−µI )ϕh
, λh =

ψ−γ(1−s̄h)(ρ−φ)(Lf −ϕh)
γ(1−s̄h)(1−φ)(1−µI )ϕh

. Substitution into the cost-loss functions yields

GDH
ℓ (λℓ = 0,ηℓ = 1) = γ(1 − s̄ℓ)[Ln + (1 − ρ)(Lf + Ls)], (EC. 54)

GDH
h (λh > 0,ηh > 0) = τh + γ(1 − s̄h)[Ln + (1 − ρ)(Lf + Ls +ϕh)]+ κ (ρ−φ) (Lf + Ls +ϕh)

(1 −µI) (1 −φ)ϕh
, (EC. 55)

FDH
ℓ (λℓ = 0,ηℓ = 1) = γ(1 − s̄ℓ)[Ln + (1 − ρ)Lf

]+ψ, (EC. 56)

FDH
h (λh > 0,ηh > 0) = − τh + γ(1 − s̄h)[Ln + (1 − ρ)(Lf −ϕh)]+ψ. (EC. 57)

Because in the ungoverned decision the h-type firm exerts no effort, its outside-option loss is FUN
h = γ(1 −

s̄h)[Ln + (1 −φ) Lf
], which serves as the right-hand side of its individual-rationality constraint. Under the

delayed-audit hybrid contract (parameters τh,ϕh), and in the mixed-strategy equilibrium (λh > 0,ηh > 0), its
expected cost is FDH

h = − τh + γ(1 − s̄h)[Ln + (1 − ρ) (Lf −ϕh)]+ψ. Hence the h-type’s IR constraint is:

− τh + γ(1 − s̄h)[Ln + (1 − ρ) (Lf −ϕh)]+ψ ≤ γ(1 − s̄h)[Ln + (1 −φ) Lf
]. (EC. 58)

Therefore, the government’s optimization problem in Region U1 is to choose τh,ϕh to minimize:

min
τh,ϕh

GDH
U1 = (1 − ζ)γ (1 − s̄ℓ)[Ln + (1 − ρ) (Lf + Ls)]

+ ζ

{
τh + γ (1 − s̄h)[Ln + (1 − ρ) (Lf + Ls +ϕh)]+ κ (ρ−φ) (Lf + Ls +ϕh

)
(1 −φ) (1 −µI)ϕh

}
. (EC. 59)

subject to

− τh + γ(1 − s̄h)[Ln + (1 − ρ) (Lf −ϕh)]+ψ ≤ γ(1 − s̄h)[Ln + (1 −φ) Lf
], (IRh)

0 ≤ τh, 0 ≤ ϕh < Lf , κ ≤ γ (1 − s̄h) (1 −φ) (1 −µI)ϕh. (Feasibility)
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The objective is strictly increasing in τh, so the unique minimizer is τ∗
h = 0. Substituting τh = 0 back into the

objective reduces the planner’s problem to

G(ϕh) = C + ζ
[
γ(1 − s̄h)(Ln + (1 − ρ)(Lf + Ls +ϕh))+ κ(ρ−φ) (Lf + Ls +ϕh)

(1 −φ) (1 −µI)ϕh

]
,

where C is constant in ϕh. Taking the derivative with respect to ϕh gives dG
dϕh

= ζ
[
γ(1 − s̄h)(1 − ρ) −

κ(ρ−φ) (Lf +Ls)
(1−φ) (1−µI )ϕ2

h

]
. Setting this equal to zero yields the interior candidate ϕ∗

h =
√

κ(ρ−φ) (Lf +Ls)
γ (1−s̄h) (1−φ) (1−ρ) (1−µI ) . Moreover,

the second derivative d2G
dϕ2

h
= ζ

2κ(ρ−φ) (Lf +Ls)
(1−φ) (1−µI )ϕ3

h
is strictly positive for all ϕh > 0, so G is strictly convex and ϕ∗

h is
its unique global minimizer on (0, Lf ). It is also verified that this τ∗

h and ϕ∗
h satisfies both the feasibility and

the IR constraints. Hence, η∗
h and λ∗

h will be updated as:

η∗
h = 1 −

√
κ (1 − ρ)

γ (1 − s̄h) (1 −φ) (1 −µI) (ρ−φ) (Lf + Ls) ,

λ∗
h =

ψ− γ (1 − s̄h) (ρ−φ) Lf + (ρ−φ)
√
γ (1 − s̄h)κ (ρ−φ) (Lf + Ls)

(1 −φ) (1 − ρ) (1 −µI)√
γ (1 − s̄h) (1 −φ) (1 −µI)κ (ρ−φ) (Lf + Ls)

1 − ρ

.

Now, suppose the ℓ-type firm mimics the h-type and accepts the delayed-audit contract ΩDH
h = {τh,ϕh}.

Believing the firm is of type h, the government audits with probability λh = ψ−γ (1−s̄h) (ρ−φ) (Lf −ϕh)
γ (1−s̄h) (1−φ) (1−µI )ϕh

. Let η̃ℓ
denote the effort probability of the mimicking ℓ-type. Its expected cost is

FHA
ℓ|h = − τh + γ(1 − s̄ℓ)[Ln + (1 − ρ) (Lf −ϕh)]+ 1 − s̄ℓ

1 − s̄h
ψ− η̃ℓ

s̄h − s̄ℓ
1 − s̄h

ψ.

Since s̄ℓ < s̄h, the coefficient of η̃ℓ is negative. Therefore, the ℓ-type strictly prefers to exert effort under
the deviated contract, i.e., η̃ℓ = 1. Substituting η̃ℓ = 1, the deviated cost simplifies to: FDA

ℓ|h = −τh + γ(1 −
s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)]+ψ Therefore, if the ℓ-type firm mimics the h-type, it incurs a loss of: −τh +γ(1 −
s̄ℓ) [Ln + (1 − ρ)(Lf −ϕh)]+ψ, instead of its outside option: γ(1 − s̄ℓ) [Ln + (1 − ρ)Lf

]+ψ. The difference
between these two expressions is exactly: τh + γ(1 − s̄ℓ)(1 − ρ)ϕh, which represents the information rent

that the government bears due to hidden firm types. Under the optimal contract design, this rent equals:
(1 − s̄ℓ)

√
γ (1−ρ) (ρ−φ) (Lf +Ls)κ

(1−s̄h) (1−φ) (1−µI ) . Because this amount is positive, the contract designed for the h-type is not
incentive compatible, since the ℓ-type firm has a strict incentive to mimic the h-type. As, result, we have
pooling contract, as both h- and ℓ- type firms will pick the same contract.
Next, in Region U1 the planner compares GDH

U1 (ηh > 0, ηℓ > 0) ≤ GDH
U1 (ηh = 0, ηℓ = 1) to identify the parameter

region where it is profitable for the government to offer the hybrid contract.
Optimal Delayed-Inspection Hybrid Contract in Region U3:

In this region, the socially optimal policy requires only the ℓ-type firm to invest in security, i.e. eSO
ℓ = 1 and

eSO
h = 0. Therefore, the planner seeks to induce effort only from the ℓ-type via a delayed-audit hybrid contract,

while allowing the h-type to shirk under no contract.
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A pure-compliance equilibrium (ηℓ = 1,λℓ = 0) would require ψ ≤ γ (1 − s̄ℓ) (ρ−φ) (Lf −ϕℓ), but in U3
we have ψ > γ(1 − s̄ℓ)(ρ−φ)Lf . Thus the planner compares:

• No contract (Region III): ηℓ = 0, λℓ = 0 , which is:

GDH
U3 (ηh = 0,ηℓ = 0) = ζ γ (1 − s̄h)[Ln + (1 −φ)(Lf + Ls)] + (1 − ζ)γ (1 − s̄ℓ)[Ln + (1 −φ)(Lf + Ls)].

• Mixed-strategy hybrid contract (Region II): Offer ΩDH
ℓ = {Eℓ = 1, τℓ, ϕℓ} . Thus, in equilibrium:

ηℓ = 1 − κ

γ (1 − s̄ℓ) (1 −φ) (1 −µI)ϕℓ , λℓ = ψ− γ (1 − s̄ℓ) (ρ−φ) (Lf −ϕℓ)
γ (1 − s̄ℓ) (1 −φ) (1 −µI)ϕℓ .

Substituting into the delayed-audit cost functions yields:

GDH
h (λh = 0,ηh = 0) = γ (1 − s̄h)[Ln + (1 −φ)(Lf + Ls)], (EC. 60)

GDH
ℓ (λℓ > 0,ηℓ > 0) = τℓ + γ(1 − s̄ℓ)[Ln + (1 − ρ)(Lf + Ls +ϕℓ)]+ κ (ρ−φ) (Lf + Ls +ϕℓ)

(1 −µI) (1 −φ)ϕℓ , (EC. 61)
FDH

h (λh = 0,ηh = 0) = γ (1 − s̄h)[Ln + (1 −φ)Lf
], (EC. 62)

FDH
ℓ (λℓ > 0,ηℓ > 0) = − τℓ + γ (1 − s̄ℓ)[Ln + (1 − ρ)(Lf −ϕℓ)]+ψ. (EC. 63)

Moreover, outside option for ℓ-type is FUN
ℓ = γ (1 − s̄ℓ)[Ln + (1 −φ)Lf

]. Hence the IR constraint for the ℓ-type
under the hybrid contract will be:

− τℓ + γ (1 − s̄ℓ)[Ln + (1 − ρ)(Lf −ϕℓ)]+ψ ≤ γ (1 − s̄ℓ)[Ln + (1 −φ)Lf
].

Accordingly, the government’s optimization problem in Region U3 is:

min
τℓ,ϕℓ

GDH
U3 = ζ γ (1 − s̄h)[Ln + (1 −φ) (Lf + Ls)]

+ (1 − ζ)
{
τℓ + γ (1 − s̄ℓ)[Ln + (1 − ρ) (Lf + Ls +ϕℓ)]+ κ (ρ−φ) (Lf + Ls +ϕℓ)

(1 −φ) (1 −µI)ϕℓ
}

, (EC. 64)
s.t. − τℓ + γ (1 − s̄ℓ)[Ln + (1 − ρ) (Lf −ϕℓ)]+ψ ≤ γ (1 − s̄ℓ)[Ln + (1 −φ) Lf

], (IRℓ)
0 ≤ τℓ, 0 < ϕℓ ≤ Lf , ϕℓ ≥ κ

γ (1 − s̄ℓ) (1 −φ) (1 −µI) . (Feasibility)

First, note that ∂GDH
U3

∂τℓ
= 1 − ζ > 0, so the objective is strictly increasing in τℓ and its minimizer is τ∗

ℓ = 0. With
τℓ = 0, we define

G(ϕ) = C + (1 − ζ)
{
γ(1 − s̄ℓ)[Ln + (1 − ρ)(Lf + Ls +ϕ)]+ κ(ρ−φ)(Lf + Ls +ϕ)

(1 −φ)(1 −µI)ϕ
}

,

where C is constant. Differentiating with respect to ϕ gives dG
dϕ = (1 − ζ)

[
γ(1 − s̄ℓ)(1 − ρ) − κ(ρ−φ)(Lf +Ls)

(1−φ)(1−µI )ϕ2
]
.

Setting this to zero yields the interior critical point ϕCP =
√

κ (ρ−φ) (Lf +Ls)
γ(1−s̄ℓ)(1−ρ)(1−φ)(1−µI ) . Next, the IR constraint

(IRℓ) with τℓ = 0 can be rewritten as γ(1 − s̄ℓ)[Ln + (1 − ρ)(Lf −ϕ)]+ψ ≤ γ(1 − s̄ℓ)[Ln + (1 −φ)Lf
], which

rearranges to
ϕ ≥ ψ/[γ(1 − s̄ℓ)] − (ρ−φ)Lf

1 − ρ
=: ϕIR.
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One checks that ϕCP < ϕIR. Moreover, for all ϕ > ϕCP we have dG
dϕ > 0, so G(ϕ) is increasing on [ϕIR, ∞).

Hence the constrained minimum occurs at the endpoint ϕ∗
ℓ = ϕIR. Combining these yields (τ∗

ℓ ,ϕ∗
ℓ ) =(

0, ψ−γ (1−s̄ℓ)(ρ−φ) Lf
γ (1−s̄ℓ) (1−ρ)

)
, Now the optimal value of λℓ and ηℓ will be: η∗

ℓ = 1 − κ (1−ρ)
(1−φ) (1−µI )

[
ψ−γ (1−s̄ℓ) (ρ−φ) Lf

] and
λ∗
ℓ = 1

1−µI
.

Now, suppose the h-type firm mimics the ℓ-type by selecting the delayed-audit contract ΩDH
ℓ = {Eℓ = 1, τℓ, ϕℓ}.

Believing the firm is of type ℓ, the government audits with probability λℓ = ψ−γ(1−s̄ℓ)(ρ−φ)(Lf −ϕℓ)
γ(1−s̄ℓ) (1−φ) (1−µI )ϕℓ . Let η̃h denote

the h-type’s effort probability under deviated contract. His expected cost after mimicking is:

FDH
h|ℓ = γ(1 − s̄h)[Ln + (1 − ρ)(Lf −ϕℓ)]+ 1 − s̄h

1 − s̄ℓ
ψ− η̃h ψ

(
1 − 1−s̄h

1−s̄ℓ

)
.

Since 1−s̄h
1−s̄ℓ

< 1, the coefficient of η̃h is positive, so the h-type’s best response is η̃∗
h = 0. Substituting it back we

have FDH
h|ℓ = γ(1 − s̄h)[Ln + (1 − ρ)(Lf −ϕℓ)]+ 1−s̄h

1−s̄ℓ
ψ, while his outside option remains FUN

h = γ(1 − s̄h)[Ln +
(1 −φ)Lf

]. Hence the gain from deviation is ∆ = FUN
h − FDH

h|ℓ = 1−s̄h
1−s̄ℓ

[
ψ− γ(1 − s̄ℓ)[(ρ−φ)Lf + (1 − ρ)ϕℓ]],

and by substituting the optimal ϕ∗
ℓ = ψ−γ (1−s̄ℓ)(ρ−φ) Lf

γ (1−s̄ℓ) (1−ρ) , the information rent will be ∆ = 0, showing that the
h-type has no incentive to mimic the ℓ-type.

Optimal Delayed-Inspection Hybrid Contract in Region U2:

In Region U2, the social planner’s first-best requires both firms to invest (eh = eℓ = 1). However, by definition
of U2, ψ > γ (1 − s̄θ) (ρ−φ) Lf for each θ ∈ {h, ℓ}, so no pure-strategy equilibrium with ηθ = 1, λθ = 0 is
feasible. The government therefore has four candidate policies:

• No contract for either type: Both firms shirk and no audits occur.
• Contract only for the high-risk type: This case is identical to the Region U1 analysis.
• Contract only for the low-risk type: This case is identical to the Region U3 analysis.
• Contract for both types: One can check (by writing both IR and IC constraints) that no feasible solution

exists under Region U2 parameters.
Finally, to compare the effectiveness of the hybrid contract relative to the subsidy and insurance contracts,
we derive the condition under which the firm’s compliance probability is higher under the hybrid contract.
In Regions where the government provides contract for ℓ-type we have:

ηDH
ℓ = 1 − κ (1 − ρ)

(1 −φ) (1 −µI) [ψ− γ (1 − s̄ℓ) (ρ−φ) Lf
] ,

ηSC
ℓ = 1 − κ

(1 −µs) [ψ− γ (1 − s̄ℓ) (ρ−φ) Lf
] ,

ηIC
ℓ = 1 − κ

(1 −µI) Lf
.

Hybrid contract outperforms the Subsidy contract in inducing the ℓ-type firm’s compliance whenever ηDH
ℓ ≥

ηSC
ℓ , which simplifies to (1 − ρ) (1 − µS) ≤ (1 −φ) (1 − µH) . Assuming equal audit-error rates µS = µI =
µH = µ, this reduces to ρ ≥ φ . In other words, the Hybrid contract always achieves higher compliance than
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a pure Subsidy for the areas related to ℓ-type contract. Similarly, Hybrid contract outperforms the Insurance
whenever ηHC

ℓ ≥ ηIC
ℓ which results in ψ ≥ γ (1 − s̄ℓ) (ρ−φ) Lf + 1 − ρ

1 −φ
Lf .

Moreover, in Regions where the government provides contract for h-type we have:

ηDH
h = 1 −

√
κ (1 − ρ)

γ (1 − s̄h) (1 −φ) (1 −µI) (ρ−φ) (Lf + Ls) ,

ηSC
ℓ = 1 − κ

(1 −µs) [ψ− γ (1 − s̄ℓ) (ρ−φ) Lf
] ,

ηIC
ℓ = 1 − κ

(1 −µI) Lf
.

Hybrid contract outperforms the subsidy contract in inducing the h-type firm’s compliance whenever ηDH
ℓ ≥

ηSC
ℓ , which simplifies to κ ≥ (1 − ρ) (1 −µs) [ψ− γ(1 − s̄h)(ρ−φ)Lf

]2

γ (1 − s̄h) (1 −φ) (ρ−φ) (Lf + Ls) . Similarly, hybrid contract outper-

forms the insurance whenever ηDH
ℓ ≥ ηIC

ℓ which results in κ

1 −µs
≥ (1 − ρ) [ψ− γ(1 − s̄h)(ρ−φ)Lf

]2

γ (1 − s̄h) (1 −φ) (ρ−φ) (Lf + Ls) .

Proof of Proposition 7 Table 11 summarizes the resulting expected costs for both the firm (top entries) and
the government (bottom entries) under each combination of effort and audit decisions. Summing the payoffs

Table 11 Firm’s (top) and Government’s (bottom) Costs in the Early-Audit Hybrid Contract

Firm’s effort Audit A = 1 No audit A = 0

eθ = 1 −τθ + γ(1 − s̄θ)[Ln + (1 − ρ) (Lf −ϕθ)]+ψ −τθ + γ(1 − s̄θ)[Ln + (1 − ρ) (Lf −ϕθ)]+ψ
τθ + γ(1 − s̄θ)[Ln + (1 − ρ) (Lf + Ls +ϕθ)]+κ τθ + γ(1 − s̄θ)[Ln + (1 − ρ) (Lf + Ls +ϕθ)]

eθ = 0 −µS τθ + γ(1 − s̄θ)[Ln + (1 −φ) (Lf −µS ϕθ)] −τθ + γ(1 − s̄θ)[Ln + (1 −φ) (Lf −ϕθ)]
µS τθ + γ(1 − s̄θ)[Ln + (1 −φ) (Lf + Ls +µS ϕθ)]+κ τθ + γ(1 − s̄θ)[Ln + (1 −φ) (Lf + Ls +ϕθ)]

in Table 11 over the possible audit and investment decisions (with probabilities λθ and ηθ) gives the following
expressions for the firm’s and the government’s expected losses under the early-audit contract.

FEA
θ (λθ,ηθ | τθ,ϕθ) = −τθ + γ(1 − s̄θ

)[
Ln + (1 −φ)(Lf −ϕθ

)]+λθ(1 −µS)
[
τθ + γ(1 − s̄θ

)(1 −φ)ϕθ
]

+ ηθ
{
ψ− γ

(1 − s̄θ
) (ρ−φ) (Lf −ϕθ

)
−λθ(1 −µS)

[
τθ + γ(1 − s̄θ

)(1 −φ)ϕθ
]}

.
(EC. 65)

GEA
θ (λθ,ηθ | τθ,ϕθ) = τθ + γ(1 − s̄θ

)[
Ln + ((1 −φ) − ηθ(ρ−φ)) (Lf + Ls +ϕθ)]

+λθ
[
κ− (1 − ηθ) (1 −µS)

(
τθ + γ(1 − s̄θ

) (1 −φ)ϕθ
)]

. (EC. 66)

The equilibrium of the audit game under the early-hybrid contract is characterized in the following proposition.
PROPOSITION 9. Under a given early-audit hybrid contract {τθ,ϕθ}, the audit game admits three distinct

equilibrium regimes:
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• Region I: If ψ ≤ γ
(1 − s̄θ

)(
ρ−φ

)(
Lf −ϕθ

)
, the unique equilibrium is ηθ = 1 and λθ = 0.

• Region II: If ψ > γ
(1− s̄θ

)(
ρ−φ

)(
Lf −ϕθ

)
, and κ < (1−µS)

[
τθ +γ(1− s̄θ

)(1−φ)ϕθ
]
, then there is a

unique mixed equilibrium given by λθ = ψ−γ
(

1−s̄θ
)(
ρ−φ
)(

Lf −ϕθ
)

(1−µS)
[
τθ+γ

(
1−s̄θ

)
(1−φ)ϕθ

] , ηθ = 1 − κ

(1−µS)
[
τθ+γ

(
1−s̄θ

)
(1−φ)ϕθ

] .
• Region III : The firm does not invest (ηθ = 0), and the government’s best response is λθ = 0 if ψ >
γ
(1 − s̄θ

)(
ρ−φ

)(
Lf −ϕθ

)
, and κ ≥ (1 −µS)

[
τθ + γ(1 − s̄θ

)(1 −φ)ϕθ
]
.

Having solved for the optimal subsidy and coverage under the early-audit contract, the resulting equilibrium
compliance probabilities, and their comparison with those under pure subsidy and pure insurance, can be
characterized. Because the algebra and logic mirror the earlier proofs step-by-step, we omit the redundant
details here.
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